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As automotive device firmware becomes larger and more complicated, the risk
to release products with defects is increasing. This paper proposes a software
update scheme that uses broadcasting, i.e. the station broadcasts a differential
between old and new firmwares and the automotive device updates its own old
firmware to the new one based on the differential. The proposed scheme reforms
bsdiff/bsupdate, existing tools for binary file updating, to resolve problems
specific to automotive devices such as memory constraint and unstable power
supply. We achieve in-place differential updating which does not require mem-
ory for the new binary and enable safe recovery from sudden power cuts by
storing contexts periodically.
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