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Formal Specification and Verification of Smart Spaces:
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Focusing on Physical Interactions
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Systematic modeling and analysis methods in early phases of the development
process are essential for reliable and efficient system development, in order to
prevent deficiencies from being inherited to later phases and causing costly
rollback. However, such methods have not been intensively explored for smart
spaces, compared with traditional software engineering. This paper proposes
a framework for early modeling of smart spaces specifications as well as veri-
fication by model checking. The framework includes a modeling language for
smart space specifications based on abstract modeling of physical interactions
between users and devices, e.g., visual or audio interactions. The framework
also includes a mechanism for model checking of the specifications, against spe-
cific properties that reflect uncontrollability of users, through translation to
inputs for an existing tool, SPIN. Case studies are conducted to discuss use-

0O gtLes

fulness of the proposed framework in interactive analysis and modification of
abstract specifications.
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Fig.3 Overview of the proposed framework.
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Fig.4 Modeling of scopes for physical interactions.
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Table 1 Constructs of the proposed specification language.
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Devices = {
devO : [visuall,
devl : [audio],
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DisjointScopes = {
([dev0O, audio], [devl, audio]l),

}
IncludingScopes = {

([dev0O, audio], [dev0O, visuall),
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:: reql/accept: getInScope(u, dev0O, visual)
: reql/deny: off(dev0)
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/* 0000000000 =/
mtype = {on, off}; /* DOODOODOO */

#define scid_userO_demoO_display_visual 0 /* O0OO0O IDOO =/
#define eid_userO_demoOdisplay_visual_out2in 1 /* OO0OO IDOO */

proctype event_producer(){ /* Event Producer */
do
::next?0 -> /x 000000000 DOODOOO =/

:atomic{ /* DOO0O0O0OOOOOO */
scstate[scid_user0_demoO_display_visual]l == out ->
scstate[scid_userO_demoO_display_visuall = in;
waiting_user = false; /* OOOO0Ox*/
ch_event!eid_user0_demoO_display_visual_out2in
/* Event Handler U0 ECADDOOOOOO */

}

:: next?cid_userO_demoO_display_visual ->
. /* 0000000 Event Handler O OO OOODOO */
od
}

proctype event_handler(){ /* Event Handler */
do
:: ch_event?eid_userO_demoO_display_visual_out2in -> /x O0O0OO0O0O */
atomic{ if
:: scstate[scid_user0O_demoO_speaker_audio] == in && ... -> /* 00 %/
dvcstate[demoO_display] = on; ... /* 0O0OOO0OO=*/
next!0 /* Event Producer U0 DO DDODDODODO */
fi
: else -> next!0 /x OO0 OOOOOOO =/
fi }

05 00000 PROMELAOOOODO
Fig.5 Overview of generated PROMELA specification.
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Fig.6 Initial behavior specification in case study.
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Fig.7 Scope inclusion relationship in case study.
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