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A Comparison of the Notations of Checklists in
Security Software Inspection

Yuji Bando,” Shuji Morisaki, T and Ken-ichi Matsumoto®

Checklists are used as a typical reading support for software inspection. Inspectors can
detect defects by answering the questions in a checklist. In some checklists, inspectors
need not answer a question if the prior question is finished because some questions have
dependency other questions. In this paper, we conducted an experiment with a checklist
that has several questions having dependencies. The inspection targets are 4,500 LOC
source code and requirement document. Subjects are divided into three groups (a) ad-hoc
group, (b) checklist of ordered questions (Guided Checklist) group, and (c) checklist
noted by flowchart-like notation (Security Goal Indicator Tree) group. The number of
correctly detected defects has statistical significance between groups (a) and (b). Groups
(a) and (c) have also statistical significance.

Vol.2010-SE-170 No.5
2010/11/11

1. XL®IZ

RMEORIFEEZ B, <OV 7y =THE T2 Y2 MZBWTY 7 by
2T LV a2—0NEBEEINTWS., Y7 =T LEa—, BHRICKLYEHFERER
V—Aa— R LW eHRERRY ) GIFTER RGO FEZRE, T 215802 &
THY, Y7 Ny =T OBEMMRITE L TESIT LR TWD. Kigx: BMIZERT D
ZEnb, RO RO T OERE, BRESEOm EICHENS D Y.

L2»L, Y7 hyzT7bbEa—i, 87755870, ELIMETHINEMHR
LENBHEDEY 7 by =TT ANERRY, O FICHRMZRFIEN 2. Z0D72
W, LE2—FEEEL LT, V—F 47T 0=y 7 LESHLRED FRNSHRE
ENTWBEPIY Fi=, ZNOHFEOR TOIMEAEE < MEESNTNDHYY.

V7N =T LV a—ORENRY) —T 47T 7=y 7L 1LTC, Fzv I IURL
BMEHINTWS., F=v 7 U XML, B INEEMZSHBL, 3RO Rda A
FEMRLTRMERRTHEETHD. £-, TOHIITERMER MIEFER %
FolobDObFET S, F=v 7 VA NOEMERIKGFEERNHY, HHEE LK
BT IULMOIEE 2R L2 < Th L.

AfeTix, ERMEBMICEKFEERZF X2 Y 7 4 B2~ F v 7 U A b
EHEAL, TOERETECID2DR2ERZE L CGHET 5. 7L 20E, “VAT A
BOWTa—Y0no0EREZFIET 22— K0 1 2FETTHD.7 EWHERIEE &
WMo lefBiEa— FIZX L, #— LG AR EZEH LT 5.7 &) B E
BooH%GE, Ehoh—HFOEMEBEZHERTHIENTENE, b —FHFE2Mid
L2072, BEXa VT A BHENHIEZESNTWD Z LICns. EBRTIE, B2E0EE
B LIRFEH O Web %A S DY — 4o K vy 7 & 5E3 L7 4,500L0C @ Java Y —
Za— REZFOEMEFERELIRLEL, Fxv 7 U A NS 22207 (ad-hoc), JIE
FFoxF v s URANEeEZ784 (GC: Guided Checklists) 7, 71 —F v — M
THEILLEF 227 VR NG54 (SGIT: Security Goal Indicator Tree) 2o\
T, XKHaERE, EA¥AELE L.

DBg, 2 BCTRHARIERCTHERA LY —T 4777 =y 7% 7T. 3 BEBTEF =
v 7 U A NORREFEEERXMOBGREFETS 572D F i L 72 BRI oW TR
T5. ATRITITEDORER, 5ETELDS.

R BEIRB RN R BRI e
Graduate School of Information Science, Nara Institute of Science and Technology

(©2010 Information Processing Society of Japan



Vol.2010-SE-170 No.5
IPSJ SIG Technical Report 2010/11/11

2. FxyvI VR LDOREFE
ARETIE, X 7) SRS TWDRLFTIEOME & BG4 7.

VAT AP PR AT —RZ8 A (22— P03 XAT — K&
2.1 Guided Checklists {;:f‘:;:/f?;ﬁf(rgigizv—b)#575%975\ Bitlone e
GC (Guided Checklists) X, EF>&OF = v 7 VA N TEAGKHEEHOE - — - — LTSRS T A i, 213
ZDr Fm %T%E{Zéﬂ—(b\é Frow U AR @ FHIE H @FIEﬁ iﬁkf%ﬁ’f—fﬁX&) D é;éi;t%%ﬁétﬁ%%@q]ﬁ%‘ ZHUTEE S T EAR L T ‘ ELTZTTD/ IR —R &R L TWOET,
gk Tngd. M1ZF=y 27 VA LOEMEAE b FOflzRT. AT BRI SAT— R BEILR A, DT LR
HMoL5icFzy 27 A NOBMIZ3BETHERSN, FRCEYOLE2—x%% B e CIOGIE
ZWRTED, LE2—RBOPENLMERRTIHhEN) ZEREREsn T3, M1 FxvZ YR NOBEREAE Y FOB

BlZiE, vEa2a—d{BORTLEORESIERL, v~ — 7 23 _EhE I TND.
Ny i) KB%%F?LM ERRTHETTIERLS, VEa—/HRN6%NT ot x

FR L, ZOWMTRERROPTHRL ZLICk Y, ELL#iD, EEIATHS N G six Jves
£5BEMRTS k#f%é FRUCHE, ELC#R, BEShThRVNESS (X S [V
fa) ZFRALESBAIC, T 20EOHLEA%RLTVS. ik, XEOPT T O ik
—7#5%%%7‘0@\%6\ ERMERIL 2 BRI st bbb, TOBA, 1A f\om

i, COXEEZBRT LD, LEOPALMEFRRT 20E VWD = LRk sh, 2 OR

&a i Kz R LI2E, MemkT20rnimkshcnsg. £72, Bk it O | O #%) Bl O

ERNCKT 5 X 0 3 22 A oBR B M 2 R IV D O N E N TN .

RIS | R B TS
el b i el AN Qo7
R (a8

@ i S A SR
VAT ANERT D
NAT—K) ZiE@H

RIS: ¥ A7 A
B —HRoex
O #EL TS

— F&EFIH
T&5

2.2 Security Goal Indicator Tree
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KHE 1% DR E EENH D Z L b hoT-. FREIC, ad-hoc & SGIT DR TIZ p 1
230.000261 720, A EAKME IBOFEIAEENDH D Z LDz, RER2—VRE RERNAT — FEA
HHEH 2 4 1 7
422 REGNRRT— FEHICE T HEEROLE EJlEgict
1110E, BRI /XA — RlHICB T A V2 —FEZ L OIEERO xR~ T. GC (%) 50 40 100 333
11 75‘63/)75‘5 iy 5 L:, GC ’?D SGIT %‘fﬁi)ﬂ#é L s ad-hoc LV %IE%%@)&%)JD L SGIT (%) 100 100 100 75.0

TWHZ ENbnsd. E£72, ad-hoc & GC D Tid p A3 0.000400 & 721, A EKYE
1%DMAMAEEZEND D Z E¥bhoTl=. FERIC, ad-hoc & SGIT ORFITIX p A
0.0001352 & 72V, HEKE INDOHINEEZENH D Z ERbholz.
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5, £&®H

AT, BREROMICKERBERSE2F = v 7 Y X bOREHELFERRMED
BREzRET LI Z2HME L, #BREEREZER L. $BE X, MAARY 7 b
7= TR Web 7Y r— 3 VB, Ny —UBRSICEED D RERBE 92 A
ThHD. LE2—X R, Web — L LTRESN-EHERT, SLHLZTHH
ZEDVAT LATHY, LE =32, ISP 24&Te Java Y — A =2— K 4500 1742 %
CEARBCTRBRENZEMEHEETHD.

EBRTIE, EEBE OMICIKERREAHEF =22 VA FE LT GC & SGIT, #FiC
00 FERE LV ad-hoc © 3 2D HIETHIH I N RGO EL L FERE TR L
7=, EBOWR, GC ##HHT2L, ol ta—FHELY L2 ORRERRTS
TENTE F, SGITE#FEMT AL, Lo B 2—HELY b I Ko
EERNEL 2o T,

KB TH%ROT > r— &Y, SGIT FIHFIEE BEAET 5 DIZh oo 7= L, 20
B~85 53 THDH I EnNbholz. GC OFHTIEZEMT 20 L T 5 &, SGIT 1T
FEAZIRENEEZOND. L, Wo AR FIEAFML T LEZIT, SGIT
%, EERE BT B7-0ICFRTF 27 ) A NOERRFETHLEEZLNS.

5%, T I IVITRBEOT U — MEREADE T EZED L Z LITLD,
FERI R D EABRPEAREE DA - DI LERRBOMBN ED L R b D TH D
DRHLNTRBDTIEHRNNEEZ TS,

o

EBUICS NN 20T 138 OEERE, A 2 FBREIC T ) T2 7200 T BRI st 3
%, £z, KWFFEOHEEIZ HT- - T, Frank Elberzhager [, #H #—8 K, IRES 52
T RICZ KRBT E VLW, £, AROEREM (Lo —%%R, F=v2 )
AREIZLDHETDH XA ) OIERKRIZH 7= > T Frank Elberzhager K, Marek
Jawurek D X & W 2722 ARBFSE0O —ER1%, Fraunhofer Institute for Experimental
Software Engineering (7 7 7 A — 7 7 BFJeHRE B Y 7 b U =7 LHF5ERT) O
W70 X 0 Efs S iz, £z, KRROGHTxI%T — % 1% IBM Academic Initiative Program
(http://www.ibm.com/developerworks/university/academicinitiative/) MO $21Z L > TILEE
INTe. RO —EIL, SCIREE TRHER T BBAEE O 72D O RERR) DZ5t
ZESWT T, £z, ARBFEO—IL, GRS EREem®E G5 F B
A% B 20700028) (Z K DBhALAE T T,
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