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P2P Traffic Detection method based on
Randomness of Packet Payloads
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MASATO TERADA

These days, P2P file-sharing applications (e.g. Winny, Share) cause several issues such
as the increasing number of information leakages and network congestion. To implement
measures against the issues, identifying P2P traffic is essential. Since most of the recent
P2P applications encrypt their traffic, however, they can evade detection by existing
signature based IDS. To address this problem, in this paper, we propose a P2P traffic
detection method by computing randomness of first-packet payloads. This method is
based on observation that randomness of first packets in P2P communication is much
higher than that in other types of communications.
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