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This report proposes a new transformation’s algorithm for a mutable S-box which has 1 ¥ )
been proposed in [2] to improve the complexity of the S-Box’s structure and to provide x“(GF(27))
an optimal degree of resistance against differential cryptanalysis and especially the linear v

cryptanalysis. The structure of the AES S-box has been expanded and modified to be

congruent with the proposed algorithm and to obtain appropriate nonlinearity of the Linear Transformation

S-box. The Cryptanalysis of the new algorithm model is based on the maximum average v “8bit dat
differential probability (MADP) and maximum average linear hull probability X.o- ' ata
(MALHP). The results show that proposed model significantly improves MADP and y y : 8-bit data
MALHP. Furthermore, the results that have been obtained exhibit good enough 1 AES  S-box
confusions to achieve high security level. .
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Table 1 Value of effective affine-transformation to value of o and N

a N count XOR
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Table 2 Comparison of security levels
MADP MALHP HMDP HMLP
AES 2° 2° 2° 2°
M_S-box 2640 0-6.67 0419 0-3.36
ver.1
M_S-box -7.15 -7.33 -4.68 -4
Ver 2 2 2 2 2
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X :S —box
y:S —box
F(X):x vy (S —box)
AX X
Ay:y
@D: XOR
#{x}: x
k: S —box
I'x,Ty:xy
DP Differential Probability
def
DP' (Ax, Ay) = #{x|F(x)® ZEX®AX) Ay}
LP Linear Probability
LP'(Tx,Ty) = ( patd X.rxzn F09=Iv}_ J

MDP Maximum DP
def

MDP = max DP'(Ax,Ay)

Ax(#0),Ay
MLP Maximum LP
def

MLP = max LP"(I'x,Ty)

I'x,T'y(=0

HMDP Highest MDP
def

HMDP = max MDRP, (Ax, Ay)

Ax(#0),A
HMLP Highest MLP

(A1)

(A2)

(A3)

(A.4)

(A5)

def

HMLP = max MLP, (I'x,T'y)

Ix,['y(#0)
ADP  Average DP

def —
ADP ' (Ax AY) = 12#{X|Fk(x)®Fk(x®Ax)_Ay}
2 4~ 2"
ALP Average LP

def
ALP "(ITx,Iy) = L Z 2 5
k
MADP Maximum ADP
def

MADP = max ADP'(Ax,Ay)

Ax(#0),Ay

( #{x|xorx:Fk(x)-ry}_lJZ
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MALHP  Maximum Average Linear Hull Probability

def

MALHP = max ALP'(I'x,Ty)

I'x,I'y(+0)

(A.10)
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