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Application-aware Control of Kernel Behavior
through VMM-based Interposition

Korcur ONOUE,*! YosuiHiRo OvaMmat?
and AKINORI YONEZAWA !

Threat of kernel-level malware, malware running at the kernel-level, is serious
because it compromises a whole operating system and is often capable of hiding
itself. Various security systems have been proposed to protect operating sys-
tems or applications from kernel-level malware. However, these systems have
drawbacks such as forbidding the use of any kernel extensions or significant per-
formance degradation. In this paper, we propose ShadowXeck, a VMM-based
security system that controls the behavior of OS kernels running in a VM (called
target OS kernels). The control is achieved in two ways. First, it prevents mod-
ification to read-only kernel-level memory. Second, it applies application-aware
control to indirect call instructions and indirect jump instructions issued by tar-
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get OS kernels. Since ShadowXeck runs in the VMM layer, malware running on
a target OS has difficulty in stopping or bypassing the protection. We imple-
mented ShadowXeck by using Xen on the AMD64 architecture. We confirmed
through experiments that ShadowXeck could protect a target OS kernel from
attacks by actual kernel-level malware. We also measured runtime overheads
imposed by ShadowXeck.
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Fig.1 Proposed system: ShadowXeck.
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Fig.2 Multiplexing kernel space including indirect operation instructions.
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PolicyFile
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(destIP : (virtAddr | *), memLoc : (virtAddr | *), action: Action+)
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Fig.3 Security policy syntax.
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Fig.4 Security policy for netstat (extracted).
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Fig.5 Usage example.
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Table 1 Execution time (system utility programs [ms]).

ps 1s netstat
ShadowXeck (target) 29 73 41
ShadowXeck (non-target) 17 62 35
Xen 14 61 30
Linux 14 32 24
QEMU 212 213 473

02 000O0O0o0o0oo0oo000mooo/000

Table 2 Execution time (Web servers) [ms/req].

thttpd Apache
FS-1KB FS-100 KB FS-1KB FS-100KB CGI
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Table 3 Execution time (anti-virus tool) [s].
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