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A Proposal of Tracking Method of Digital
Documents in the Organization

MASAHIRO SUSUKITA"T TETSUTARO UEHARA''

Leak incidents of internal digital documents from many organizations do not tend to
stop. In the event of leakage, and discover later, the damage of the organization will be
stronger. And, another incident may be happen again unless anyone identifies the leak
path. In this paper, we proposed a method of early discovering the fact of leakage and
identify the leak path by information embedding in digital documents automatically. And
we developed a proto-system to verify the method.
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Figure 1 = Typical File Sharing by Web Application
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+ CPU - AMD Athron 1640B 2.7GHz

* Memory - 4GBytes

+ OS - Linux
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Figure 2 System Construction of Proto-system
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Table 1  Embedding rates in Three Types of Documents.
filesize Wi i Excel Powe rPoint
1 00kBvtes 1.0 5ec 11 sec 09 sec
1 WBytes 1389 sec 20 sec 21 sec

Vol.2010-I0T-9 No.6
2010/5/13

5. ¥&8

ARFZETIL, N CERAT D EFCEICKT L, HEEAD ID LA LB
DOIDO MO ID #HDiIALZ LT U F—Fy h~OfHERIIICEAL, &K%
BETDHZILEOTEDLITIEERE L, 70, ZOFEEZEA LZRBRY AT L 2§
Gl U EBUCEINE S & CHEREMGE & PEREREM 2 1TV PIEO AR RER LT,

2L, AREORBR T AT LAORMGIT/ MBI THY , XET 7 A VOFEEAICL
S TILBEEF N EL 22560 H 5720, ERAMEIC O W TEE#ELbE L 72 - T
Y

SBITPEERBEOA > P Ty P TREBAV AT A2 IES Y, RiEEET 5T
ETHD,

SEXH

1) 2008 FEfEHREF 2V T 44 T2 MCBETIHERSEE Ver. 1.3
http://www.jnsa.org/result/2008/surv/incident/2008incident_survey v1.3.pdf

2) MEMBL, BFEKRES, MBS ETE»rLICEar T oY iHIIE Y 2T AORE,
FIT2008 3# e LIS 4 531l pp.163-164(2008)

(©2010 Information Processing Society of Japan



