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A User Authentication Using Human Reflex

MASAKATSU NISHIGAKIt and DAISUKE ARAIt

Recently, user authentication using biometrics has been brought to attention. Authen-
tication based on “who he/she is” can be achieved with biometrics. However, biometrics
information could be easily leaked and/or copied. Therefore, biometrics authentication in
which biometric information is not required to be secret is desirable. This paper proposes
a user authentication using a human reflex response. It is expected that even if people know
somebody’s reflex characteristics, it is difficult for anybody to impersonate the somebody,
since nobody will basically not able to control his/her own reflex. Here, in this paper, a user
authentication using blind spot and saccade response is shown as a prototype system of reflex-

. 2006

response-based authentication and its availability is studied.
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Table 1 The position and size of blind spots.
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