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Distributed AND/OR Search for Automated Trust Negotiation

KOSUKE NAKATSUKA® and TORU ISHIDAft

To control access to services in ubiquitous network environment, Automated Trust Negoti-
ation (ATN) is proposed. In ATN, a service provider and a service user exchange credentials
and policies to authorize service use. Credentials are for identification, and policies are for
permission of disclosure of credentials. Because credentials and policies involve confidential
information, service providers and users should not disclose needless one. In ATN, however,
the negotiation protocols are developed individually and there is no common model. There-
fore, it is difficult to evaluate their quality. In this paper, (1) we formalize ATN as distributed
AND/OR graph search. Disclosure costs of credentials are defined as the cost of the solution
graph. Disclosure of policies is mapped as node expansions. And (2) by using the formal-
ization, we can decrease the risk of disclosure of credentials and policies by applying AO*
algorithm that ensures minimum-cost solution graph to ATN. Applying our model to ATN,
we can evaluate negotiation protocols as search algorithms.
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Table 2 Example of disclosure cost.
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Fig.1 Example of negotiation.
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Fig.4 Search by AO* algorithm.
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Fig.6 Comparison of improvement between AO* and
branch and bound: depth and connectors.
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