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High Scalable Circuit Architectures
of the Hash Function Whirlpool

TAKESHI SUGAWARA, ! Naorumr Homma, !
TAKAFUMI AOKIT! and AkAsHI SaTonf?

High scalable circuit architectures for the 512-bit hash function Whirlpool
are presented. The proposed architectures enable a variety of performances
in accordance with a design requirement. In this paper, the efficient circuit
architectures are discussed from the view point of loop structure and word
length, followed by implementation methods of each circuit components. To-
tal nine datapaths are implemented as examples of the proposed architectures
and evaluated using 90-nm CMOS standard-cell library. The results showed
that the proposed architectures can acheive high scalability as well as signifi-
cant peak performances in each performance indices (the smallest circuit area

of 13.6 Kgates, the highest throughput of 28.0 Gbps, and the highest efficiency
of 372.3 Kbps/gate). The performances are also compared with conventional
Whirlpool circuits and SHA-256/512 circuits.
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Fig.4 Three types of loop structures.
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Table 1 Ideal performances over word lengths.
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Fig.6 Straight forward implementations of the function 7.
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Table 2 Required number of selectors and delay for the

function m (Normalized by a 2-way selector).
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Fig.10 Compact implementation of the function 6.
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Table 3 Designed datapaths.

Word Loop structure
| length | Parallel [Interleave| Pipeline
O
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128 x
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0|0|0

5.1 5120000000000

011 000000 5120000000 300000000000000000000
0000000000 () 000000() 00000000000 (¢)00000000
0000000000000000

011(a)000000000000000300000000000 plkj00000 2
000010000000 pk]0000000000000051200000000000
0000000100000000000000 11(b)00000000000000000
100000000 pk]00000000000000000000000000000
0000000020021 00000000000000000 RegKODOO 51200
00000000000000200000000000000000000000000
000000000000000002100000000000000000000000
011(c)000000000000000000000000000000000000
0000 (b)0000D000 plk]0 200000000 5120000000000000
00000000000000000000000000000000 SboxO0000
00000000D000000000000000000000000000000000
0000000000000 0000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000D0000000000000 SboxO0O0D000000000
000000000000000000Omini-box EDOE'0000000000000
0000000000 51200000000000000000000000000 stage
10000000000000000Omini-box ROOOD XOROOOOOODOOODO
00000000000000000000000000000000000000000
00000 768000000000

00000000000 (1)0000000H, 10m0000 W[H;_4](m;)0 300
XOROOOOODOOOOOD 11)-14) 0000 (1)0000000 XOROOOODO0OO

(© 2009 Information Processing Society of Japan



2626 000000 WhirlpoolOOOOOOOOOOOOOOOOO

(a) 512-bit parallel

(b) 512-bitinterleave

(c) 512-bit pipeline

stage0 t51 5
78 ooe
(E ] iE-* )
s

011 5120000000000
Fig.11 512-bit architectures.
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Fig.12 128-bit interleave architecture.
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Fig. 13 Example behavior of the 128-bit interleave architecture.
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Fig. 14 128-bit pipeline architecture.
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Fig. 15 Example behavior of the 128-bit pipeline architecture.
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Table 4 Performance evaluation.
Message Operation Efficiency
Design _ﬁ:ﬁ:ﬂ Block Platform [ Cycle a:c)::?::t::e S-box | Optimize Area Frequency Eﬁ;gi p:lt];‘l)\:lll%:;) (Kbps/
(bits) (MHz)
8-bit Area 103.633 gates 21142 0.76 10.825 104.45
P Table Speed 179.035 gates 546.45 0.29 27.978 156.27
10| St2-bit Parallel == ST A e 43.726 gates| 210,97 076] 10802 247.03
Table Speed 103.408 gates 523.56 031 26,806 259.23
8-bit Area 58,792 gates 210.08 1.60 5,122 87.12
2 512-bit Table Speed 97.541 gates 518.13 0.65 12,633 129.51
Interleave 4-bit Area 29.577 gates 210.08 1.60 5,122 173.18
Table | Speed 64,549 gates 500.00 0.67 12,190 188.86
21 512-bit 4-bit Area 30,105 gates 363.64 0.92 8.866 294.50
Pipeline Table Speed 40,330 gates 574.71 0.58 14,012 347.43
8-bit Area 36.201 gates 266.67 2.52 3,251 89.80
2 256-bit Table | Speed 64,796 gates 568.18 1.18 6,926 106.90
Interleave 4-bit Area 21,495 gates 266.67 2.52 3,251 151.23
This work Whirl 512 90 nm _ Tab!e | Speed 42,972 gates 529.10 1.27 6,450 150.10
-pool CMOS 44 256-bit 4-bit Area 21,395 gates 558.66 1.26 6,501 303.84
Pipeline Table Speed 35.520 gates| 1.136.36 0.62 13,223 372.27
8-bit Area 22,527 gates 269.54 4.99 1,643 72.93
84 128-bit Table | Speed 37.865 gates 571.43 235 3.483 91.98
Interleave 4-bit Area 15,891 gates 268.10 5.01 1,634 102.83
Table | Speed 28337 gates|  537.63 2.50 3277] 11564
88 128-bit 4-bit Area 16,677 gates 574.71 245 3,344 200.50
Pipeline Table SBeed 23,230 gates| 1,111.11 1.27 6,465 278.29
8-bit Area 16,675 gates 268.10 10.03 817 49.00
168 64-bit Table Speed 24,029 gates 568.18 4.73 1,732 72.06
Interleave 4-bit Area 13.614 gates 268.10 10.03 817 60.02
Table | Speed 20,554 gates 546.45 4.92 1,665 81.02
176 64-bit 4-bit Area 14,762 gates 564.97 4.98 1,644 111.34
Pipeline Table Speed 19,500 gates | 1.041.67 2.70 3,030 155.40
SHA 512 7 Area 9.764 gates 362.32 3.18 2,576 263.88
Satoh et, al.| -256 90 nm Speed 13.624 gates 490.20 2.35 3,486 255.86
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=512 Speed 27.239 gates 404.86 1.74 4,711 172.95
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et. al. xev 1000E 31201t S-bit -
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5 | 312;bit Parallel)  4-bit 13210 slices|  47.80 167|489
Virtex-4 2-round Tab!e
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(13, 147 | P! {_"b" 7,507 slices| 9137 175 | 4678
able
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Fig.16 Graph of performances.
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Fig. 19 64-bit pipeline architecture.
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