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A New Pattern Matching Architecture for NIDS
Based on the Concept of Dictionary Compression

TAKAHIRO ItHOSHI,! YOSHINORI YAMAGUCHIT!
and ATUSI MAEDAT!

Network security systems are becoming more important in our society. The
performance of a signature-based intrusion detection system (NIDS) is mostly
dependent on a string matching processing. To accelerate this processing, sev-
eral attempts of string matching circuits have been studied so far. To get the
high throughput string matching circuit for the huge amount of pattern rules,
generally we have to pay more hardware cost for it. To reduce this cost, we
focused on the common substring that will appear in the several pattern rules.
The similar concept of dictionary compression is applied to the generation of
the pattern matching circuit. The matching circuit for the same substring in

the different rules can be shared in the total circuit for NIDS. This can reduce
the amount of the total hardware cost. In this paper, the algorithm of how to
share the substring circuit and how to reduce the total hardware cost is pre-
sented. Finally, the performance evaluation based on the hybrid architecture is
studied.
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Fig.1 The example of the circuit which is based on Hybrid Architecture on 1byte width input.
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Fig.2 The example of the circuit which is based on Hybrid Architecture on 2 byte width input.

© 2

009 Information Processing Society of Japan



165 00000000000 NIDSOOO0OO0O00O00000000000O0

0000000000000 o0Do0oooDooo0oDo0ooooDOooooonag
FPGADOUOODOOODODOODODOOOODUODOOODODOODODDODOOOOODODOOOoOOg
0000000000000 ooooooooooO0O0FPGA O LUTO Look Up Tabled
gooooobooooooobooobooooooboooo

2.1 ODOO0OOOOOOOODOOOOOOO
gooooooooOoOoOoooOooOoOoOooOobooboOooooooboboOooooDoooo
gobooooooooboo
0000000000000 O0OSnort 00000 0OOOOOcontentO uricontent O O
gooooboooooooooOooOoboboo0oooDobooUUUDboboDboooUoUgo
00000000000 00000O0000D000o0o0oooooooooOog ANDOO
00000000000 contentOuricontent 000000000 OO0OOOOODOOOO
0000000000000 000DOC0O0DODOO nocaseJO0O0O0OOOOOODODODOO
Jo0o0ooOooOodOoo0goooooOo0ooobOooOo0oooooooOooooDoooO
J000oOoOo000ooooo0oooboooDOoOODOOOo0gOoooooOoOOOOooooo
00000000000 Oenable00000000D0O00ODOO0ODOOOOOOOOODOO
oono

2.1.1 NFAOODOOOOO
1000000000000000O00000000000D00000oDoo00o0oDoOn
00000000D0Do000o00Do0o0oo001l00 ANDOOOOOGODOO AND
00000o0o000o0Dooo0oooooo0o0oDoo0OoooooO ANDOODDO
goooooooooooooooboo0ooboo0obooooopDoboOoooDoonoo
gobooooooooLgroooooooooooooobooobooobooooDoo
O000o0o0o0o0o0U00ooooo0ooooooLUTOOOOO 6000000 FPGA
O Xilinx Virtex-5'Y 00 0000000000000 O0O0O0O0OO0OO0O0O0 50000
ooooooon

212 0O0ODO

00oo0o0ooooooooooo U)o oUoULOU0O0O0OOUODOUOOOOo
00000000 400000000000000 ANDOOUOOUOOOOOFPGADDO
gooooo LroooooboodoooodobooooooooooboogoDoo
OLUTOODOOOO0O0O00ODOOnocase 0O0DODODODOOO0OO0OODODOOOODODOO
go0o0oo0d400000000000DOCO0O0ODODOO 4000000000 OROOOO

000000000 0oDOoooOoooooog Vol 2 No.o3 163-172 (Sep. 2009)

data

} match 0x61 ="a’

03 00 6)000000000
Fig.3 The comparator suggested in the bibliography 6).
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Fig.5 The example of the circuit which is based on Compress Architecture on 1 byte width input.
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Fig.8 The example of erasing the black registers by erasing the white register.
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Table 1 The evaluation result.
goooooooooooo Compress 0000000
input width #pattern #char #Bit Slice  Frequency  Throughput Bit Slice  Frequency  Throughput
1,024 9,557 7,605 580.720 4,646 7,798 577.034 4,616
1 Byte 2,048 26,435 13,778 577.034 4,616 13,713 577.034 4,616
4,096 49,947 20,710 575.374 4,603 20,168 575.374 4,603
6,229 100,666 32,172 568.182 4,545 29,560 574.053 4,592
1,024 9,557 9,627 577.034 9,233 10,080 577.034 9,233
2 Byte 2,048 26,435 18,315 574.053 9,185 18,506 577.034 9,233
4,096 49,947 30,923 553.499 8,856 29,313 575.374 9,206
6,229 100,666 53,802 547.104 8,754 46,985 566.572 9,065
1,024 9,557 11,041 575.374 13,809 11,808 577.034 13,849
3 Byte 2,048 26,435 21,758 575.374 13,809 21,927 575.374 13,809
4,096 49,947 38,896 552.084 13,250 36,913 577.034 13,849
6,229 100,666 72,659 550.339 13,208 60,619 551.915 13,246

Frequency: MHz Throughput: Mbps
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Fig.9 The number of FF in Pipeline and NFA State Machine on the logical description on 1 byte

width input.
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Fig.11 The frequency distribution of substrings.

6. 0 000

00 10)0000000000000000000000DO0O0OOOD0O0OOOO
00000000000000000O00000D000000000O0DO00O 8000
goooooooooooobooooobooooooOoboooooboooooooOoo31o
ocoooooooobooobo200000000000LUTOOOOOOOOOOOOOOOO
ooooooo

7. 00000

7.1 OOO0OO0OO0OO0OO0OO00
0o000000oo0O0000ooo000000000o0O00000O0O0OFPGADOODO
gooobooooooooooooboooOoooooboooooooobooobooobooboOobo
gooooboooooooooobooobooooooboboooooobooooooobooOoDoo
goooobobooooooobooooooooobooOoOoboOoOoboOooooboOobCOoOooOooDon
goooooooooooboooobooooOoboooooobooOoboboOobOboooboooooDoo
gooooooooooooooooobooooooobOooOooooobooooooDooboo
goboooobooooooooboooooOooooooobooooooon

7.2 0000000 LUTOOO

FPGAOOUODOOOOODOOO LUTOOOODOOODOOODOOOOO LUTOODOODO

© 2009 Information Processing Society of Japan



171 00000000 DOO0 NIDSOOO0OO0O0O0O000000000000

gboobooobooobobooobobooobobbooboboooboboboobobo
gobobooooooooobobobobooooooboobobobobobooooo
goooboooooooobooooooooooooooooooooooooooooa
goboooooobooooooooo

8. 0 000

NIDSOOOOOOoOOoOOoooOooooooooooooooooooooooooooo
gooobooooooooootcoooooboOoOoOoboObOoooobooOobUooOoDbDoObo
goboooooooobooobooboboooboobooobooobooooDboo

obooooobooooooooOooooobooooOooooboooOooOoOooboboOobooOoobDoboOon
000000 1030000000000000000 8.12%016.57% 000000000
gobooooooooocoooooboooooOooooooooboooooooobobooooon
goboooooooboooooobooooboobooooo

gooooooooobootoooooboooooboboooo LUroooooooboooo

00 OoobOoooooooOoboooOOoOoOboOoOoOOOoODOboOobOOOon

o o 0O d

1) Roesch, M.: Snort — Lightweight Intrusion Detection for Networks, Proc.
13th Large Installation System Administration Conference (LISA’99), Seattle,
Washington, USENIX, pp.229-238 (1999).

2) Moscola, J., Cho, Y.H. and Lockwood, J.W.: A Scalable Hybrid Regular Expres-
sion Pattern Matcher, Proc. 14th Annual IEEE Symposium on Field-Programmable
Custom Computing Machines (FCCM’06), pp.337-338, IEEE (2006).

3) Sidhu, R. and Prasanna, V.K.: Fast Regular Expression Matching Using FPGAs,
Proc. 9th Annual IEEE Symposium on Field-Programmable Custom Computing
Machines (FCCM’01), pp.227-238, IEEE (2001).

4) Clark, C.R. and Schimmel, D.E.: Scalable Pattern Matching for High Speed Net-
works, Proc. 12th Annual IEEE Symposium on Field-Programmable Custom Com-
puting Machines (FCCM’04), pp.249-257, IEEE (2004).

5) Baker, Z.K. and Prasanna, V.K.: A Methodology for Synthesis of Efficient In-
trusion Detection Systems on FPGAs, Proc. 12th Annual IEEE Symposium on
Field-Programmable Custom Computing Machines (FCCM’04), pp.135-144, IEEE
(2004).

6) Katashita, T., Maeda, A., Toda, K. and Yamaguchi, Y.: Highly Efficient String

000000000 0oDOoooOoooooog Vol 2 No.o3 163-172 (Sep. 2009)

Matching Circuit for IDS with FPGA, Proc. 14th Annual IEEE Symposium on
Field-Programmable Custom Computing Machines (FCCM’06), pp.285-286, IEEE
(2006).

7) Katashita, T., Maeda, A., Toda, K. and Yamaguchi, Y.: A Method of Generating
Highly Efficient String Matching Circuit for Intrusion Detection, Proc. Interna-
tional Conference on Field Programmable Logic and Applications (FPL), pp.799—
802, IEEE (2006).

8) 0UUUU0U0LU0D0O0DLULUULOUOUDUOUUODOUDDOOONFADODOOOO
0000000000000 000000Vol.105, No.226, pp.37-42 (2005).

9) D0U000U0O0O0O0OUOOUNIDSOO NFAOOOOOOOOOOoOooooo
000000000000 Vol.108, No.180, pp.1-6 (2008).

10) Sourdis, I., Bispo, J., Cardoso, J.M.P. and Vassiliadis, S.: Regular Expression
Matching in Reconfigurable Hardware, Int. Journal of VLSI Signal Processing Sys-
tems, pp.99-121, Springer (2007).

11) Xilinx Inc.: Virtex-5 000000 (2008).

(00 2101027000)
(0021040 23000)

00 0oboooooo
000000000booo0oooooooboboooomoboooOoo
gobooboooboobboooboboooboboobooobboo
= gbooooboooboboobooboboobobooobooboooo

‘éh goboooooobooooooobooooooo

(© 2009 Information Processing Society of Japan



172 00000000000 NIDSOOOOOOO0O0D0D0O00O0DO0O0O0

oo Oooooooo

197200000000000000000O0DOOOOOO0OOOOO
obooooooooOoooboooOooooooobooobo1euoonoo
goooooooooooboboobomoooooooooooooobooboo
gobotboooooooboooooooboobooboooooooboooooooo
gboodooooboooboobobocoooooooooooooo
000199 00000000000000000000000O00MMIEEE Computer
SocietyD ACMOOOOOO0OOOOOOOO

oo

000000000 0OoDOoooOoooooog Vol 2 No.3 163-172 (Sep. 2009)

oo O0oooooo

1994 0000000000000000000O0O00O0O0O0OOOODOO
oooomoooobooobyromoooooobooooooooo
gobobooooooboooooooboooobooobooboooooooboo
gooboobooooooobooooooobooboobOoooobooboOooo
o000ooO0o0ooo0ooooooooooooooUooooACMO

© 2009 Information Processing Society of Japan



