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Access control through class-hierarchized security policy

AKIRA YOKOKAWA, ! TAKAHIRO SHINAGAWA !
and KAazuHiko KaTofl

SecureOS recently performs its security function by enforcing a security pol-
icy, However the complex method of writing its security policy represents a
problem. This is partly due to too many complex items to configure and the
difficulty in reusing a previously written security policy. These factors may
cause illegal access due to improperly granted privileges. In this paper, we
present a design and an implementation of class-hierarchized security policy,
which defines security policy as a class, includes condition expressions into the
security policy and enables inheriting a class. This lets the user ignore the
privileges granted to each process or file and makes security policy reusable.
we have implemented our design and confined illegal access to file through an
experiment.
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class Object { class Normal extends Executable {

var user, maker, domain, name

class Executable extends Object { class NormalContents extends Contents {

allow read any allow write if subject.domain == object.domain
allow exec any }
}
class Confidential extends Contents {
class Contents extends Object { allow read if subject.name == object.maker
allow read any allow write if subject.domain == object.domain

} }
01 000o0oOoooooooo
Fig.1 Example of security policy
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classdef 1= class classname [ extends classname ] { policy }
policy = permission operation parameter

permission = allow | deny

operation n= read | write | exec

parameter = any | condition

condition = if subject.war equation object.war

var ::= name | user | domain | maker | class

equation = == |!=

02 0gOoOooooooo
Fig.2 Syntax for security policy
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class Object {

var user, maker, domain, name
class Object {
deny read any
var user, maker, domain, name

}

deny write any

deny exec any

class Normal {

var user, maker, domain, name
class Normal extends Executable{
allow read any
allow write
allow write
if subject.domain == object.domain

allow exec any

}

if subject.domain == object.domain
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Fig.3 Equivalence relationship between policy descriptions
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Table 1 Definition of attributes
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Fig.4 Program and file diagram
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class Normal extends Executable {

allow write if subject.domain == object.domain
class Executable {

allow read any

allow exec any
class NormalContents extends Contents {

allow write if subject.domain == object.domain

class Contents {

allow read any
class Confidential extends Contents {

allow write if subject.domain == object.domain

}
05 OJ0OO0OD0OOOOOOOODOOOO
Fig.5 Example of security policy implemented
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Fig.6 Kernel memory map
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Fig.7 Desiding a domain attribute for a file

ooooooooooO00oooOoOoooO0ooooOoooooooOobO0ooooooooo
000000 LSM(Linux Security Module) 0 D0 000000000000 0OOOOOO
LsMOoOoooooooooOooOOoOOoOoOODOOOOOOOODOOOOOOODOOOOOOO
0000000o000oooooooooooooooooooODOoon

e JO0OOOOOOO

e 000000 OOOOOOODODOODODODODO
ooooooooOoOoooooooOooOooooo0oooooocoOoOo 1ooooDo
oo0ooooooooo0oOooOo 1oo0gdoooooooogoooooooooooo
domain 0000000000000 0D0000000000O0domain0000000O
ocoooooooobooboooooooobobobooooooooOboboOoOoooooOoO 7000
000000000000 00000 domain OOO0OO0OO0OO0OO0OOCOO0OOOwget O
sys_attribute OO 000Ouser_arg 00000000000 COODOOO domain O
ooooOOoO0oooooODOO000C0O0O0ODO00000000 domain0 000000000
OO0 wgetODDOOOOOOOOOOOOO0OO0OOOdomainOOOOOOO
oooooooo0ooooOoo0o0oooooobooOoooobOob000ooooOobO000o
ooooooooooOooooooooooOooOo0ooooOobO0O00ooooob000o
policy_pointer OO0D0OO0O0O0O0O0O0O0DOO0O0O0OOOCOODOOODOOOODOOOOOO
oooo0ooooooooOoOOoOoOoOoooOobOO0o0ooooooooOoOoDOOo0oO0oOoOoooonon

V0l1.2009-0S-112 No.9
2009/8/6

02 00oooooooo
Table 2 Files and attributes
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confidential.txt sample.com
fake_ocaml_3.09.2-9_i386.deb

www.osss.cs.tsukuba.ac.jp
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5. 0D O0gano

00o0O0oO0o0o0oU0U00oo00o0o0o0UoooooooooooooUoOooooooo
0000000000000 00o0oo0oo00oo0oooooooooooooooooo
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0 200000000000000000 domain OO O O O confidential.txt
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0000000D0QOfake_ocaml_3.09.2-9_i386.deb [0 Debian 000 00O OOODODO
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dentialtxt 00 000000000000 O000O0O000O0OO0 ocamlOOOOO0OO0O
0000000000000 Normal 0O0OO0OODOOO0OO0OOODODO NormalContents
000000000 confidential.txt 00 Confidential 000 0000000000000
0o0oooooboooodooooooooooooobooo
debian:“# cat /home/user/confidential.txt

confidential

debian:“# dpkg -i fake_ocaml_3.09.2-9_i386.deb
(Reading database ... 138505 files and directories currently installed.)
Preparing to replace ocaml 3.09.2-9 (using fake_ocaml_3.09.2-9_i386.deb)
Unpacking replacement ocaml ...

Setting up ocaml (3.09.2-9)

debian:~# cat /home/user/confidential.txt
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written by fake_ocaml
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debian:"# dpkg -i fake_ocaml_3.09.2-9_1i386.deb
-su: /usr/bin/dpkg: Operation not permitted

debian:“# cat /home/user/confidential.txt
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