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Simplifying Security Policies by
Exploiting Execution Phases

TAKAHIRO SHINAGAWA, ! YOUSUKE CHUBACHI, 2
KenJ1 Konof? and Kazuniko Katof!

Internet servers are often attacked by crackers to gain unauthorize access. To
mitigate the damage of unauthorized access, many researches have been con-
ducted on developing sandbox systems. Unfortunately, minimizing damage of
unauthorized access requires fine-grained protection of server resources, com-
plicating the description of security policies in sandbox systems. This paper
shows a scheme to simplify security policy descriptions by exploiting execu-
tion phases of server programs. This scheme divides program execution into
two phases: the initial phase and the protocol processing phase. By switching
security policies between the two phases, the description of security policies
can be significantly simplified. This paper shows experimental results that de-
scribe security policies of HTTP, SMTP, and POP servers, and shows that the
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description of security policies is actually simplified.
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oo0o0O0O00o000oo0oooUo0ooooooooDoooooooooooooooo
o0o0o00o0o0o0oooooOO0o0oOoU00UooooooooODOoOooOoUooooooO
0000000o0oooooooooooooooooooooo

000000000 OOFedora Core 400000000 OOOHTTPOODODO Apache
2.0.540 httpdM SMTP 0 0 O O sendmail 8.13.40 POP 00O 0O O dovecot 0.99.14 O O
OO0OSO Linux 2.6.11 0000

5.1.1 O00OD0O0OOOOOOO

000000o0oooo0o00oooOO00o0ooooOOoooooooo10000o000
0000000000000 00000000000000o0oDooooooooooooo

(© 2009 Information Processing Society of Japan



173 OO0O0O00O0O0O0OO0OO000COOOO0OOOOOO0OOOO

01 0000OO0O0O00oODOooOoOooOoooooo
Table 1 System calls issued from server programs.

Apache sendmail dovecot
oo HTTP OOOOOO oo SMTP OOOOOO oo POPOOOOOO
oooooooooo 66 130 19.7%0 67 400 59.7%0 79 420 53.2%0
ooooooooooooo 202 100.5%0 61 130 21.3%0 64 220 34.4%0
/usr 101 00 0.0%0 24 00 0.0%0 11 109.1%0
/1ib 0 00 0.0%0 0 00 0.0%0 0 00 0.0%0
/etc 79 00 0.0%0 16 50 31.2%0 13 80 61.5%0
/var 1 10 100.0%0 2 10 50.0%0 00 0.0%0
/proc 2 00 0.0%0 2 20 100.0%0 2 10 50.0%0
/dev 2 00 0.0%0 1 10 100.0%0 2 00 0.0%0
0O pOSIXOOOODOOODO 13 00 0.0%0 14 60 42.9%0 17 50 29.4%0

O000000000000000000 Apache0O0ODOOOOOODOOOOOODOOO
000000 19.7% 00000000 sendmail 0 O 59.7%0 dovecot 0 0 53.2%0 0000
0000000000000 0000000D000000o0o0o0oooooooooog
0000000000000 ooo0o0oooooooooooooo

5.1.2 00000O0OO0ODOOOOO

open() OOO0OOOOODODODODOODODOOOOOOOOOOOOOOOO1O000O0O
0ooooobooooooboooooboooooboooooooooogboooooooo
0000000000000000 Apache 000000000000 202000000
000000000000000 1000000sendmail 00000 21.3%0 dovecot O
0 34.4%0000

00o000o0o0O00ooo0ooooOO0o0ooD0o0ooODO/useO/1ivp00000
O000OD0O/etcOOOODOODOOOODOUODODOO ApacheOOOODOOO perl 0 python
ooo0o0O0o00ooOooO0O0o0o0o0o00oooooooooooooooogooooo
000000000 oooooooooooooooooooooooogg

000o00oooU0oooooooU0UoooooooOU0UoOooDooOoUoooDoooog
000000000o0o0ooo0oDooOO0o0U000oooDO0o0o0Dooooooooooog
000000000000o0oO0oo000o0oDO00o0oU0oooooooooooooooO
000000o0o0o000ooooo0oUooooo0U0oDoooUoUooooooog
O0000000000o0O0O000000ooo0O0o0o0ooooDOooooooooooooo
Oo0oooooooo
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5.1.3 O pPOSIXOOOOOOOOO

gooooooOoOoopooOoOooOoOoOoOOOOOOPOSIXOOODOODOOOODOOO
gooooooobOO0OO00 20000000000 «0O000OO0O00O00ODOOOOOO
POSIXOOODOOOOODOUOO* 0000000 D0OU0O0ODDOUOODDOOUOOOOO

goooOoOOoOOoQoOoOoOOOOOOOoOoOo POSIXOOOOOOOoOooooOoOODODO
0000000 Apache D0O0O0O0O00O0OO0O0QOCODOOOOOOOO POSIXOOOOOO
00 00000Osendmail 00 6 00042.9% M dovecot 00 500029.4%000000
goboooboobooooboooo

0000000000000 000LInux00000000000 set_thread_area() O
O00000000000000000 pOSIXOOOOOOOOO POSIXOOOOOO
gobooooobooooooboboobodoboooobooobooooooooboooboboooobooo
O00o0o00o0o0oO0o0oo0oooooooooo oSUooooooooooooog
gobodobooooooooboooboooooooboooooo

5.2 LIDSOO0O0000000000O

gboboboobooooooboooodobooobobooobobooobOobOboOobObOboODo
00400000 LIDSOO0O00O0O0O0O0O0O0O0O0O0O0O00O00O0OO0O0O0O0O000O
000000 Fedora 9000000000CO0O0D0O0O0O0O0O0O0O0COO00OLiInux0O0
O00000 LIDS223rc5 0000000000000 0O0O0OOOOOODOOOOOO
OOHTTP OOOO apache 2.2.90 SMTP 000 O sendmail 8.14.2.4.fc90 POP 00O
O dovecot 1.0.130000000000000230000 24000000000000
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02 0OprPOSIXOOOOOOO
Table 2 Non-POSIX system calls.

gooooooo Apache sendmail dovecot
_1lseek() - *
_sysctl() - - -
brk() - - -
chroot () -
clone() - * *
exit_group() - * *
futex() - - *
getdents () - - -
madvise () -
rt_sigaction() - * *

rt_sigprocmask() - _
sendfile () -
set_thread_area() - - _
set_tid_address() - - _
setgroups () - - -
setresuid() -
sigreturn() - _
statfs() -

wait4() *

O 0/13 6/14 5/17
‘“’boooooooooooooo
*00000000000000000000

gobooooooooooboooboooobooogIMLOODOODOOODOOODOO
gooboboooooooooooooboooooooobooooooooobooooonoa
gooobooboodooooooboooooboooodoboooooooooooooooooo
goboooooooon

g3bboobooooboobooouooboooo 3oboouboooooooboooooo
gobooodooooomoooobooouooobo sguoooooooooooboOooooo
gobooobooooooooocooooooOooooOoboOooooOboOoobooooooboo
gobooooooooobooooboooooobooOoboOoboOo0oobOo0OoOOoOobboOooDoOo
gobooooooboooobooboobooooobooo

ooooO0O000O000000000000000000000000D00OO0DOapache
gboooooooooboobooo 1vuoooooooobooooo 1ivobooooboooooo
O00O0O0000000000000 3000000000 sendmail 000 dovecot 00O
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03 O0O0OO0OOboooog
Table 3 Comparisons of policy description amount.

oo apache sendmail dovecot
oooooooooo 30 90 30
ooooooooo 170 180 220
ooooooooao 199 O 700 68 0

04 Apache DO00DO0OO0ODOOODODODODOO
Table 4 Policies for apache.

lidsconf -A -o /usr/sbin/httpd -j READONLY

lidsconf -A -s /usr/sbin/httpd -o /lib -j READONLY

lidsconf -A -s /usr/sbin/httpd -o /usr/lib -j READONLY

lidsconf -A -s /usr/sbin/httpd -o /etc/httpd/conf -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/httpd/modules -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/httpd/conf.d -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/ld.so.cache -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/nsswitch.conf -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/passwd -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/group -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/resolv.conf -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/hosts -j READONLY

lidsconf -A -s /usr/sbin/httpd -o /etc/host.conf -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /etc/selinux/config -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /var/www/html -j READONLY
lidsconf -A -s /usr/sbin/httpd -o /var/log/httpd -j WRITE

lidsconf -A -s /usr/sbin/httpd -o /var/run/ -j WRITE

gobooooboooooooboooooooo

040000000000000 ApacheD0O0ODOOOO0ODOODOOOOOOODODODO
OOO0/etcODOOOOOOOOOOODOOOODOOOOOOOOOOOOODOODOOOD
Linux 00000000 UNIXOOOOOODOOOOOOOOOoOooooooooooo
oooO00O000000ooOO0000O0O0O00OC0OO00000000 /14b0 /usr/1ib 0O
O00000000000LIDSO0000000O/procO/dev0 0000000000
gobooooooobooooooobooooobooboooooooooobooooOooUooooDoo
goboooobooooooooboooooboocOooooobooOooon

osb0b0b0booooobooooooboooooooboborooooboooooooooon
Oo0O00oo0oDooOO0o00000 LIibSooooooooooooobO0ooooooooo
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05 Apache 00000000000 0D0DOOO
Table 5 Policies for apache.
lidsconf -A -o /usr/sbin/httpd -j READONLY
lidsconf -A -p -s /usr/sbin/httpd -o /var/www/html -j READONLY
lidsconf -A -p -s /usr/sbin/httpd -o /var/log/httpd -j WRITE

ooooooooooooooooooooooooooo0on0on0n0 2000HTMLOO
gooooboooooooooobooooooboooOooboOooooboOooOobOooooDboObo
O00O0O0OOOO0O0O0O0OO0O0ODOOODOODapache 00000 300000000000
oooooooooOOoOOOOOOOO HTTPODODOOODOOOOOOOOOOOOOO
ooooooSOOo0UoooUioooUioo0oUoOo0ooooooooooUoooo
goboooooooboooooboooboooooo0oooboooooooboooobooboooDo

6. 0 O00O0O

goooooboooooooobooooooobooooooooobooobOoboOooooobo
00000000000000000000000000Y0000000000000
gooooobooooooooooobooooooboboooboooooooDooboooooDoo
00000000000000000000000Y 0000000000000000
gooooboooooooooboooboooooobobooooooboboooooooDoboo
00000000YOOO0OO0OO00000000000000000SELnux00000
ooogoIbsOo00oo0o0o0ooooooooooooooooooooooOogoooo
000000000000 000000000SubDomain!® 000000000000
OO change_hat() OO OO0O0O0O0O0O0OO0O0O0ODOOCOOOOOOOOOOOOOOO
gooogag

goooobcoooobooooooooooobooboOoooooooooOoooooDooo
gobobooooooboboooboooooooboooooobo0ooobooooboOoobooDoo
goooboooooooobooooobooooooooOoboOobOO0oOoOobOObObOoooobooOooo
goooooooooooooooooboobooooooboobOoooooOobOooobooobo
gbobooobooooooocoboooobooooboobooboooboobOooooDo
gboboobooooobooobooooboooboooobooOobooboboobOoOooOoDo
gobooooooooooooooooooobooooooooboooooOoobooooon
gooooooooooooooooooooboooooooooboOoooooooOoooo
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00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000% 20000 Chinese Wall?) 0000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000

MAPbox® 000000000000 O000000O0O0O00O0O0OOOOOOO0DOO
00000000 “compiler” O “netclient” 00 000000000000000O00O
OOO0OOMAPhox 000OO0OOD0ODOOO0OOOOOOOOODOODOOOOOOOO
00000000000000000000000000000000000000000
0Doooooo
0000000000000000000000000000000000000000
00000oooo®'Yoo0000000000GUI0DN0DONN0NNNONoNnoonoo
000oo™Oo000000000000000000000000000000000
0000000000000000000000000000000000000
chroot 00 000000000000000O000O0000000000O00O000O0
O00Ochroot 0000000000000 00000000O00O0O0O00DOOOOOroot
000000000000000

7.0 O O

goooooboooooooobooboooobooboOo0ooobobooboOooooooDobooo
gooooboooooooboooobooboOoooooobooOoOoOobOOoOobCOOoOobObOOOobon
gboboobooooobobooooboobooooboooobOobooOoobOobObobobOOoDbo
ocooooooOoOoooooooOoooobooooooOoOOOODOO0O0O0O0O000 HTTPO
SMTPOPOPOOOODODOOODODOOOOOOOODOOOOOOOODOOOOOOOOO
oo

gobobooooooooooooooooobooooooooooocooooDoooOoo
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