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Application of cryptographic technologies to the
protection of intellectual property rights

Kilho Shin
Fyji Xerox Co., Ltd.

This paper discusses those systems which aim to augment access control to digital works for
the protection of intellectual property rights of the digital. The function of the access control
comprises three sub-functions of protection of data, rights management and authentication
of access rights. In particular, implementation of the sub-function of the authentication of
access rights as a platform system would expectedly accelerate free and fair distribution of
digital works in a worldwide scale. This paper presents several requirements from security
and architecture points of view which such a platform system should satisfy. Also, as an
example, Access Ticket System by Fuji Xerox is briefly illustrated.
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