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Abstract

In wireless LAN systems based on IEEE 802.11b, access restriction by an ESS ID and/or MAC addresses
is used to prevent unauthorized network access. However, these are easily obtained by interception.
Though WEP is one countermeasure for interception, it is not able to prevent false statement of source
addresses by legal users. In [2], we have revealed a method to implement an authentication mechanism for
LAN sockets where only approved users are able to use and MAC addresses are not required to register
in advance. In this paper, we propose an authentication mechanism for wireless LAN systems that is
based on the method above. In order to apply the method, encrypted connections are introduced for

identifying each client. Also, we describe the prototype system we have implemented.
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