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Message Delivery Protocols for Mobile Agents
and Their Applications in Peer-to-Peer Networks
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"Graduate School of Information Systems, The University of Electro-Communications
"NTT Information Sharing Platform Laboratories

Abstract

In peer-to-peer networks, it is often difficult or impossible to locate mobile agents and deliver messages
to them, when using only a general-purpose naming service such as DNS. To solve this problem, two
protocols are proposed for delivering messages to mobile agents in peer-to-peer networks. The first one
utilizes redirection of messages by a proxy; the second one utilizes a lookup service for agent locations. It is
verified that the two protocols ensure message delivery and agent mobility under appropriate conditions of
networks. The effectiveness of the protocols are demonstrated by implementing and evaluating two

application systems based on the protocols.

0 oogo
gobooooobooobooboobooboaooboo
gbobogooooboooboobooboobobbo
googoooobooobooboobooboobobo
googoooobooobooboobooboobobo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
googoooobooobooboobooboobobo
googoooobooobooboobooboobobo
googoooobooobooboobooboobobo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
goooo
goboooobooobooboobobooboooo
goooboOQpooooooooboboobpooo
gbobogooooboooboobooboobobobo
goooood

01d

(LOD0DO00DO00DO000000000O00oNooNoo
00000000000000000000000
00 (00 ()
-.0000000000000000000000

000000000 0000000

(0000000000000000000000
00000000000000000(@0 (b))
-.0000000000000000000000

0oO0ooo0O0o0

(3)000000000000000000000O
00000000000000000000000
0000000000000 0(@©))
-.0000000000000000000000

0000000000000000000000

00000000000 00000000000

0oOoooO0ooooo
00000000000000000000000
000000000000000000000000


研究会Temp
分散システム／インターネット運用技術

研究会Temp 
（２００２． １２． １３）

研究会Temp 
28－１

研究会Temp 
－1－


(a) Agent Hostl Host2 Host3

Agent Agent Name Server

AR

Hostl Host2 Host3 Hostl Host2 Host3
o0 OoOoooooo

000000000000000000000000
000000000000000000000000
00000000 [2]0

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00O0o0o0O0ooo0o

U 0ODo0oooboboooo

21 O00O0OOO0O

0000000 (MHomeServer)DOOOOOOoOA
gooooobobooooooooooobbooooa
gooooobobooooooooooobbooooa
goooooobobooooon

goooooobboooobobobooouoboboboo
goobooobbbooobooboboooobboood
gooooobobooooooooooobbooooa
goooo0O(moveReq)DOODOOOOODODODODODO
gooooobobooooooooooobbooooa
0O0ddd(movePermission)D 000000 dO0O
goobooobbbooobooboboooobboood
do00oooooooodd (moved)d

gooooooboboooooboboooooobooo
gooooobobooooooooooobobooooa
goobooobbbooobooboboooobbuoood
goobooobbbooobooboboooobbuoood
goobooobbbooobooboboooobbuoood
oono

2.2 0000 (Redirection)
oooo@o)yooooooooo(kinder)OD O
OO0OooOoOg(Traveler)D0O0O0O0ODOOOODOOOO
oooooooOooooooooooooooooon
OO@message) 00 0000OCOOODOOOODOOO
0000000 OoO((deliverMsg)DOOOOQOOO
OO0O0000O0000o0oC0oO0O0oO@msgsent)d
coooO0ooOooOoOoO0ooOooOoooooooooo
oooooooOoOoooooOoooooooooon
O0o0ooooUoUoooooUooooooooooo
OO0 moveReq D 0OOOOOODOOOOODODOOO
O0o0ooooUoUoooooUooooooooooo
oooooo
oooooooOoOoooooOoOooooooooo
O0o0ooooUoUoooo@uoo)yooooooo
O00O00o00ooooo Mobile IP[3]0 00O OMobile
IPOOD0OOOOODOOOOODOOOOUODOOOOO

goooooooooooan
Ir_ogagign Hostl

‘HUStZ : @@ 0 mov @
¢ O novereq ]

—moving,
QHUStS

Host2

movePermission

[Joooo
ODDDDDDD

—»Oooooooo
oo

—>0oooooon
ooo

u] u]
msgSent| | message

moved

0
deliverhsg

o)

Host3

©

Host4

oo obOooo

2.3 00000 (Lookup)

0ooo@o)oooooooooooooDoooo
goooooooOooDooooooooooooog
(lockup)D 00O O0OODODOOOODOODODOOO
0000o0DoDoooooooOog(place)yDooon
Jodd0o0ooooooooooooooooOoan
(deliverMsg)D 0D 0000 O0O0O0OOoOOOODOOOO
0o00O0oo00oodo (msgSent)O

J0o0oooooOooooooooooooDooo
goooooooOooDooooooooooooog
00o0DoDoooooooooooooooooog
00o0DoDoooooooooooooooooog
000000 moveReq OO ODOODODOODOODOOO
000000000000 msgSent 0 OOOOOO
gooopoooogoo

Location Hostl Host2
F===0

Host2 |
! 0 0
| »moving| @O‘_MERM——— @
| »Host3
A movePermission
[Joooo
o o o (:) goooooog
place| | lookup noved —»-0o0o0oooo
oo

O —>gpoopoooao
msgSent ooo

O
@ deliverlisy o

Host4 Host3

oo oOooo

24 0000OO0OO0O0OOOOO
goboooobooobooboobooboaoboo
gobogoooooooboobooboobobobo
gobogoooooooboobooboobobobo
gobogoooooooboobooboobobobo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
goo
gobgoooobooobooobooobooboooo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
gbobogooooboooboobooboobobbo
googoooboooboobooboobobbo
googoooboooboobooboobobbo

0 20


研究会Temp 
－2－


gboogooooboooboobooboobooboobo
gboogooooboooboobooboobooboobo
gboogooooboooboobooboobooboobo
googoooobooobooobooboboooboobobo
googoooobooobooobooboboooboobobo
googoooobooobooobooboboooboobobo
gboogooooboooboobooboobooboobo
gooood

0 ODooboooon
goooooobboooobobboooonboboo
oo
<>0000o0oobooob0ooboboobog
goooooooooooo
<>000000000000000DO0O0bOOoa
gooood
O00O0D0DO0D0DO0ODO0OO0O0 ACTL(Action-Based
Computational Tree Logic)[4]0 00 O0000OO00O0O
goooooo

AGr([acceptedByNSJAF(<receiveMsg>(T)))...<1>

AGr([moveTraveler JAF(<moveOK>(T))) ...<2>

OO0O0O07000000000 accgpteans 0000

000000000000 o0o0ooadrreceiveMsg
Jdoodo0o0doOobOoOOooOoooDOoobooooooo
moveTraveler 0 00000000 0OOOOOOOO
O000o0o0ooOogooo0OmoveOK OODOOODODOO
0o0o0o0oooobboOoboOoooDoooooooo
AGX(tp)DDDDDDDxDDDDDDDDDDD
0000000 O0oooD0o0ob0Ob0b0OO0Ob0eOOnOOO

O000O00O0AFy (e)0ODODOODOXxODOODO
goooooooobooboooboooobooog
DeO0D00O0O0OO0ODOOOODOODODODOOO
goooooooOooOoobooooooooboo
AFy (P) = X.PO (<x >(M0O X 1(X))
AGy (P) =n X.PO[X 1C)
<L>O0000000000gceesk,elooooon
oooDoobDoOoboOoOo0oO0oob0ond Concurrency
Workbench(CWB)[7]CO0D0O0OOCWB O CCs OO
goooooooOobOOoOopODOODbDODObOOO
goooooooOobDOooocOoDoooboboooog
goooobooooobooboooboooboobooog
goooobooooobooboooboooboobooog
ccsoogoooooooboboooobbooobonooo
goooooooOobDOooocOoDoooboboooog
goooooooooooooogo
gooobOooboobOoo<2>gbgboobooon
goooobooooobooboooboooboobooog
go0oO0D0DO000000OMoveKeeper 0 moveReq [
JOoOoooboOO moveRegq0 O NS1 _nomsg O OO
gboO0ooooOooobDOooDpOoobooboocecws OOO
goooobooooobooboooboooboobooog
00000000000 SPIN[8]JCOOOODOSPIN
0O PROMELA OO[9]0O00OOOCOOOOODOO
goooooooOobDOooocOoDoooboboooog
goooooooOobDOooocOoDoooboboooog
goooooooOobDOooocOoDoooboboooog
gbobo0d<2>000000000000DODOO
gooooooooooobooboooobooo
O0<>»>0O<2>000000000CDOODOCODO

RedirectSystem o (Finder | NS1_nomsg | MoveKeeper | Travelerl) [0 L
where L = {moveReq, moveReqO, movePermission, movedl, moved2,
message, deliverMsgl, deliverMsg2, msgSent}
NS1_nomsg dEf message.acceptedByNS.deliverMsgl.msgSent.NS1_nomsg + moveReqO.movePermission.NSI_moving_nomsg

NS1_moving_nomsg = moved2.NS2_nomsg + message.acceptedByNS.NSI1_moving_msg

NS1_moving_msg = moved2.deliverlsg2.msgSent.NS2_nomsg

NS2_nomsg dEf message.acceptedByNS.deliverlMsg2.msgSent.NS2_nomsg + moveReqO.movePermission.NS2_moving_nomsg
NS2_moving_nomsg = movedl.NS1_nomsg + message.acceptedByNS.NS2_moving_msg

NS2_moving_msg d—f movedl.deliverlsgl.msgSent.NS1_nomsg

Finder = message.acceptedByNS.accepted.msgSent.Finder
00 O0OO0OO0OoocecsooOoOoOoOooon
LookupSystem o (Finder | NS1_noLookup | MoveKeeper | Travelerl) [ L

where L = {moveReq, moveReqO, movePermission, movedl, moved2,
lookup, placel, place2, msgSentl, msgSent2, deliverMsgl, deliverMsg2}

NSI_noLookup dEf Tookup.acceptedByNS.placel.msgSentl.NS1_noLookup + moveReqO.movePermission.NS1_moving_noLookup
NS1_moving_noLookup = lookup.acceptedByNS.NS1_moving_lookup + moved2.NS2_noLookup
NS1_moving_lookup = moved2.place2.msgSent2.NS2_nolookup
NS2_noLookup = Tookup.acceptedByNS.place2.msgSent2.NS2_noLookup + moveReqO.movePermission.NS2_moving_noLookup
NS2_moving_noLookup = lookup.acceptedByNS.NS2_moving_lookup + movedl.NSI1_noLookup
NS2_moving_lookup = movedl.placel.msgSentl.NS1_nolLookup

Finder = lookup.accepted. (placel.deliverMsgl.msgSentl.Finder + place2.deliverlMsg2.msgSent2.Finder)

00 0OO0o0oo0o0cecsoOoooOoooan

Travelerl d:f T .deliverMsgl.receivelMsg.Travelerl + T .moveReq.T1_moving
T1_moving < de eliverlMsgl.receivelMsg.T1 _moving + movePermission.moveOK.T
Traveler2 = t _.deliverMsg2.receivelsg.Traveler2 + 1 .moveReq.Traveler2
T2_moving = deliverMsg2.receivelMsg.T2_moving + movePermission.moveOK.T
MoveKeeperd—f moveReq.moveTraveler.moveReq0.MoveKeeper

Propertyl d— AGr([acceptedByNS] (AFr(<receivelMsg>(T))))

Property2 = AGr([moveTraveler](AFr(<moveOK>(T))))

. (moved2.Traveler2)

. (movedl.Travelerl)

00 OoOoO0ooOooO0ooocecsooOoooOooa

030



研究会Temp 
－3－


goooDooooDOoobooooooOns<s, <2>
gboogooooboooboobooboobooboobo
gboogooooboooboobooboobooboobo
goooooo

0 ODooboooon
goooooobboooobobboooonboboo
00000 Aglets Software Development Kit(ASDK)
[10,11]0 Java OO OO ODOOOOOODOOODOODO
goooooobooooooooooobobooooa
goooooobbboooooboo

41 00000
00000000000000000000000
00[2]00000000000000000000
0000000000000000
()H)0D000O000000000000000000
00000000000000000000
(2)0000000000000000000000
00000000000000000000000
000000000000000
(3)0000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000
(H0000000000000000000000
00000000000000000000000
00000000000000000000000
0ooo0O0o0ooo0oo
(5)MOA[12]00000000000000000
00000000000000000000000
~.0000000000000000000000
OO0OAglets 000000000000000
00000000000000000000
000000[2000000000000000
000000D00000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000 Aglets 000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000

00 O0oO0o0O0o0o0ocobOoO0oocooocoooood

0000000 msy
10 100 1000
[RENENAN| 82 75 12
[RENENAN| 175 161 127

o0 OoOoO0oo0Oob0ooo0ooooooOobcOoooooon

AO000000ms)

10 100 1000
[RENENAN| 65 58 42
On 120 106 65

goboooooboboooobboooubP 0ODOOO
gobogooooboosmsOoooooooooarce
0000000 DO0OD0 ack OODOODDOCDOODOO

gboogooooboooboobooboobobobo
goooooaoo

42 0OO0O0OO0OO0OOOO

00000000 AgetsOO0O0O0O0O0OQCOQOOO
googoooobooobooboobooboobbo
gboogooooboooboobooboobobobo
gooooooooobobooooooomoooo
gooooooooobobobbobOoOLlLbDAP ODOOO
goooooobooobgoooo

oobooobobOooo LbAP ODODOOOODOO
gooooooooboboooooooomooon
gbobogoooobooobooboobooboboobo
gbobogoooobooobooboobooboboobo
gooooooooobobobbobOoOOLDAP ODOO
00000000 0ODODODO AgletiDODOOOODOO
AgletiD OO0O0OODOOOODOODOOOODOOO
oooooooooooooimboooo@o)

[

Agent Owner + Class Name

>

Ty

HomeServer Address + AgletID E

Agent Name Server

00 Oo0oooOooooo

O Ooogo
goboooobooobooboobooboaoboo
gbooooooboooboobooboobobobo
googooooboooboooboobooobobobo
googooooboooboooboobooobobobo
gooooooboobsagon 52000000
goooboooboooboooan

51 O00OO0O0bOoooa
gobooooobooobooobooobobooboooo
goooooooOobDOoo™Oooooooooo@
go)yoooooopbDoooooooboooooo
gbooooooboooboobooboobobobo
ooooooooooooooooo@o)

511 00O
gobooooobooobooobooobobooboooo
gbooooooboooboobooboobobobo
gbooooooboooboobooboobobobo
oo@ooo)yooooooooooooooooo
goooooo
gobooooobooobooobooobobooboooo
gooobooobooobooooboon

512 00
goboooobooobooboobooboaoboo
goboomooooboooboooboooooboooo
gooooo(@oOo)yooooooooboboooo
go@oo)ooooooooooooboboooo
gbobooooobooboobooboobobobo
gbobooooobooboobooboobobobo
gooobooobgo
goboooooooboooboooboboobogooo
gobogoooooboooboooboobooboobobo

040


研究会Temp 
－4－


S

< ','

K

oooooo
oooo

00 0OO0oo0oO0ooooo

DD

DDDDDD

DDDDD

00 OoOooOoOooooOooOoooooao

gooooDOOO0oOoOoooOoODbDbOoOooooooO(@
go0o0oooOo)yooo@oooooo)yoooooo
gooboooobboboooooboo

goooooobbooooboboboooboboboo

ooo
goooooobbooooooboooooobooo
gooooooooa

goodooobobooooooooooobobooooa
gooooobbboooboboboooobboood
gooooobbboooboboboooobboood
goodooobobooooooooooobobooooa
goodooobobooooooooooobobooooa
goooooooo

00000000 ooooOooooooaonAglets
OoDodDeactivate)D OO0 OOO0OOODOOO
gooooobbbooobobobboooobboood
goodoooobobooooboooooobobooooa
JoodoooDoOAcivate)D DO ODOOOOO
Aglet Server 0 DO DOOOO0OODOODOODO Aglet
Server D0 000O0OO0OO0ODOOOOOODOOOOOO
gpooooo

513 00
goboooooboooboobooboooboooo
gboooooobooobooboobooboobobo
goooo@oooooobooboboo)yboboooo
gobogoooobooobooboobooboobobo
gobogoooobooobooboobooboobobo
oooOo(@Uuooooooooooooooooog
oooOoooOooOooooo)yoooooooooo
goboooooboooboobooboboooooo
gobogooooobooobooboobooboobobo
gobogooooobooobooboobooboobobo
gobooooobooobooobooboobobobo
ao

52 0000000000000 O0OOO0

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000 (@oon)

521 00O

gobooo0go LANDOODOOOooboon
gobogoooooboooboooboboboobobobo
goooooooobobooooobooooomoo
gbobogoooobooobooobooboobobobo
gobogoooooboooboooboboboobobobo
gobogoooooboooboooboboboobobobo
gobogoooooboooboooboboboobobobo
gbobogoooobooobooobooboobobobo
gbobogoooobooobooobooboobobobo
gbobogoooobooobooobooboobobobo
oo
goboooobooobooobooboboobogooo
gbobogoooobooobooobooboobobobo
gbobogoooobooobooobooboobobobo
gboooboooboobooooboon

522 00O
00o0O0oDOOo0oOoOOo0O0ooocobDOo@oooo)o
gbooboooooboooboobooboobobbo
gbooboooooboooboobooboobobbo
gbooboooooboooboobooboobobbo
go
goboooooooboobooobobooboooo
gbooboooooboooboobooboobobbo
gbooboooooboooboobooboobobbo
gbooboooooboooboobooboobobbo
goooooooOobDooocoobo@ooo)yoooo
gobogooooboooboobooboboobobbo
gobogooooboooboobooboboobobbo
gbooboooooboooboobooboobobbo
gbooboooooboooboobooboobobbo
gobogooooboooboobooboboobobbo
gobogooooboooboobooboboobobbo

0 50


研究会Temp 
－5－


iooooo

- /
00000
000000 ggog

ooo
ooo

oooooO0oOooooOoOoooao

ood

ooooooooooooooooooood

googoooobooobooobooboboooboobobo
gboogooooboooboobooboobooboobo
gboogooooboooboobooboobooboobo
googoooobooobooobooboboooboobobo
googoooobooobooobooboboooboobobo
googoooobooobooobooboboooboobobo
gboogooooboooboobooboobooboobo
gobooooobooobooboooboooo

523 OO

gobooooobooobooobooobobooboooo
googoooobooobooobooboboooboobobo
gboogooooboooboobooboobooboobo
gboogooooboooboobooboobooboobo
googoooobooobooobooboboooboobobo
goooooooooooboooooooooboobooboo

goooboooboooboboooan
goboobooooboooboobooboooboaoboo

gboogoooobooobooboobooboboobo

gobogooooboooboooboobooo

o ood
goboooobooobooboobooboaoboo
gbooooooboooboobooboobobobo
googooooboooboooboobooobobobo
googooooboooboooboobooobobobo
gbooooooboooboobooboobobobo
gooono
goboooobooobooboobooboaoboo
googooooboooboooboobooobobobo
googooooboooboooboobooobobobo
gbooooooboooboobooboobobobo
gooboboooooooobooboooooooboobooboo
guo

good

[1] Yariv Aridor and Mitsuru Oshima: Infrastructure
for Mobile Agents: Requirements and Design, in
Proceedings of Workshop on Mobile Agents
MA’'98, Lecture Notes in Computer Science,
Vol.1477, pp.38-49, Springer, 1998.

[2] COODO,0000,0000: Peer-to-Peer O
oD00oDU0oooooDOooDOoooDooooo
oooooooooooogdg, oooooo
DicoMOoOODOOOOoOOOO, pp.409-412(2002)

[3] C. Perkins: IP Mobility Support for 1Pv4, RFC3220,
The Internet Society.

[4] R. De Nicola and F. Vaandrager: Action versus state
based logics for transition systems, in Proceedings
of LITP Sprint School on Theoretical Computer
Science, Lecture Notes in Computer Science,
Vol.469, pp.407-419, Springer, 1990.

[5] Robin Milner: Communication and Concurrency,
Prentice Hall, 1989.

[6] Glenn Bruns: Distributed Systems Analysis with
CCS, Prentice Hall, 1996.

[7] Rance Cleaveland, Joachim Parrow and Bernhard
Steffen: The Concurrency Workbench: A
Semantics-Based Tod for the Verification of Concurrent
Systems, ACM Transaction on Programming
Languages and Systems, 15(1):36-72, 1993.

[8] Spin - Formal Verification: http://spinroct.com/spin/

[9] Gerard J. Holzmann: Design and Validation of
Computer Protocols, Prentice Hall, 1991

[10] Aglets Software Development Kit:
http://www.trl.ibm.com/aglets/

[11] B. D. Lange and M. Oshima: Programming
and Deploying Java Maobile Agents with Aglets,
Addison-Wesley, 1998.

[12] D. S. Milojicic, W. LaForge, D. Chauhan:
Mobile Objects and Agents (MOA), in Proceedings of
the USENIX Coonference on Object-Oriented
Technologies and Systems(COOTS), April 1998.

060


研究会Temp 
－6－




