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Dynamic Multiple-Route IP Transmission with Data Encription
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For achieving secure communication against snooping, encryption is applied in the TCP/IP Internet. It is based
on that too much computation is required for snooper to get an original data from an encrypted data. Hence, the
higher performing computers are developed, the more complex encryption algorithms have to be designed and
implemented. This paper proposes a novel methodology that IP datagrams are transmitted through multiple
routes determined dynamically. Since no additional function is introduced into routers, it is highly applicable.
In addition, this paper proposes a method to combine dynamic multi-route transmission and block encription.
Here, multiple IP datagrams are encripthed and devided into multiple blocks. Then a reconstructed datagram
is formed by concatinating the blocks each of which is selected from a distinct encripted IP datagram.
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