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The Internet is increasing a role of the social infrastructure with maintaining of spread and communication 

environment. Various usages are increasing with the infrastructure. Currently, necessity is arising for 

problems of anonymous usages of the Internet in resource sharing and exchanges, and offering new 

unconventional services with diversification and change of usages. In this paper, we will describe these 

problems, and discuss "Non-anonymous network" needs and requirements. Then we will propose, and 

assessment our system with Identity Federation and Attribute-based Authorization through Internet2 

Middleware Architecture Committee for Education (MACE) Shibboleth [ 1 ] .
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4.

SP

HTTP

SP

4.1

SP

SP

SP 1

SP

SP1 SP2

eduPersonPrincipalName

ID

( )

(e.g. qu0001@tmit.xxx) 

eduPersonAffiliation 

(e.g. student, staff, faculty, 

menber) 

surname 

(e.g. Gakusei) 

PostalAddress

(e.g. Tokyo, Niigata) 

givenname 

(e.g. Kazuko) 

eduPersonScopedAffiliation

(e.g.student@ tmit.xxx) 

qu0001 ID

2

2 qu0001

eduPersonPrincipalName qu0001@tmit.xxx 

surname Gakusei 

givenname Kazuko

eduPersonAffiliation student

PostalAddress Tokyo 

eduPersonScopedAffiliation student@tmit.xxx 

SP 2 3

tDiary

tDiaryDiary

2 SP1

3 SP2

4 5

<NameIdentifierFormat="urn:mace:shibboleth:1.0:nameIdentifier" 

NameQualifier="urn:mace:shibboleth:metro:tmit">_2f738487ba70679e50cf6bde244b657

xx.xx.18.74 - - [16/Feb/2006:04:49:17 +0900] 

"GET /video-library HTTP/1.1" 302 415 

xx.xx.18.74 - - [16/Feb/2006:04:49:27 +0900]" 

POST/Shibboleth.sso/SAML/POST HTTP/1.1" 302 229 

xx.xx.18.74 - - [16/Feb/2006:04:49:30 +0900]  

"GET/video-library/NGC-TheSecretLifeOfCats.wmv HTTP/1.1" 304 -

4 SP

2006-02-16 04:49:27,034 INFO  

Shibboleth-TRANSACTION : Authentication  

assertion issued to provider  

(https://sp1.tmit.xxx/shibboleth) on behalf of principal  

(qu0001). Name Identifier:  

(_2f738487ba70679e50cf6bde244b6571).  

Name Identifier Format:  

(urn:mace:shibboleth:1.0:nameIdentifier).
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SP IdP

ID

4.2

SP HTTP SP

Shibboleth

SP1
New session  

(ID: _13cd824ef6c2ff2ca4b987c0e0e26ad3) with  

(applicationId: default) for principal from 

(IdP:urn:mace:shibboleth:metro:tmit.xxx)  

at (ClientAddress: xxx18.126) with  

(NameIdentifier: _d73face90b614baf5a7c78cbe9ce557b)

SP2
New session  

(ID: _e73956b8924acd5d83a3b0858504249a) with 

(applicationId: default) for principal from 

(IdP:urn:mace:shibboleth:metro:tmit.xxx)  

at (ClientAddress: xxx.18.126) with  

(NameIdentifier: _116e0e79fc4e5df125b9d1567a13a7d6)

6 SP

SP
"_shibstate_89d1883123dfe21108933e643ddafebac1be5028= 

https%3A%2F%2Fsp1.tmit.xxx%2Fvideo-library; 

_shibsession_89d1883123dfe21108933e643ddafebac1be5028= 

_13cd824ef6c2ff2ca4b987c0e0e26ad3;

_saml_idp=dXJuOm1hY2U6c2hpYmJvbGV0aDptZXRybzp0bWl0LXVuZXQub2NuLm5lLmpw"

student student@tmit.xxx - - - - 

SP2
"_shibstate_c94d71b7044ee2eb9c5690ac4d4ebc0a1279b604= 

https%3A%2F%2Fsp2.tmit.xxx%2Ftdiary; 

_shibsession_c94d71b7044ee2eb9c5690ac4d4ebc0a1279b604= 

_e73956b8924acd5d83a3b0858504249a;

_saml_idp=dXJuOm1hY2U6c2hpYmJvbGV0aDptZXRybzp0bWl0LXVuZXQ pw"ub2NuLm lLm5

 - - kazuko gakusei - qu0001@tmit.xxx 

shibstate_SP

saml_idp IdP Handle

shibsession_SP SP Handle

7 HTTP cookie

6 IdP ID

NameIdentifier SP

( ) Handle 

(shibsession SP )

SP2 SP1

7 SP

Shibboleth

IdP SP (

) SP SP

4.3

7

4 ( 3)( 4)

28

( 5)

3

ID

1 qu0001 student tmit.xxx Tokyo 

2 qu0002 student tmit.xxx Tokyo 

3 fa0001 faculty tmit.xxx -

4 st0001 staff tmit.xxx Tokyo 

5 st0002 staff tmit.xxx -

6 abc123 student aiit.xxx Tokyo 

7 abc456 student aiit.xxx -

4

1

(AND)

2

(AND)

3

(AND)

4

(AND)

eduPerson 

Affiliation student

student

or

faculty 

faculty -

eduPersonScoped

Affiliation tmit.xxx tmit.xxx tmit.xxx

tmit.xxx

or 

Tokyo 

PostalAddress
Tokyo - -

5

ID
1 2 4 3

1 qu0001

2 qu0002

3 fa0001

4 st0001

5 st0002

6 abc123

7 abc456

Shibboleth

 (AND)
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OR

 (NOT)

Shibboleth

Apache

Apache

5.
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IdP

SP

SP

NameIdentifier

NameIdentifier

IdP SP

metadata.xml Provider ID

IdP

arp.site.xml Provider ID

2

Shibboleth

[1] Shibboleth Project: 

http://shibboleth.internet2.edu/

[2] :

http://www.npa.go.jp/cyber/statics/index.html

[3] GridShib: http://gridshib.globus.org/ 

[4] LionShare: http://lionshare.its.psu.edu/main/ 
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