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Proposal and Assessment for a Non-anonymous network with Identity
Federation and Attribute-based Authorization through Shibboleth
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The Internet is increasing a role of the social infrastructure with maintaining of spread and communication
environment. Various usages are increasing with the infrastructure. Currently, necessity is arising for
problems of anonymous usages of the Internet in resource sharing and exchanges, and offering new
unconventional services with diversification and change of usages. In this paper, we will describe these
problems, and discuss "Non-anonymous network" needs and requirements. Then we will propose, and
assessment our system with Identity Federation and Attribute-based Authorization through Internet2
Middleware Architecture Committee for Education (MACE) Shibboleth '],
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eduPersonPrincipalName qu0001@tmit.xxx
surname Gakusei
givenname Kazuko
eduPersonAffiliation student
PostalAddress Tokyo
eduPersonScopedAffiliation student@tmit.xxx
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<NameldentifierFormat="urn:mace:shibboleth:1.0:nameldentifier"
NameQualifier="urn:mace:shibboleth:metro:tmit"> 2f738487ba70679e¢50cf6bde244b65’

XX.xX.18.74 - - [16/Feb/2006:04:49:17 +0900]

"GET /video-library HTTP/1.1" 302 415

xX.XX.18.74 - - [16/Feb/2006:04:49:27 +0900]"
POST/Shibboleth.sso/SAML/POST HTTP/1.1" 302 229

XX.xX.18.74 - - [16/Feb/2006:04:49:30 +0900]
"GET/video-library/NGC-TheSecretLifeOfCats.wmv HTTP/1.1" 304 -

X 4:SPDu JiEHR

SP1 Sp2

eduPersonPrincipalName | eduPersonAffiliation

2006-02-16 04:49:27,034 INFO
Shibboleth-TRANSACTION : Authentication
assertion issued to provider
(https://spl.tmit.xxx/shibboleth) on behalf of principal
(qu0001). Name Identifier:
(_2£738487ba70679¢50cf6bde244b6571).

Name Identifier Format:
(urn:mace:shibboleth:1.0:nameldentifier).

R | kENO2=—/ 1D | 2
T D | (A—AT FLR) (e.g. student, staff, faculty,
B M| (e.g. qu0001@tmit.xxx) menber)
BOH [ surname PostalAddress
[FEE Apr
(e.g. Gakusei) (e.g. Tokyo, Niigata)
givenname eduPersonScopedAffiliation

2| g R AA
(e.g. Kazuko) (e.g.student@ tmit.xxx)
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_shibsession_c94d71b7044ee2eb9c5690ac4d4ebec0al 279b604= iR KA Tokyo
_e73956b8924acd5d83a3b0858504249a; PosialAddress
7sam17idp:dXJu0m1hY2U6c2hmevaGV0aDptZXRybzp0bW10LXVuZXQub°f1\?H??d§ﬁfmpw' Tokyo - -
- - kazuko gakusei - qu0001@tmit.xxx 2
., R R5: T ARBR
shibstate SP DAL : 7T T HFDY 7 % - i
. g
saml_idp : IdP % <9 Handle D YA R1 | A2 | VA4 | B3
shibsession_SP Ofiill% © 77 UH (2—) L SP Ot v 2T Hande O O X )
a—%2 | qu0002 X O X O
o—F 3 fa0001 X O O O
a—H 4 st0001 X X X O
7:HTTP ~y ZIC& (N5 cookie =5 [ st0002 [ X = B 0
2—H6 abc123 X X X O
S —F X X X X
6 L0, 1dP M HEVHSN-FIFIH ID % =77 | abedd6

777 Nameldentifier 23872 5. Z D7, SPMIT

X, 77 0¥ FEIAE)E D > 3 > Handle

(shibsession SP D&kAII44) b #T L < AR S 4L7z.
SP2IZT 7 & A, FBAESE THRIZSPL ~L BB L

0 1490

ZDOFEE NS, Shibboleth Z £ L7 FEE 4L M %
v NU—27 T, 77 BREIRELT,

c SR AT LTV D (AND).
cHBEOXMEDO L, 1 HOTHHHZLTWD


島貫
テキストボックス
－149－


(OR).
DEMFTRETH D,

S EEL L2V (NOT).
2OV TIE, ARSEBRTIL, Shibboleth DFEAEE ¥
=2 —/L3 Apache DE Y = — LV ZHEH L7729,
Apache DY = — /L OFLRIED K 2 5 1T TR
THLILENTERNSTZ,

5.5L 0L ELE

SRR L-EEAEO Ry PU—ZIZBW
T, B JfRITIC— IV BE TS YA b D
TR LT D E, &SP O SERTE
FCIE, FIAH LR, EonnT7 78 A L7
EORBREGEHRIL, BREZDL2R20. L LR
5, FIAEERORMEE RN 05 2 & T, FIRE
DA MZT 7 A LT BROHERZE A AT FET
b5, LIehnoT, B ZHERE L 5 B
WOFPFHOI D PRD E BN EERESLZ L0 D,
F e LTBEERAZENT S22 LT IdP 1280
TRGELE ED L D ITHEFEITITY, S BHIZSP TR
MEERT D ETRHHAERNRYA MZT 7 &
ATEL MRS TV NE. Ko7,
BELEXy U211, &b Xa T 0 2k
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Shibboleth Project:
http://shibboleth.internet2.edu/
BT A N—JLIRAEE B
http://www.npa.go.jp/cyber/statics/index.html
GridShib: http://gridshib.globus.org/
LionShare: http://lionshare.its.psu.edu/main/
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