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Abstract In order to realize efficient account management in hierarchical VPNs, an access
control method with certificates has been proposed. However, since this method assumes cen-
tralized CA(Certification Authority) which manages all users in an organization, administrative
cost of the CA is considerably high if this method is applied to large scale organizations which
have many users. To solve this problem, we propose an access control method which assumes
distributed CAs environment. In the proposed method, in order to deal with VPN domains
which have no CAs, a user name of a VPN domain which has no CA is registered to the op-
tional field of the user’s certificate issued by another domain as an ”alternative name”. By using
alternative names of certificates, VPN gateways of VPN domains which have no CAs are able
to perform access control on a per-user basis without registration of user accounts.
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