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Abstract Recently, reflector-based DDoS (DRDoS) attack has become a new threat. It uses DNS, Web, and other
servers as reflectors to attack victims by using reply packet. Conventional traceback techniques against DRDoS at-
tack have a problem that they are not effective if a lot of reflectors and routers don’t have special functions for
traceback.

In this paper, we propose a method which doesn’t need for reflectors to have additional functions and can be effective
even when a small number of routers for traceback are used, by applying the iTrace-PT, which we have been pro-
posed, to reflector based DDoS attack. The characteristic of this method is that it reflects the iTrace packet, which
has the path information between the attacker and reflector, at reflectors as well as the attack packet. We verify
by simulation results that the proposal technique is effective even when a small number of routers for traceback are

used.
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