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Extension of Lockout in User Authentication

Toshiyuki Tsutsumi Takeshi Mito

Hitachi Software Engineering Co., Ltd.

This paper presents a new lockout method for password authentication of the security application in the
operating system which does not have access control function for file system nor process control system. The
purpose of the new method is 1o prevent an illegal user from attempting to guess a password consecutively. The
dummy authentication of the new method makes the security application safer against the attack that the illegal

users try to make the lockout ineffective.
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