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Abstract  The block cipher GOST was proposed in former Soviet Union in 1989. In this paper we present
differential cryptanalysis of reduced rounds of GOST. Introducing the idea of using a set of differential
characteristics, which is a partitioning type, we can reduce the influence of the key value upon the
probability as well as get high differential probability. Using 25! chosen plaintexts the key of 13-rounds
of GOST can be obtained. Next we expand the analysis with combining related-key attack. Using 256
chosen plaintexts the key of 21-rounds of GOST can be obtained.
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1 EUoic

70y 7HE5 GOST . BV ¥ bl CHR S AUBAFENE & % o T 72 (8,

ARTH, GOST DEFWFICOVTHET o GOST 1 Feistel Bl 2L, &5 % v FCOREE
PIMETH B, 2Dz, B—0OXEGHNE B BRIIEN TRV, FOEEIT, 2O AN
NEFEDH TR, FTROBEICL o TUIEDY, BB LoTIR0E o TLE H, Zki3, R (2]
TINEBRT H720D0FEERL, 1257 ¥ FOGOST IS T 3 0 RBEER T T o7, Hb. &5 —
EDFEMIZA BB AN ESEROES L RBCHET 2 FETH b, 2 UL Truncated Differertial
attack &[MIHTH 2%, S-box DEGFHEE %IV 5 L\ ) & T Partitioning Type £ b S 2 5, & OHES
AVZRITLY), BOMEIC L MR AOEEL RO T L3000, FREAD A X sk, S0k O
BMEWET S,

TP, FHTMHOBRFIL LA TI3T 7Y FO GOST # Bk, BLBVBETII1TS vy Fi
FERHSR BB ETRT,

RIS, T DEGIRFE related-key attack [6] LA T 2HIZ L W HIET 5o John Kelsey &id. GOST 2
related-key attack M L7z 7)o Lo L. BEMLERIEIR[T) OF RSN TW AP o7 BT,
ROEHLHNERT, YT MOBIRFELT215 7 > FOGOST % etk s,

N5 DFEHIL S-box ¥ Random AR S NS b BHTE S,

FRILKOWE A DB H2HTid, GOSTOT AT A% HHICHAT 2, B3FTIE, B—nx
FHER FIVTERRRIT OV THENE, F4E TR, ABDESEROES 2 FRICHE L2500
DWTHEND, HF5HI T, related-key attack & #8& L 7MFHICOWTHRRS, 65 Tlt. Random i©
AR E NI S-hox DIFAITDONTHENL, BIHTE L5,

2 GOSTO7IIU XL

B URT &5 I3 Feistel BIC, 7~ FHIE32, 70 v 2 BI264 bit. BEIZ256 bit TH B,

ko

[ —

{<<< 11! {S—boxesl‘—'é——-
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B 1: GOST round function
FRZE, ROBEHEPLBH SN TS,
+ o 2E LT BN
S-box : 8D E% S 4 x 4-bit S-box 5y, 9y, -, Sg
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HAFTILS-Box OfEIIHZE SN T vy, AE T3, The Central Bank of the Russian Federation T/#FH
EhTwiz[8l L BN S-Box g e LTHWS (T8 188),

AT Va2 — VITHETH D, 256bit DVRA S EKE 8D 32bit 7 v 7 ky, ko, kg WHET B, &
F7 Y FTIERROBRITT 7TRERE

Roundi12345678910 ~ 151617181920212223242526 ~ 3132
key | kl kz k3 k,'4 k‘5 k}s k}7 kg k}l k:z ~ k,‘7 kg kg k'[ ka k5 ]{34 k‘3 k‘z k1 kg k'] (ad kz kl
3 E—-Eo8EE BV R

B9 FTORBERIMETH b, ZOKEESIE, HBERESARNEMEOA TR, +TROME
Lo THEDLY, BAICLoTH0E Lo TLE ) ([F8R281), H2id, BEO 3-round # Y & Uik
DIDERLTVD, TOEMEIX, 19790 Flk ) ROBERLFHD,

050010064 105001008, . 4

P =1.3+27"
>><
A 050010084 05001008«
[N, F
T
] 00000000«

p=1

round (i+1)
p=1.3:2""

2: MOMEROE NI T T Nk B LD —D

0 < Prob{05001008, — 05001008, } < 1.5 x 277 1)

TIT, X = Y EANES X PHAHES Y 2HEUAEERT, & TORMBIET 2 EHHEILLT Y
Y FM7D 13 x 27N Thb, 857 FOBEMIERIE 2758 THhH 5, 2-Rattack 2 VB L1097 FD
GOST 2525 O BIRF LTI RS EFEEN D, LA L, 1/20 LOSBRZEH T S-box DESFERILO0
12725 ([ 288), 89 7 & FEAETIE, HEEFICROLVWEEIZ2 X 10750 & TLAIEE LV,

4 ENFHEES ERV R

FETRUHROBEEN LN ELLT 72010, H5—FEDFFICALEROARNESFHOLE 2 FR
WIS 2 HE2HA L7z. 2 g Truncated Differertial attack & ¥ T#H 575, S-box DESEES* H
W5 &) FC Partitioning Type & b B 5, IO HVZEIZ LY, BOMEIC X A 5EHHRADE
BERO T e, BREADRE (k5.

4.1 EHEUES

SR TRE R AR S A T B0 §1X. MSB(most significant bit) 750 D 4 bit ESFTh B, =0
ZTFFEE AT active S-box DTS LSB(least significant bit) 250 DMFICEHE S, active S-box
ORI, Ty FEFIBEZ B LH 10T oM, T FeURI4C8fT 5,
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round 1

p=1

p=0.37
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WO OROROL o |0#OROROR Loy
[

p=0.43%0.37%0.37+0.47

o %
e o
—_
o AQHORORO R FOROFO#0S i (n-2)
>-(3) .

p=0.38%0.37%0.35+0.45

q 0#0#0#00000§000x round (n-1)

p=1
—
[ THO#0#040 e
|

CL Cr

3. ENENHRE

BN S-box DEDNFER % AMD 5, WFRIL, S-boxFHF &L BEICKFELT 030 225 0.75 TTBLT S
GERIE 3 2 BH8)o ps, ¥ 2 TCORMBEIHT 2 SOFHHEL T 5, £5 7 ¥ FOTFHMEIL, active
S-box D pg, DI TH %, BIZIE, T~ F 8,10 DFHHERIL pg, X ps, X Pss X Ps, = 43 X .37 % .37 X 47,

4.2 GOST OfESE

BRIV FOFTTRERD S 7010, BARTHESEERAT 5, BYIC, (n—-1)FE O FBE~D 32
bit ATJES % OCEE T 5o §4°12 5 7 % T Random 57§ R, THAHR Y oKX (2)1ThH B,
n7 7Y FGOST DM, 2 RED 5, nEEOB, UTIORTEL 221,

4
_ 21 22 B2 2.3 2.3 2.4  Z.4 25 1
Pn=P3, XPE  XDE XDpi, Xpi Xpi Xpi xXp§ X (7 . @)

S/NHIRITTER SRS [9)

2% xp
axf’

= BENREOBY Y MK

= PSR

=17 LHEFESINLEE

= Wrong apir OFEBREICITITR R T 2558 5 FER

S/N

™ Ry

IFHOGEIRABITENS,
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ZDBRETIIUTOMEILL 5,

& o TS/NHIZHT,
S/N = p, x 2%2, ®3)

Flidp. S/N, BRFIBORMDL ) Ch %, PLOIEy I (H30f) OADR%E 5 28EDFLD Structure
DB L, 100 Structure T2REDOFILART 2N D, BOBFHVETIE, prd1L6x 2790 h Y, 179
v KO GOST W@t 5,

#F L BICLBERFEXRTORML Y

Rounds Prob. S/N | Chosen Plaintexts
12 1.2x2-4 | 28 245
13 1.7 x 2750 7 251
14 1.5x 275 | 04 impossible

5 Related-key Differential Attack

Related-key attack i¥. HFI3CHK [6] TR &7z, John Kelsey #id, GOST I related-key attack % #H
L7z[7e LA L. BEMLERETE[T OFTREN TV RD o, RETIE, 42TR_IESHEHRL
related-key attack X #& L. BEMLHEELRT, 200X MOR KL K* 2 HBICHV S, £0OMFKIEL
TTHhb,

K = (k11k27”1k8)
K* (k; @ 80000000, ko, -, kg)

BKIHTBFELP = (Pr, Pr) & # K 3§ 5L P* = (P 00000700, Pg) X VT, BWIN8T
7Y FRFERLITNA NAYE L2, M4l related-key attack - 72 ZSHEERL T b,

99 v v FOHHESE, HEHEST00000§00, & %50 1077 ¥ FUBOEMHIZ42TRLAESDERLT
HBo HBEMIS. nT VY FOGOST DEGHEURRIRL xS xp, sk kb, ZIT, pghdK (2 PoK
HoHhbd, £2dp, S/N. HBILBELEXHETRT,

3£ 2: Related-key attack IS BELRT7THEORMDL D

Rounds Prob. S/N Chosen Plaintexts
20 1.8x 2747 | 1.8x 25 249
21 1.3 x 2752 1.3 256
22 1.1x2°57 2-8 impossible

2(k; @ 800000005) + Pr = k1 + (Pr @ 80000000z)c & o T Z OHEHIE Prob{8z — ez} & LVyy £TDkIZDWT, Sg
HRIZITH 2,
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4: Related key 12 & % 24545

6 Random ZERM &N/ S-boxDEL

GOST TH S-box DIERBE SN T WiV, €3 T, AETH Random I & 1172 S-box DEEIT DOV
THRET 5, o

100,000 8 S-box & random iZER L. #E3K Prob{MSB=0 NIEE £S5 — LSB=0 DIFELS } & K72,
T, HERE . FIIET 5 S-box B OEIG, # LCHETEEL T v v FEGERT. BHT, 1299
F D GOST Asfsiise 5,

# 3: Random S-box DPADRMED b

Prob ' 0.34< 0.38< 0.42< 047< 050<  0.54<  0.625
Ratio(%) 62 27 8 2.3 0.5 0.4
Rounds (differential) 12 13 14 15 16 17~20 20
Rounds (related-key) 19 20 21 22 23 24~28 27

KIZ| related-key attack & & LFFHIC DV TRET Lz, RWD8T 7 ¥ FiAL NRATBRADES
B Sbox DIEIC LN ED S, L L, LU EOBEERICROFEIMERS, LoT, S TIRE O
EETO Sbox I FIT B, FHT19T Y ¥ FO GOST Hrelated-key attack & DIEE CHEHK S,

100,000 8 ® S-box DH TERADHEZEIL 0.625 Th 53, TOBAITIZ20 5 7 ¥ FO COST A5E5RE &
h. 2757 Y FO GOST #¥related-key attack & DFEAIT & ) HEHHR 2, EHEMEL % TV ARSI
random I E 172 S-box TH AL TH 5,

3Z M S-box I {9,7,5,1,11,15,3,13,0,4,12,10,14,8,2,6 }o
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TEH

AR TR, ESEHEST VW GOST DEFERICOW Tz, The Central Bank of the Russian
Federation T b7 S-box DHA L, FHTMEORIRT I H I, 1357 ¥ FO GOST A1k
Bk, BHLFUROBE, 1797 ¥ FO GOST HHFiH %S, Related-Key attack & OFEEIC & ) 5
BIEE L7z, 256EOBIRTEXABNT2LF Y~ FOGOST AL,

random [ZA B E 172 S-box DA S T OMREIVBBTELHLR L, FH125 7 » FO GOST 4%
SEEES T AV THESHE, 199 7 ¥ FO GOST A related-key attack & OFAIC & W EHHES, &d
FWEOBA. 209 7 ¥ FO GOST MM FEEE L Vv TEZRER. 275 9 ¥ FO GOST #related-key
attack £ DFEEIC L W EFHES,

SE
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114321 : S-Box

AR OMFNAEH U728 D S-box DNERUTICRT, KX 10ETH B, INbid, MG KRS
NTWABIET, The Central Bank of the Russian Federation THERA SN Tz 3NbbDTH b,

Sg = {1,15,13,0,5,7,10,4,9,2,3,14,6,11,8,12}

Sy = {13,11,4,1,3,15,5,9,0,10,14,7,6,8,2,12}

Se = {4,11,10,0,7,2,1,13,3,6,8,5,9,12,15,14}

Ss = {6,12,7,1,5,15,13,8,4,10,9,14,0,3,11,2}

84 = {7,13,10,1,0,8,9,15,14,4,6,12,11,2,5,3}

Ss = {5,8,1,13,10,3,4,2,14,15,12,7,6,0,9,11}

5, = {14,11,4,12,6,13,15,10,2,3,8,1,0,7,5,9}

51 = {4,10,9,2,13,8,0,14,6,11,1,12,7,15,5,3}

1432 : S-Box DEHDEROEEIES

F132 5D Prob{8, — 2,}. S4® Prob{l, — az}. Sy® Prob{5, — 1,} DREFEHREZRT, BHORE
X, FRERDOSDox IHIETERNDLE Y P ThHDH, 2T, MBI L HH L) 25 LA bit DESE
KBRS RHEE Y Y b bl Lice SRS EHVSETIREIICMET 5 S-Box DX
FOLBELTVELLTH D,
FIZBEROL G LI OV THEEN IR 2FERL TV,
key|] 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f
Sy 0 .13 0 25 0 .13 © 0 0 13 0 25 ¢ .13 @O 4]
0 0
0

S, 138 0 38 0 38 0 .38 38 0 38 0 38 0 .38
Sy |13 O 0 0 0 0 0 0 13 13 13 .13 .13 13 .13

1433 : S-Box AHAES

#1314 S-Box @ Prob{MSB=0 DIEHE#ES — LSB=0DIFEBFHEH} 2RLTH, TIC, BNEIZLS
W RS ) DS B bit OESEICHE Y 52 DA 7Y BN Lz, SRIZSEAWEETIZ RIS
BT 5 S-Box DESES 0 EHELTVDEPHTH5S,

key| 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f |averagepsg,
Sg | .46 46 43 43 43 46 46 46 46 .46 43 43 43 .46 .46 .46 45
S, | .75 .55 43 .36 .39 .38 .43 .55 .75 .55 .43 .36 .39 .38 .43 .55 AT
Se | .43 .39 .32 .30 .32 .32 .36 .39 .43 .39 .32 .30 .32 .32 .36 .39 .35
Ss | .46 .39 .36 .32 .32 .32 .36 .43 .46 .39 .36 .32 .32 .32 .36 .43 37
Ss | .46 .38 .36 .32 .39 .32 .36 .39 .46 .38 .36 .32 .39 .32 .36 .39 .37
S3 | .43 .39 .32 .32 .32 .32 43 .39 43 .39 .32 .32 .32 .32 43 .39 37
Sy | .46 43 36 .36 .32 .38 .36 .38 .46 .43 .36 .36 .32 .38 .36 .38 .38
S1 57 .55 .43 .36 .39 .36 .36 .43 .57 .55 .43 .36 .39 .36 .36 .43 43




