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In a verification of authentication for messages, even if a receiver could authenticate a received message as a hole, the
receiver cannot decide whether the sender encrypted a sub-message by public key or receiver’s secret key and sent the
message or not. We introduce the following ideas to solve this problem: (1) We only consider the protocol which has the
precedence among the occurrences of the same sub-message, (2) In the analysis of security protocol, we infer the set of
occurrences of a message that a sender possesses at each transmission. With this idea, we can decide whether the sender
know the content of sub-messages of the message.

In order to investigate the realizability of this idea, we define a verification system which is an extension of BAN logic
with some additional rules reflecting our idea. We apply our verifier to a simple example to show the effectiveness of the
method. With this system, we can verify the reliability of a message which is encrypted by public key or receiver’s secret
key and is included in another encrypted message by shared key or sender’s secret key, that has not been considered in
previous researches.
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