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Abstract: In the highly information-oriented society, even social infrastructure such as plant
control systems has been connected to open communication networks. Hereby, the necessity to
strengthen access control management of controlling systems for each operator is increasing. On
the other hand, it is also necessary to maintain negotiability of operation privilege that is
used to request cooperative or delegated operations. In this paper, we propose the protocol to

manage the negotiable operation privilege, and report the experimental results proved by using

our prototype that implements the proposed protocol.
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