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Abstract

Time stamping is a technique to prove the existence of certain digital data prior to specific point in
time. Under recent expansion of electronic commerce, it has been widely realized to be a crucial
technique to ensure integrity of digital data for a long time. This paper discusses sufficient conditions
to detect alteration of time stamps on the basis of the framework for time stamping schemes proposed
by Une and Matsumoto [9, 10]. First, we clarify the sufficient condition in each time stamping scheme
and show that there exist ten varieties of the conditions. Secondly, we define a “class” as a set of the
schemes having the same sufficient condition and clarify relationships between the conditions. Finally,
we apply our result to six existent time stamping schemes.

key words  time stamp, security class, security evaluation
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+osA EBEEEL, BRSIXAI VRITSr—
2% [B—Al EET. ZOEE, AXBEDBHOS
GiEED. TFTE, 75§ G=1,.,10 THEYT
5t0%kE 75, &ToRtOMERRE, IO
B0 (K32, kB, 77921 0+0%fCc1icD
NWTILL, 7RI BTRTDI A LAY > THRICE ST
BRINTBO, Moy SAEBRTIHARETRTED

<::::>:05qu=Lmetﬁm?6+ﬁ%ﬁ

D DO SR 2 ICHET BT HREMRLY I
DS, V5R 4 CHETEHIE
(C2) #ptvao.

B3 +a%40HEERF

:&#6,Clﬁ@@ﬁ?lﬂﬁﬁé+ﬁ%#&@%%h
EEZBIELETD.

+Cl — C2,C3,C4,C5,C6, C7, C8, C9, C10

+ C2 — C4,Ce6,C8,C10

* C3 — C4,Cs5,C6,C7,C8,C9,C10
+ C4 — C6,C8,C10

+ C5 — C6,C9, C10

+C6 = C10

*C7 — C8,C9,C10

+C8 — Cl10

+C9 — C10

ZORER, 7T X 10 IKHIET BT OREPRDFHNT
Db, ¥4 LAY > TORS AT HEEMHOE
BEn6HBE, THEENFUENERLLS, 77A 10
KBTI 1 LAY > THRRBOHEEL WD L LD,

36 RUSREBBRTHIM LRI THAR
B IAMEDE DRI A LAY > THRICE > TH
RENBNERIFTS.

cHFR10:C10 BELF/NTIRETHIED, 75
Z 1013, ¥ 7 abdef &% -1 7 abedef DFES E72%.
< P5R9:C9 EDHFNHIEMIL CLO THENE,

752 91%, FA1 7 adef, 17 acdef, 7T 10D
fES LS.

< HSR8:C8 EDHFNTAEMIEL CLO THENDL,

S5 A8VE, ¥4 7 abdf, ¥ 7 abedf, 7T A 10 D
MES LS.

cHOSRT7:C7T EDBIFBNTSEMERE, €8, €9, C10T
HD. —F, ClolEcea BLULI XDBHFH Y., ZDkD
75ATE, A1 T adf, Y1 T acdf, 75A8, 77
A9 DHMERERS.

SR 6:C6 EDBFHNTLEBE C10 THBD,

7S5 61L, ¥4 7 abde, 717 abede, 7 T A 10D
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B4 O5REYATDBER

MEHERS.

PSR 5:05 XDBFOFLEML, C6, €9, C10T
5. —F, Cl01%, €6 BXUC9 LD BT, ZD
=, 79251, 1T ade, Y1 7 acde, 7T X6,
759 DMER LS.

OSSR 4:C4 L0BIFTSERMBE, 6, C8, C10T
H5. —FH, Clo0i, C6 BXU C8 LDHFN. ZD
72, 75 A4V, ¥4 T abe, -1 7 abd, ¥ 7 abed,
%17 abee, 17 abef, 717 abeef, 7546, 7
TR 8 DHIEE LS.

-5 R3:C3 LD BBPNHIEMBE, 4, €5, C6, CT.
C8, C9, C10 THB. —F, C4 LD BT THFEHE,
C6, C8, ClI0 THY, C5 XDBTOTEMHIZ, C6,
C9, Cl0THB. ZDF, 7IA31E, 17 ac, ¥
A7 ad, 17 acd, Y17 ace, 17 act, 17
acef, V5 A4, VIRA5, TIATDHMEEELRD.

OS5 R2:C2 L0 BIHEAEE, C4, C6, C8, C10
THB. —F, C4 L0V BFTHOT75MNE, C6, C8, C10
THd. 0D, 7521, 17T ab, 717 abe,
547 abf, 71 7 abef, 7T A4 DHEELERS.

OSSR IRTODY L TOMEBERS.

PIGRAEIA TORBREERETSLE, R4DERD. 72
B, A—07 S ACEENBY 1 TOH T, RIAFHD
BRBRNERDLONIANOBEANSEELNEEX
5h5. ZOESRYA L, PIALTTRYA Ta, 7
S22 Tty T ab &/xd. Eiz, 7IA3TEYNT
ac bL<ldab, 75 A 4 TEY 1 7 abe B L <13 abd,
7SR5 TR AT ade, 7R 6 TiEF 17 abde, 7
SATTIEYA T adt, 75 A8 TIEY 1 Fabdf, 77X

9 TIZY 1 T adef, 75 A 10 TIIF 1 7 abdef &755.
AREHREENS, HE DA LAY > THRICBNTS
A LAY T ORSVITHT B REHEFHET ORI, 5
ROFMAEABRICIBAS ZERL, EOLIRRICEER
U T T RENZ BN EZICTHEB TS & TES.
FTRIFHICEAL T, RARROFRANEDY A TIT
AT ENEHRAL, TOHFRNED Y T ATHKET 50
EHRTS. RIZ, FO7ITACKHET 3 +05&0EFH
A0, EBOFRITRAINTWAESEN WA
Info ERGEHD LT 4 T4 DBKERFL, +2%
HREREINTVRAENENEBKT 5.

4 BBEODIALRY > THRXADBER
3ORRELERYA LAY > THRCHATS. L
LT, BBEOEBTNEHEM], NTT ORRIELSH
A5 L[8], ¥ Surety.com *t& NTT 5 —% @ Digital
Notary[7]/SecureSeal[5], A/%-1 > PKITS [3], ~bF—
® TIMESEC[6], A b =7 ® Cuculus[1, 2]2HW D LT 3.
=9, KHFROBREMLL, EHRNBT 51T
DSRAEFND (K3BH). ZOBE, ETAEREL
BABLIM AT L, 1 TabiCBL, Lo T
TS5 A2 BT HIENDMND. E7z, Digital Notary/
SecureSeal 1&, #-T 7 aciZBL, LEN->TI7FA 31T
BT B EMNbM%. PKITS, TIMESEC, Cuculusid, %
{7 abde XBL, LEB->TIITAGCIET S EHD
n5. :
RIZ, EHRDNBRT BT TANSY A LAY > TORE
BT o4& (F2 8] 2R, SHFR0OZEME
EHETAHERZRASHICTS. 7 TR 2 ICHRTL2EFA
MR SR BB AT LTI, Y1 LAY T el
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xR3 FBHIANARSI THARDBHEREHDISR
A MMET | ToF4T4 eSS GIN—AGALT OS5 R
BET—4
BTRFEHE | H 1Dy T, | BTH, W\ ¥ 2 EO TN-U-I| ab 2
BB 4 43 87 | Preo Infon | BITHRIEE | Q)T « DY NEBERIL
Digital Notary/ H, IDyg, T, M\ ¥ 2 {E DL TN-U-L| ac 3
SecureSeal IDggq QFRITERXY T LAY > TRZ ORI EKE
PKITS H 1D, T, | 5178, W)/ ¥ o fli% g TN-A-L| abde | 6
IDggq, RITREE, | QT 1+ VYNEBRERL
D | GBHRE | QORITENSBET—INLEYT—F%2H
fowr | (o R | 4L, TORAMEEER
#) @OHLORITENS AF L LEBET -5 LBE
LB T — 5 &
TIMESEC RiTHE, W\ ¥ af% s
RITIREE, | QT4 VY NELEREE
MABHRE | QRTELSBLET—IMOEYET I 2H
(1 >%— L, TOBEANEER
v b ED | @125 =%y F LDV MRS ATELE
J1H) ST — & EFA LT — 5 E
Cuculus H 1D, T, | BT, AT EEY 34 TE-A-L
IDggo, RITIREE, | QT « I NVEBLERE
Daue Evse | SE MR E | Q)5 1 LAY > TEWRT BT — 5 05 M
Infor | () F—yEEEL, TOBSHERR
(HEST— 5 LFHIBROEH T — 5 £

R BT 4 DINELORENE, BLU, BEELRITE
DFEEEFTHEMED, ¥ 1 LAY > T ORI KT B2 eH
ZHMTEBORA L RERBIENDMNE., VTR 3
IZJ& T % Digital Notary/SecureSeal T, WEBHE L FBITED
BP0 TELOmREENFMmOR T > hEkdl &
Wohs, £, 75X 61283 % PKITS, TIMESEC,
Cuculus TiE, T« V¥ INVEBLOREMITMA, BBEEL
H7ED L ILTNERE S OBECR0TEL O
HENLEMFMORA > b ERDB I ENDMS.

IHIT, VIAGICHIET B T0&ME, 75X 2%00
FAZNIHIET BT aEELD BTN, 2Ok, HEE
MBI T4 T4 EFEFET DR, BXY, WBEICK
2RDITELOWEEEFR—ETHIE, 7 T X 6 IZEST
% PKITS, TIMESEC, Cuculus 232 EHEBRIZEE L 1
EEZLNS.

5 BHYIC

AFETIE, £9, 18BEOY A LAY > THRITBY
BIALAY L TORIAERET 200 T0&H%E
A - BEL, +2&FEN 10 80FEET S LR
ZFOET, 756 OHERBRPE T &HFICHETE5 1
LAY > THEREHSMI U, I5IT, AREEREEH
WBZEILEST, T LAY > TORE I T BRE
HEFMTDEORT > MBI BICHETES
L%, 6 DDIA LAY VT HRANDEAHZRLANS
ML, )

LSBT, Y1 LAY > TORSWERBT 2720 D0LE
SAEERHT BN, 1 LAY > TORE LS OB
BT BEREIC DV TRNZITI H#HTH 5.
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