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A Study on SSL Key Management System under Mobile situation
Satoru Saigo Fumiaki Miura Osamu Takahashi
NTT DoCoMo Multimedia Laboratories Co., Ltd.

Abstract A SSL [1] authentication is based on public key cryptography. So it is required in SSL to allow
only an appropriate user to use his secret key. An example of this key management system is that a client
terminal authenticates user and decided whether carry out an operation by the secret key or not. But as and
when the client terminal has the secret key, it is impossible to protect it against theft completely, and a
connection between user authentication and SSL authentication may be a security hole. This paper proposes
a new key management system to prevent above problems, by introducing a TTP (such TTP are henceforth
referred to as “verification center”) and a secret sharing [2].
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