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About buffer_overflow detection by static analysis of C program

Goichi NAKAMURAT and Ichiro MURASE?

1 Mitsubishi Research Institute -Otemachi 2-3-6, chiyoda-ku, Tokyo, 110-8141 JAPAN
E-mail: {{gon,murase}@mri.co.jp

Abstract C language is still important as programming language of softwares such as network control software
that needs high security. But the buffer_overflow problem is frequently seen in C programs, it is one of the most
serious vulnerabilities about C programs. Among the buffer_overflow vulnerabilities, rewriting of return address on
the stack is most important. There are several methods to detect this buffer_overflow vulnerability in C program .
But these methods can not pick over  this buffer_overflow vulnerability. In this research, a new method is devel-
oped to detect the buffer_overflow vulnerability (rewriting of return address on the stack) in C program statically,
that is, by static analysis of register translate language code(RTL code) which is made in C program compilation
by GCC compiler. As this method’s output, the conditions on which rewriting of return address on the stack occurs
is expressed in function arguments and so on. And the tool which carry out this method is developed. Then, the
effectiveness of this method is checked by adapting the tool to C programs to detect the buffer_overflow vulnerability.

Key words static analysis, buffer_overflow, C program, RTL
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o TH SN, jump XOHNIZIT ccODEZ Y T3 set T
Db, TOset LTid at THIE ccO TH Y, of HITHEHHEE
TFLEDOTOZODEE VIR AL, TD of HE jump &
BIELIERZ E2T A, 5 RIL 70y 7107075 LER
PEATL-ODHEMEE, RIL 70y 7 BoEREERE LT
DRTL 78 7 \OBBOWHHEEODHLEL RIL 70 v 7D
jump RHHECTRBETE L. ’
3.8 BENy I A -—N—TO-BRHEDFHE
PERRTE/LZER2FLDT, EANV 774 ==
T—RIBOFHE 2R

1RIL 2~ F (—2®.c 774 MZ2VWT—D4
BEND) DFA - BUFR. ZORBUTO
FHIZOWTkD 2
1.1 BEHOTIEER, HETh 505 5iRE
DY A X (REY v 7 LT~ Fa)
1.2 BHEOEBRICOWTEHICHRE S

o
1.3 BBHO 7 L — AEE (O — 7 VERE
D 4 AR UE) )
2.RTL I~ FOEBKREES IOV TLUT OB
479

2.1 RTL 70 v 7 DFE
2.2 RTL 70 v 7 B OERRFORE
3. HFRTL 70 v 7 I OWT U T ORI %475
3.1 & set LDV T at BOBRE 70 v 7
THT9 (3.2 1281 B G OHER
3.2 U—-ANEHKE a LT, albl=F7/zid
*(atb)=t VI FE L 2R AIHIET 2 set
& FIF
3.3 Thb set L2V, F 74y bE (LD
BT b) & of HICH LTIy Z7NTHK
LTHL
3.4 jump ZMHETOZONIE (FIFHEMRE) 124
TR ELTHL ;
kD 3.30F 7y PIHE of HOFHMIZIOWTEL
T O EST
4.1 RTL 70 v 7 FOEBHRZ - TW T &

S
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12D, of EASEAEIERA S IRIET D &
PRkl

4.2 of TMBRIETREL HIBI S M/ B &I Z DR
R TV (3.2 1281F75) set LITDW
TSN T 7 == 70— 55N
# (7av s NBEBEO) 71y PET
FH ($1)

4.3 ZDset IF/T A7y 7DT Oy JZERN
SfE (#2) &, RN T 7 AN
TU— % DEMENR, RFEICLDERE
REESNLEEIE, 2o+ 71y MHEE
of BOMWIZOWTD 4. %2 D

4.4 BHENy 7 A= N—T 0 —FHfoRIcT—
HIVEHNE TN TBEER,

RTL 711 v 7 B BB RLR %l TRA%EG |
BEITHARTEDIGAEHR ($3)
LT, £B0RBEEUD 5
5. EFANy T rF—N—-T7u—&MEHl ($4)
(#1) 1.2 1B TEREEOFHBRICONTHE
BT ARG D HIUE, F ORI
BOWTEMICHLEHED TV —LDRET T F
LA DOWTHEEENNy 774 —/N—T 0~
b5 RHTS.

(#2) BRIzBLTIE, BBERICBVT—KH
DTTY I PLDEBIRE DLEBEDH.
(#3) BRicBWTid, BBTo 70y 7 5 E—
THAEBEIDHIBRL TV A,

(#4) REFTHNRS.

3.9 BAFEROTI NSy bOHF

BT R THLFENY 77 F— "= T —PEHT L%
BhTUTTHITA— KNy 7 LT, BNy T 74— 8-
TU—HEBLEVE ) LEBTHEL L I ERKIICILE
s, FOARELTRAECROZONEZ LGNS,

o TUNTy MARL | BFE/Ny T 7A—N— T U—PRER
TAEHE, TRrINEELLTERTAE. TusT
THFDOEERRTEICIMEEHFL D (FUT T A
FEDLHIBIET A7) HIMT 5.

o TWIFTy MAR2 I BFENy 774N T —HFEH
FTAEMEF Iy 7T AU LRESICEBAERTELDT,
FOLILELE VAT — FNEBMICEATS.

4. BHEY— IO EARIT

MBETHSIHEOEREE LT, RNy 7 74— —7
oY — LR B L7, KBTI, bison B L U flex &
EH L7z BTEROT Y 7y PO onTiET 7 b
Ty MHER I 72,

BFEN Y T A== T —DER RN - L EFFO T T

75 n, RO, DRNCEETPHE LXK %2 717 T 4
ZoWT, BELZY—LEEEL, V- VOB T F 2y 7
L7z, 20—z TUTFITRT.

ROTTT T h2HO—ED sub_proc i, FFENY T 7 A —
N T U—DRERB LY — OB THD. TNEHT R
LR By Lo ol EANOER) o) kg Ny
T F =N 70— DOREBLHHEEMEEEL TV DES
FE2RT. COREOMEL U T L% HIRH MBI
L,
int sub_proci(int a, int b)

{

int buf [1];
buf (a] = b;
}

int sub_proc2(int a, int b)

{
int buf[1];
int ¢ = a+i;
buf [c] = b;
}

int out_of _func;

int sub_proc3(int a, int b)
{

int buf [1];

buf [a+out_of_func] = b;

}

int sub_proc4(int a, int b)
{
int i;
int buf[2];
for(i=0;i<a;i++){
buf [i] = b;
}
}

int sub_proc5(int a, int b)
1{
int i=0;
int buf [2];
while(i<a){
buf[i] = b;
i++;
}
}

int sub_proc6(int a, int b)

{
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int i=0;
int buf[2];
do{

buf [i] = b;
i++;

}while(i<a);
}

TUT T L2

L VAL TS T ATOMIE LT IVM EED %,
EEVLUFBE L7075 41080 TEBROREY T 72,
oD TUSI AT, BAOLXIFry 2 EEHCER
LTa—=5F1 7L aRTuERw, 2OKE, RILEE
BRABRLDE oz, THOLLEENRERIIDIZLERL

ol THRICETOORANEZLNE.

o MHRRDOTOT T LWNY T 7 d—N—=T70—=1Ix}T 5
EEFEENT (BT K7Rr 730 7EnNTwaE
&, RELEHORENN Y 77 A —N— T U= DPFET 5.

o FHEDAZRAADARREELRDIDIIEF o TR 2D
EESIIPERN Y 7 7 F =N 7 I = HRE L R WEETICD
WTHEEEZRT LI RREEFH 5.

5. TEHEHRE

CTurs roRbENRBKCHL, Ay s LY

when (ARG1) == 2,

narrowB0O at line 6

when ((ARG1)+(1)) == 2,

narrowB0 at line 13

when ((ARG1)+(out_of_func)) == 2,

narrowB0 at line 20

when (LV6) == 5,
under_condition (((LV6)-(ARG1))<(0))

narrowB0 at line 28

when (LV6) == 5,
under_condition (((LV6)-(ARG1))<(0))

narrowB0 at line 37
when (LV6) == 5,
under_condition (((LV6)-(ARG1))<(0))

narrowBQ at line 47
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DEGEBMEGIHSELE-oTRBLALbDEEHT A, /-5
REEHRLZY-VEREL, Ny T rd—-N—T7 05
EHOC7ur T MY 2 FRHEOESEERIEL 72,

REA L LCIE, RIEBT/RLAZL DI, BEINES T2 5 HIE
WKDOWTORESH S, [BFENy 77 F =N 70— KRHOF
W& D43 44 F refineTAHILICE T, BHEIHEH-T
W EEZLRA, ZTHIZIZ, TUy s BOBBBERISEEL
BECBNTH 7Oy VB BEVTO#HRE W L) 2TEE
L L T REDNH B,

RENY 77t =N 70— HOBEDO—DTH L, FD
ek, AY v EOT— Y BEORIFZT TR e— Tk
7= ST [5] DURICT ALENH L, 7275, Tur o<
BERIDOL >V Fzy 7EIENIGEEELoCTU s 3 v
FL70r7 ATRGREY, ERANy T rd—N—-T0—0D
THEOD 2 HTIEHICBY, 20RELERLBEDL (E
ERRIETH AL WHL ST, ZOMBEIIET A BRI T
O—F X BN D VDL, 0k ) hWNEENS L7708
Bbha). %, B, V—A3—FU~L, RTL 2— FL
N, Evio L BRI EMAAE TV T LB TR
WpkEZTNE,

i, ABFRIERE - BEREOLRHIRRIEIC L h Rtk
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