avEa—FEFa )T v
(2002. 7. 18)

18—12

SPAM A — /At AT LORSE LRI
W E #pF BERM AR A REm R

T BORIRLRS: T 192-0982 HUTERAEF TR AHT 1404-1
T Rt Ty o
T BEEERRE T 278-8510 THEREHTTILIG 2641
E-mail: {saito@cc.teu.ac.jp, T11{komori2000, Toshiyuki.Kito}@jcom.home.ne.jp

HHEL ZNETO SPAM A—AXEIE, CORFEELET, FLFHIRTITAN/EIMENTHDS. LrL,
SMTP (Simple Mail Transfer Protocol) IZHE S\ BEFA -V AT AT, FE, Fhid, FRED2—FIZED
P REBRETAZLEEZENE LTS D, ThHD SPAM XEFRIZBNT, SPAM A—ADHEERD L,
HERCRLRVIEND B, FHOA-ABPEERINRL RMERDHS. 22T, KRXTHE, ZOX52HE
BB LRSI 25 kD REER MR Lo, SPAM A—A OS2 ) EHFRERET S, i, ARX
T, EBFEETRL, LOFMERICELTORAEZITI.

F—J—F YAFAEF2VT 4, SPAM A

The active SPAM Buckler: Preventing the SPAM

Takamichi SAITO!, Akio MORII!, Tadashi KOMORI'!, and Toshiyuki KITO'

+ Tokyo University of Technology Katakura-machi 1404-1, Hachioji, Tokyo, 192-0982, Japan
' + INTEC Inc.
111 Tokyo University of Science Yamazaki 2641, Noda, Chiba, 278-8510, Japan
E-mail: fsaito@cc.teu.ac.jp, 111{komori2000,Toshiyuki.Kito}@jcom.home.ne.jp

Abstract In recent years, while E-mail over an internet has achieved popularity, there is a great trouble, i.e.
the SPAM mail. Although some countermeasures against the SPAM mail is proposed, the SPAM mail is coming
persistently. On the other, an oversensitive way of countermeasure can refuse and eliminate legitimate E-mails.

Hence, we propose a countermeasure that guarantees legitimate E-mails must be delivered. In this paper, we will

explain the proposed system and show some experiments on it.
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4.2.3 SPAM #— B —HDE &

Z 2T, SPAM %57 5 EK (TORDEM 4) 53, 400 @D
SPAM #A—/L%, —2DSMTP 2547 Mek»T, #ELTL
HREERE L -EREITS. £, BEERFC, o SMTP 254
T MIEROLOL LT, BELZELRV 200 @%ET5. 27T,
SPAM RBFHREBI 36v) DBIE Nip, Nhar, Negy 23T 300 &9
B, kxR, PO LGRELZE XIP 7 FLARLAHETH L.

SMTP 7747 b | BBELIH | Gakrsl] (A— 50
1 (ER) 0 38.4 sec (200)
-2 (M) 0 40.6 sec (200)
3 (IER) 0 39.2 sec (200)

4 (SPAM ¥—7%) 100 1455.6 sec (400)

£ 3 SPAM ¥=—/\fi—BDEE

4.2.4 SPAM ¥ — 3B EATND L&

ZZTH, SPAM X —/V&EET HEMEN, 400 #D SPAM A —
Nt 2~4 DO SMTP 7 547 v ML TREIELTL A RRER
ELERETS. 22 ThH, SPAM BT 5 BE N,
Npdrs Nbdy 32T 300 & 5.

iz, EOWO GREL Y OEBT, + LRI~ HICLD
HE, BHOEANEALE LDHELTS.

SMTP 7 54T b L% | R (A5

1 (ER) 0 26.5 sec (200)

2 (E#) 0 27.5 sec (200)
3 (SPAM #-—%) | 64.040.25 | 279.75 sec (200)
4 (SPAM ¥—%) | 355405 | 281.25 sec (200)

K4 SPAM H—/iR 2 BICHBLTNSEE

SMTP 7 547 b | BHELTE | RERR (A - 80
1 (IE#) 0 16.0 sec (200)

2 (SPAM #—%) | 38.240 265.8 sec (133)
3 (SPAM #—~) | 39.440.25 |  258.8 sec (133)
4 (SPAM #—2%) | 186404 | 179.4 sec (134)

# 5 SPAM ¥—08 3 RIZHBL TS EE

SMTP 7747 b | BELH | BEMRE (X —1%)

1 (SPAM #—-%) 28.24-0 243.4 sec (100)
2 (SPAM #—%) | 27.240 250.8 sec (100)
3 (SPAM ¥—/5) | 28.840 258.8 sec (100)
4 (SPAM #—3) 13.04-0 158.8 sec (100)

£ 6 SPAM H—/3\hl4 BIZHBLTDESE

5. & %®

5.1 EBREROEER

BHEERE (R 3) B H SPAM A VOB, HIXE, 2 AiC
FELTVDHEE (R4 OFRLEHAT, R R2TWA. Zh
1, IP 7 FLARRIABRAERIZE 70 b a/LOBNNLBIEORE
LBIEEITZHOIH LT, ~y X ICLammbRiEe, zolEL
BB~y X EFZELTr6 LMTLT, Eig, ALK, SEO
ERTH, BYO—(TTHHEDTHEI), BETEDIHANDR
WEDTHS.

7o, HBMUTHET ZRREEE L ZSEOFERTIL, BEORRE
EORDICRELELED, BBLE, 10~16 FREOEXRIER L 2o
TVER, FBOLEFIETFET, BEFSEP>THWDZ ERGHD.
WP &, EXFEIGEEE T, BERMIEECEE T 5.



5.2 ERITDONT

P, AU U7 YR MIOWTERT S, SEO SPAM BAHkHE
FETH, SPAM A—L 2, EROBEBFA—NTHAIA—I T
2R E, BOTD I LRE#THE. L Leds, A—Yr YA
DY —AEBEHEE LTS SMTP 2 94 7 v MUTHE, BFA—LD
RS LBREND R EOEEBENR SO T, FHYURY AT AZEA
Lflicmseg <, 2O RAL Y, b L, A—AT FLARLOE
FRA=H LT, BEFBHITRVE D CEEFTHREDEM LOXF
FBERAZENTED.

k), SEOERTH, £, ByvarPRE—Va i BokR,
KEOHESIC L CEBMEIEZ #5201, ZhICE Lo
Fav ARKETHD. EBNC, BESHo TV ENWI T L, b

< &b, SPAM A—ATh B HEMESEVOT, SPAM ¥— b -

VAT ADY V=2 HRLTWH07E, SPAM —382, #
T, IV —RBOAWMEEHTAEDICY, Yo AREEHOTEDSEY
V;VFny%ﬁ%ﬂﬁTé.Ltﬂof,fmt%ﬁ%?é%%
b, TOXIERTIET, MEFRE EDL DT NEERT
LT L THRRTE 3.

Fh, BovardRE—Y ol BT ARERMORECLENT
SMTP 7 547 MUDZ A LT T F DV THLERTS. ZOHED,
BELTWDEVI 2L, SPAM A=A ThHoEHESHTHEH
EUNEL, SMTP 2 9A TV bR FA LT b Ty a v &dlo
e LT, BESRAZEEEFETEIY

5.3 SPAM A—LIzxd 5%eH

SSL DFWIEDREE, ¥EfEr 74 72 M AZALEH LT, DoS Z i
FTHLEWHFRABREINTVS[10]. Zhik, TCP SYN flooding
DESL, F—ADY Y~ REHBRISDI TAT U M RLOKEE
5T 7m0 ARE LTENTHS. LHLLRRS, ML, BFA—
LOREBICBNTE, TTOZTAT U ML, RNAVERIE D8
SR, Liedio T, KHFRIL, 77472 MR- FHEICET A—
NEEEFETERVEVI ZEZFALT, SPAM SHETE LA
OWTEY, BEIRIZLICLY, BELETA—NDAT—L L
WH Y Y —RETFTAT v MCEEERETVS.

¥72, DoS & IZEHEEHERWVA, UNIX v riin /A T 58,
=PI RRT— REAOERIERIT Y. OB, #IXiE, SAV—F
BB L, HI—EOHEEZEVTALTa YT PEHT VAT A
BD. THEMERICRY Y ORTEREB O TOCENTHD
ABEV AT AL, BIZ, SPAM A—AOREFEI X MEHREEHE
e, HPRT FLARRETIBEOHERCRVELITHD ).

PEOEFALY, BRI TA T rOY Y — AR TR S DT
Blt, TORBEMHTIOCHIBONRRDH D LELLND. &
BT, TOLIBREIRESNHT, SPAM A —LICHT ERE
e LTNA.

5.4 AKX EORE

SPAM A —/L ORAHERIRIL, MERLER & IERTMEL b D
THBOT, HIZIE, REREORELELETA—NE SPAM &H
ELED, BELROA-AT FLAZKRIZEY 25 TSP —300
5 D¥EEE SPAM A —ARETALHETIHFAEHEALTHLINT
H5H. Lrl, WThoFRb, B, BBRLTLE-RY, ZTR
DEEELTLES FREL, EROBFA—ABEIE RS, B
ZiE, 5 ISP Oa—¥EPEEL T, BRELERLT, FELR
WA =T FURAICEFELE L E, £O ISP 56 OETF A 2T
FTREROTHSI D, LVWHER OB, FHRIT—Ho0MK
®EERL TS,

6. Ebhb VI

KF#HCCH, BEFEO SPAM WY AT ADOMBREZER LD,
TSPAM A —AEETH] ZMET 572010, SPAM #—L LS
NEBTA—VEES, FRBEIBRTSOTIERLS, HOEBRORH
MIZZ(ET S SPAM A —AOBREZHIRTSHZ & 2175 HFREBEL
Fo. %7z, BIOBRTHDE, TRETEFA—IVE, TOVART A
b, BOBBH, HETELOLLLNTH R, FREHKNOEE
LS TITAIC Lo T, TOREKEEEY LTz, Ebi0, TOREY
AT K EZOFHED D DB REREIT o7,

B, SHOMEL LT, SPAM ¥—/3%, SMTP #—/3¢&
Proxy ¥/ SOWEE U Y — 2 OXIEBR 42 EOFRETY, ERAS
[SPAM 2 —/V#{E1TA1 KT 2REMEOEREEH 5.
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