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Authentication Methods for Mobile Phones

Shoji Sakurai’

Wataru Takahashi*

For user authentication using a mobile phone, it is difficult to input a complicated password from a keypad.

So, it is widely used to input a 4-digit number as a password. But in mobile environment, there is a risk of

shoulder hacking which is the simplest way to steal a password. This paper presents authentication methods

using challenge-response technique which protect password leak. By using these authentication methods, it

is possible to input authentication data from a keypad safely whenever malicious people watch the input.
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