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A new Intrusion Detection technique based on discriminating user's input Data
Toru DAIBOU* Tomoyuki NAGASE** Yoshio YOSHIOKA**

Abstract

In a system based on input command such as UNIX system, illegitimate intentions of a user’s
intrusion into the system can be detected from a sequence of user’s input data. This paper proposes
a new detection technique based on measuring the degree of the similarity and analyzing the
behavior of user’s input commands which include input commands’ history and newly inputted
commands. Although, the information of a user’s behavior on WWW servers and databases is also
collected that may provide user’s intrusion on the system. Simulation results for interrelating
user’s input commands using the proposed technique demonstrate that the intrusions could be
easily determined and quickly constrained.
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200 50
Log Input data
Data A B D E
A 0.6 0405 04 056 0.4
B 033 0785 0325 033 0325
c 012 0115 0365 0.165 0.115
D | 0165 01 015 036 012
E 016 013 016 016 0.26
200 30
Log Input data
Data A B D E
A 056 0365 0365 037 0.365
B |0315 074 031 031 031
c 009 0115 028 017 0.135
D |0095 0095 016 0305 013
E |o0115 013 0155 0.155 0.255
200 10
Log Input data
data A B D E
A 049 0335 0345 0015 0.345
B | 0305 0435 03 0 0.3
c 01 0095 0205 007 0.165
D 01 009 0185 0145 0.135
E |o0075 008 011 0035 0.205
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Input
40 30 20 10
50
A ls 0.395 0.38 0.355 0.335 0.335 0.36
cd 0.01 0.01 0.01 0.005 0.005 0.008
B 0.325 0.32 0.31 0.3 0.3 0.311
0.05 0.05 0.05 0.055 0.06 0.053
C 0.085 0.085 0.085 0.09 0.095 0.088
0.03 0.03 0.03 0.03 0.03 0.03
D 0.075 0.07 0.07 0.07 0.075 0.072
0.01 0.01 0.01 0.01 0.01 0.01
E 0.115 0.115 0.115 0.09 0.075 0.102
0.005 0.005 0.005 0.005 0 0.004
1
“ " “ od”
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Log Data
A B © D E

Im35-1 0 0 0 0 0.09
lamtest3 0 0 0.07 0 0
cd .. 0.14 0 0 0 0
cd jasper 0 0.075 0 0 0
emacs & 0 0.11 0 0 0
emacs Im35-1.c 0 0 0 0 0.1
login 0 0 0 0.08 0
Is 0.355 0.31  0.085 0.07 0.115
Is—-a 0 0 0 0.075 0
make 0 0.085 0 0 0
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0.339 0.017
0.007 0.681
0.038 0.033
0.097 0.027

0.051 0.017
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0.318 0.016
0.007 0.623
0.005 0.033
0.027 0.027

0.000 0.017

0.016
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0.233 0.000
0.007 0.193
0.006  0.000
0.027 0.016
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“ history” D
“cd
D A
“cd
D A
D 200
50 250 "cd ..
2 D “cd..
0.8
c «
“ history”
C “ exit’ 200 10
210 16
C “ exit”
7.62 “ history” 210 1
“ history”
0.48 D
C 8.1
D
A C D
A D
Log data Log data
1 Is 79 Is -a 16
2 cd .. 30 Is 15
3 su - 5 exit 12
4 cd lib 3 history 9
SR
Log Input data
data A B D E
A | 0165 0015 0045 0053 0053
B 0.000 0.110 0.000 0.000 0.000
C 0.005 0033 0109 0.071 0.033
D 0016 0.027 0065 0253 0.065
E 0.000 0.006 0.050 0.050 0.066
SR
30 SF
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E SR
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E SR 0
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