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Evaluation of Intrusion Prevention System (IPS) with Snort using a
high-speed hardware/software detection architecture

Tsunemasa Hayashif Motoki Yokoyama! Atsushi Takahara! Masahiro Iwahashi !

NTT Network Innovation Laboratories  *Nagaoka University of Technology

In recent years, many people have connected to their computers to the Internet through broadband access
lines. In this situation, computers are always running and the number of illegal attacks are increasing. This
has becomes a serious problem. In order to prevent the damage from illegal attacks, Intrusion detection
system (IDS) has been developed. However, when the bandwidth of background traffic in the network

system becomes large, the operation performance of IDS rapidly becomes worse. In this paper, we propose

a hardware/software co-operation security system with IDS, and evaluate the system.
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