HEEA BERLAERE SRS 2003—CSEC—22 (35)
IPSJ SIG Technical Report 2003,/7,/18

o) T 4 JREENEEDET VL
ERE e PR &R TEE ERT? 9% EaT

*1: BERZAEE BFREFER 2 RS BHREE T432-8011 M RERTTHRAL 3-5-1
#3: BINTT 57— EX 2 ) T4 PR A=y b M BEFRIKRE V7 MU 7 IEREL

E-mail: *1,2: {cs8075,nisigaki} @cs.inf.shizuoka.ac.jp,
E-mail:  *3: nakamuraitk @nttdata.co.jp, *4: soga@soft.iwate-pu.ac.jp

HoEL FE, FHex=2) 74K U—2KE, EATIHABSIEXo2H 5. L1L, FHXEEEIZ
L TR GERMPOBRARE X2 T 4 HMEZBIRT DD OFERIIMELSNTWRN. Z0), BED
BRIV AT ARRBIZBIT DX 2 7 4 REOBIIIREFFCHBE OB LBRICHE > TTh T3 Z &2%2
LAETHY, ki, BRENTEEF2 )T AW BROREUELZZEMICHERTIZ L b TERVEV S ORTR
ThhH., KETIE, BE - BE SEBOBKRLETMEL, B2 ) 7o xBRBSRREEzERbTAZ LItk
Y, MRBORBERBABSDELHERBNOICRD ZFELEHT S, AFHICEE, %2 7 o IRZRREE
B EEECRIEE L LTERILE B,

F—U—F FHREX2VT4FZVAVD, BREF2VTF AR U—, X2V 7 0 PRBRIRWRE, B
i

A modeling of security measure selection problem

Toshiyuki HYODO™  Itsukazu NAKAMURA™
Masakatsu NISHIGAKI?  Masakazu SOGA™

*1: Graduate school of Information, Shizuoka University
*2: Faculty of Information, Shizuoka University 3-5-1 Johoku, Hamamatsu, Shizuoka, 432-8011 Japan
*3: Security Business Division, NTT Data Corp. *4: Faculty of Software and Information, Iwate Prefectural University

E-mail: *1,2: {cs8075,nisigaki} @cs.inf.shizuoka.ac.jp,
E-mail: *3: nakamuraitk @nttdata.co.jp, *4:soga@soft.iwate-pu.ac.jp

Abstract Recently, information security management in many organizations is carried out based on a Information Security
Policy. However, no effective method of selecting the optimum security measures has established yet. Hence, a security
measures selection is now greatly dependent on the knowledge/experience of a system designer, and the objective evaluation of
appropriateness of the selected security measures is impossible. To cope with the inconvenience, this paper shows a
formulation of problem for selecting security measures.
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DOHFEIE 2,017,272 Th o Iz

IC = FREZ22—FREXPTI 74T UV — N7
CRTFIEEOMECKRRMICHTIEA A MEEL,
2R MRTF—w 2 A% EZ D L ID&Password & F
2V FARNYFOAVTFTVYRAORERALELIZ AN
BTHD, LVWOHBRTENLZEESPS.

52. BAH B

Wi, BAFGAKCBIS 2BB08E A THIHE
EEHOMME V, O FH % 1,500,000 7 5 3,000,000 iZF
FLTHRE. £»T, BEV XL, BRV RN, K
RYAL, HRLEEOBMK (B, BIW, #RL
AEROBR (R 1V, 283,000,000 CEDb->TW5
PAREAAObDLE—LAD.

IhbDEERGR/RAL, ThEEFT I T T A
THWEL 5,

(81,5,,83,54,85,86,87) = (1,0,1,1,0,1,1)
2FY

CM, : ID&Password, C; : 1,000

CM; : VPN, C;: 250,000

CM,: 7747 U x—/, C4: 200,000

CMe: 7Y F T 4 VAV 7, Cg: 300,000

CM; : EHMAEXR 2V F 4 Ry FOHE,

C; : 50,000
D5OFRERELTERTIZERIVELVREER
EOHBEAEL R LVWIERELNE. REFRE
DHRFEL 3,715,360 TH o7z

BEEROMENS LR okied, BEBRIGEET
BF—FR—AF—NICERTIEREB LD Z LR
TEBT 7 AT U —AICTHLTIE, BALBTS=
ARNRT =<V APBEETHD, EVWHHEFEATE
NEZLBH»5.

6. 5B OB
6.1. BHEBIUOR KRB O BE%
33 TR X 58, BEROBEL AL I - THD
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TRETZIRZR, BUORKRIBRENEED
HEHROELNYE, HANEIRENBREINTZED
MEDREZEO, BRONEROEEB MO FBEBEREK
KOoWTiE, ABOEF AV TRINERENLALT
W3, AFROFMETO>LICEY, BEEOHER
BETEETAMETELERS D DENICOWVTHRE
LTWBERDHD.

6.2. BERX KR OWELTM

33 TRAREX ST, BREBELIEFT —F 04
ROBRARYDERDLEIND LD, TOREME
PERASHECHRETDI LI HRIELWY., £k,
ZOMESFEHROCELTIEREOERLLEETD
5. HABRERICEVIVATANELLTCLESEHS
R, EEETEHEA2PREIPLIIEERERRELS
50T, BRIECX->ThRbh2BEOMMENRMH &
EHIERTBLEVWIZ b EXRTRIER LRV,
RERONRELHBEORENLT . HAEEEIX,
FRBABSh-BALOBBEETOBRRICSLIH
BZrLRARHOT, TOREHIREL LBTETT
BOTRERVES I, £, HERLLT Ex=
VFE 4 BB BT TBE, TNEFoLERIR
HEBENBEVWHRZREEL TR, BRESESITSI
Ta—FREALAPALERTET, BEXBEATHR
NRENLTWLWHI ZERFRTELY. Zhbi Y
SEFAATHIEIVIPBRTORMNED 5.

6.3. BEBOR B B O 35
AHOERMC LY EF =) 7 4 HERRME

BHERESLEECRET LB TREREbITER,

S EBOBBETRREZLIIC, 0L 5, BEEEHEL
BT EMICBMTAITY XN (BEXRENTH
PRAIAREHTAITYIIN) BROLoTWHRW., 5
BEOBEAHTRAEROER D 2P0z THREDIC
IVEREREBAIZENTETH- N, AEOHR
RERVAT A EEBCRHTIBR CREX=2VT
AREROBLMEBITHEMT 272D, BEVEXHR
EHTRARVESS. &%, ta—URT 1 v 7R
BHETAIY) LR EEAVILERDD L TR
5.

7. (529
ERTIE, RE-BR-NRBoBEKZETMEL,

X2 YT A RERBRRMEZERET 2 EITLD,

WNEROEERZHELADERXERVOCRD LI FELE
WL, AFEmILIhE, Bx=0T 0 FEERBRYE
MR EEAEEE LTERbENS. T, ¥E
CHEMAR TS BN, EENREX YT 4 SRR

BREBCHLTCEFEEZEAL, BITRYULRER
NRELNRT-Z L EHRE L.

A%, BEOBBREX 2V T ARV —ORESF
A AFHRICERL, BMEFNEBICER LEE X2
VF A RHERLAFHRECL > TERERND X2 Y T o
WERPEBTAZ LI ST, FFEOER%E-F
MR L T E 2,

WEE
FREEZFOICOEYBERANT Z VLTV E
B R LBIEW R T EE, RBESKICEANE L
kb
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