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Abstract In this paper, we address the RSA signature schemes with message-dependant exponents proposed by

de Jonge and Chaum. In de Jonge and Chaum’s paper, three signature schemes were proposed, and we call them

JC1 signature scheme, JC2 signature scheme and JC3 signature scheme, respectively, in this paper. In this paper,

we reconsider the chosen message attack for JC3 signature scheme proposed by Michels, Stadler and Sun, and show

that a chosen message attack for JC3 signature scheme is still valid even if the number of queries by an adversary

is reduced. Also, in this paper we propose provable secure signature schemes based on JC1 and JC3 signatures.
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1. Fz2ns

NEREL AR TR, BEER BRI vE—J1IKHL
TARERFEREEITS EOHE. NFFHEOROHZH
Awl—DICKET 6l LT RSA B [13], ESIGN B4 (8]
PEFON, NFEROHEDDRA v —VIEkET BHlE LT
ElGamal B4 [7] &L U DSA B4E [14) HET 5N 5.

RSA BAICALSNS RSA BT, Avt—Y M, & M,
OFE M - My DBED M, DBEZH L M, DBRLORICED LW
SHBRED. TOWES RSA BEOBRER L VS, ZOF
EMEFIF L, RSABSOMEHBEINET 2 Lix BLZH
&S % WEEA multiplicative attack &9, EH RSA B
ZRIA LI BLICH VTR, Padding /Ny & o BEE (I nd
% T & TR R 22 DA TH D RSA-FDH (2] [3] [4]

R RSA-PSS[3][5] MERENTHY, ThoDFRNTEFEE
MM NTNS.

1986 4FIC de Jonge & Chaum & RSA BADEFK AR
KU [11]. %51 RSA BLORFRMMEAL, Kex
FRMOTHEA v~V M KETEHCERETZ LT,
RSA B4H0 5 FEEZE D BRE, multiplicative attack 13X
THME R/ DOBLAROERERATND. LI LKSDE
Z AR multiplicative attack WEET 3 T LAY 1998 FlC
Michels, . Stadler KU Sun ic &k o TRENTVS [12].

AR T, de Jonge & Chaum PER LTz, Xvt—Yicik
FYT BANFHEHE AV RSA BAARICEET 5. de Jonge
& Chamn QXTI 3 FROAAMERENTED, AT
XZhoz IClL JC2, JC3 LRI LT B. Y, AET
¥, Michels, Stadler, Sun HIZ&% JC3BRLICHT BRI
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EYBTNVOVALEZBEL, BEL I IV OBV EDEE
BUEWE LR FTLZOBBT VA ALWENTHS T
ERRY. Fie, JIC1 BRTIC3BHEELICLT, 20T
NALMATRER 2N 2/ OBL A RET 5.

2. % 1

2.1 BFELDETIL
UE# 1] ELFBRELUTOERM BRI NS (10].

(1) BREMT7ILTUZL Gen) bFalF 485 A—% k
ZLD, NEEEREROE Gen(1%) = (PK, SK) %R
T IL T XL

(2) [BREMT7INIUXLSign] AvEe—Y M LRER
SK %t Y, BY Signg, (M) = o ZETHERIT7 LI X L.

(3) [BEREFNLITYU XA Verify] Avtk—Y M, B
%o, W@ PKEED, c PMEPKIEDVWTEH
"B 5 Verify(M,0, PK) = 1%, 5 Thiyhid
Verify (M, o, PK) = 0 ZRSHENT VIV X .

LUFIC RSA BAAROBRZERT.

RSA %

[BERE) AJ1 1R ITH LT, k/2 bit OFE p,q BT VALK
BR N=pq&9%. ed=1mod ¢(N)ZEikT (e.d) DK
BSVELGRY, PK = (N,e),SK = (¢(N),d) ZRT. Tz
L o RAAT—HHTH 5.

[BEER] XvEe—Y M EHLTo =M mod N 2FHE
L, % M OBRELUTRY.

(BRI BAMEXE (M, 0) KHLTo® = Mmod N
PRVILTE L%, 25 ThHINL 0 2RY.

2.2 ReMHOERE
(F#2) BREFHV AOBLE LT BETHER,
FHAOWER SK, ZH6TIC, NHE PKy L AVE—Y
MEDVTESLGBL ok HEF T ERIZLTHS.
BABEOVRET VELTICRT [10].

(1) KOA(Key Only Attack) Z2BERO»ZNLES
OEBERITS. SENREBEE LEIND.

(2) KMA(Known Message Attack) W< DHD
Ay —Y L FOBEMEET HLE, FORBMELLICLT
BHOBERITS.

(3) GCMA (Generic Chosen Message Attack)
KEEISH LN UCHEBICER LA v =Vt 28BS
RETE, ZOBHREDL LICLTBROBERITS.

(4) ACMA (Adaptive Chosen Message Attack)
WBREZFBIGRIRLEA =YW T5BLEMBTE,
ZOBREL LICLTBADOBERTH. WBERBLZER
FTERAE—VEFNETKBRBLIEA v -V L Z0DELE
LLICRINT BT ENTES.

Fi, BREGETEZA v E—VO@EICK D HELEEZ
SHOETNVELTICRT [10].

[E# 3]

(1) UUF (Universally UnForgeable) BHDMEEN

TERVRA Y E—IDEETS.

(2) SUF (Selectively UnForgeable) $ED Ay t—
VIEDWTDHBELZMETES.

(3) EUF (Existentially UnForgeble) ®T®D X
T—IIDVTELDBERTE R,

B ERHN ACMA I LT EUF T$H 5 & ¥ EUF-ACMA
THBEVH. CHEIREEZALNBRLBVEEHOBERT
H5.

[(F& 4] HRWF2—VUIRYY AD (L€, qsig, qu) TE
HHEREMWB L, ADBBEZA T VNI qug B, Nv¥adt
GOV g BONEDLEEBISHICITY, HERE B
KURMHER e TBREGFENICHBETZLVSTLTHS.
(t €, qsig, qrr) TBRAREWBHRNT 2 —) VIV U E
FELAVWEE, BEARR (te, gsig, qu)-BETHD LS.
[FH 5] HRNFa—) Iy ADVEE f o—Fatt%s
(t,e) THED &1k, A DEHERRS ¢ T, B f O—JFrttz
R Suce(A) = PrlA(f(w)) =y, 2L fly) = flw)] =«
THEZEWVWS L THD. TOLIXADEFEELERVEE, f
i (t,€)-one-way THD V.

3. JC & &

AETIX, de Jonge & Chaum %' [11] TR L7z RSA B4
DEBAHRIC DV TIERS.

3.1 8 E3

de Jonge & Chaum & RSA BZOXNFERBEICERL,
TRy m—@bdhicX%2#EX, GES (Generalized
Exponentiation Signature) &E&HL 7z

S(M) = Fy (M, N)P22"N) ;mod N (1)

EELUMBEAvyE—Y, NIOH#, S(M)Z M OE
% T%H%. RSAZHZBRX (D BVT F(M,N) = M,
Fo(M,N) = ¢ " mod ¢(N) DEAIICH 5. de Jonge &
Chaum & Fi, F, D¥BEZEZ BT LI X D ERFEMIC 3 fE5E
DELHRZRR L. LT, Zho0RAZREE MR
JC1, JC2, IC3BRL LR LICTR. ¥, ThoEl
DTICBLEIRT LICTB.

JCEZIRSABLLERVNHB N ISHLUTS(M+N) +
S(M) EVHHEERED. TOMh, RSABRZLELT, 1\
U a BB ERLIER VB T el M OV A X% N XD K
ELENBEVSFEND B,

de Jonge & Chaum & JC3 Z4&IC multiplicative attack
FELRWE TELED, F0% Michels, Stadler 3& T Sun
12 & T JC3 BLICH T % multiplicative attack DM E N
7= [12].

3.2 JC1E8&FK

JC1 BAERNX (D kBT

Fy(M,N) =M
Fy(M,N) = Md

ELIEDTHB. JC1 BLOBRZLUTIORT.
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JC1 &4

[BRY) RSA A LU,

[BLEM] AvE—Y MICHLT o= MMdmed¢N) maq
NZHEL, o2 M OBZE LTRY.

[BRRH] (M,0) KL T o = MM mod N WD L TW
1%, #5TRFhE 0 &R '

JC1 B4 /770U multiplicative attack Ic &% KMA W
BT LM 1] TRENTVS. £z, LITFO 25EHD KOA
WEHET 3.

(1) M, e® ZORLEZT, M THBEE, M —
Mlee Z &8k, MOBZ ok o= M"Y mod Nickb
NHEBORNERD OIS, EF

MM = MMl = MY (mod N)

THs.

(2) AR, M.M'.e€c ZH M = M’ OBERZEHT
L&, MDBEZ cldo=M mod NICK O RHBOBN S
RHohsd. EF

MM = pMed = yrMe (mod N)

TH5.
3.3 JC2EB&H: L GHREBLAA
JC2 BAEX (D KB»T

Fi(M,N)=C (Ce€ Zxy: E5)
Fo(M,N) = (2M +1)"" mod ¢(N)

LI DTHBD. JC2 BRLOMAMZELITIORT.

JC2 8L

@A) AS 1M IKHUT, k/2 bit DEE p.g T, £
P BAVWT p=20 +1,g=2¢ +1 £REZLEDET>
HLCER. N=pg £T5. C e Zy 2TV FLICRU,
PK = (N,C),SK = ¢(N) &Y.

BRER] Avb—Y MISHLT o = CEMDT mod o)
mod N ZEtEL, o M ODEL L LTRT.

[BLRIE] (M,0) iKH LT 0?1 = Cmod N BV LT
W1k, 75 TRINE 0%ERT.

T T T JC2 B4 HRICIE multiplicative attack IC K 5 KMA
PEET BT ENRENTVS T LICHEET S [11].

FGURELFZTVIVETIVE D EHENZET VDL & T
AR 2R RFDOBRTREBRT 2 LV IBANS, Gen-
naro 5iC &k Y GHR BZARMEREN TV [9). GHREBH
& JC2 BRI Ny v 2 R 1 AN ULEERICE > TW5S.
GHR Bf OMEE D FISRY.

GHR %

AR AS 1M UT, k/2 bit DFE p, ¢ T, B
P, BERVTp =20 +1,g=2¢ +1 LREZLDESY
FIIGRE. N =pg b9%. C e Zy 252 X LIEY,
PK = (N,C),SK = o(N) Z& .

[BLERM] A vi—Y MICHLT o = CHONT! mod o)

mod N FEL, o B M DBZE UTERY. 720 H ;
(0.1} — 23 BHAES N EATHA XTHB Y > 2 8
(Full Domain Hash, FDH) [2] TH5.

[BRRET] (M, o) EX LT o™ = Cmod N B DT
1%k, Z3Thiynd ozRy.
(B2 6] k bit HAAD/ v 2B H » Division-intractable
THd e, HMIT HX) 2% xT AL OH
(X1, Xn, V) Z L ICEHUTERTERVERTHETS
BRWSER 7 VI ALBVEE LAV & THS.

7y S 2 B Division-intractable T % WV S REE, 2
VELATIIVETVEIDERFMRETHZ L EALNTY
9] B, THUCBHL TEENGRERMRE TN TV S [6].
[E# 7] BRSARMBELIZ, N = pg (p,q BWBOER,
SEZy MEZBNIZEE, r* =smod N 2727 (re) (=
Zle>1) ZRDUZMETSHD. NBREVEE, (re)
o s BRDBDIBRIED, ZOHIHELVEELZLNTY
5. DEDBRSAFIEZMEC LE f:(r,e) —»y=7"mod N
D—FHEWEHKD L THD.

7Ny 3 2 BEUH 7 Division-intractable [1] TH % L IRET B
L, B8 RSA [9RE (1] 22 7)Vd) A% GHR BEZH 2T
LAY XNCRE SRS LATES [9][5).

3.4 JC3EBLHR

JC3 BAIER (1) IKHBVT

Fi(M,N)=M
Fo(M,N) = (2M +1)"" mod ¢(N)

LLIELDTHS.

JC3 B4
| [BRERE) A 1R ISHLT, k/2 bit DM p, ¢ T, B ¢
ERVNVTp=24+1,q=2¢ +1 LERZEOETVALICR
R N=pgkl, PK=N,SK =¢(N) ZKTY.

[BREM] Avb—Y MIEHUT o = MEM+DT! med o)
mod N Z#EL, ¢ % M DBH L LTRY.

[BRRTE] (M,0) IZH LT oM+ = M mod N DRV 1T
1%, Z5Thind oziRY.

JC3 B4 ARICIE multiplicative attack BEE LAV TH A
3 EEZBNTWVIED, I [12]) T multiplicative attack IC &
% GCMA WREni. LT, [12] OBz MSS WE L &
R eied s, BENETVI) ZLEDOWTIIREICES.

4. MSS %

RETE, MSSHWRBO7 IV IY XLEHRAET B L LEIC,
MSS BRI HIT B BBEEDEL LT U NADEVEDEEEL
CDOWTHET 5.

4.1 MSSHKE7ILIUZL

MSS WEO TV A LI DVTHBND. KEEZ 2 D
Xyt— My, My IS BEL 01, 00 BAFTBHIETE
LEBETED.

MSS E ©  Forger F DBEEBE LI VA E—Tk
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MET 3.
(1) FREROEH > 0 2R,

M, = (2M + 1)(§u +1)—1
BT 5.

(2) 2MM; +2kN +1 = j(2M + 1) W75 k, j %2§
B9 %. ged(N,2M +1) = 1%56E,

k= —2MM; -1 _ M; -1
- 2N -~ 2N

ThkBLUjHRES.

(3) Fld My, = MM, +kN Z#HET 3.

(4) FREBHAS VIV M1, M: ZRWEbE, B o1,
g ZAFTB.

(5) F3M®DB% o ZYUTONTIHETES.

(mod 2M + 1)

J
T2

o= —=
2 1
o_gu+)

o NEAMRIEC B89 5 T LR TONE TR 5B,

J(2AT41 2ATM+2kN+1
o‘é( +1) aé 1+2hN+1)

U?I\II-H = M
oyt My _ MMy +kN _
M M~ M -

MSS WEZ, Ny Y aflDIRT 4V TR ETAyE—JIKC
AEEETNTZ, HEVRBEARTHVE Ay -V DX
& —EUTICHMRY D, LV HECKDHS T &K
% [12].

4.2 MSSHB7ILIUXLOBE

AEICIE, MSSBEO 7L I XLICH LT, BRsEcs
BREBLA T 7 VAOBVEDYERMERS T T EREXS.
FORER, WEEI 2BOAvE—Y M1, M2 L 1HOEL
02 MEBERBETEDH I LERT. BB UTiczo7)vd
URALZETREH, BENEZTATT7E, k jOLYHEEE
U, Mo 8LT, MM, +kN Ohb VI MMPY + kN %
HOWTW2 I Licdhs.

(1) Torger F B"BHEBELILVWAyE—T% M 295,
F RTEEOEE v > 0 22U,
M +1)(2u+1) -1
2

2M+1
o +1

(mod N)

M =

ZRET%.
(2) 2MMPNT1 L okN 41 = j(2M +1) BT k, j
BEET B, ged(N,2M +1) =175,

_ MM
- 2N
MM
=y (mod 2M + 1)
ThkBXUjARES.
(3) F & My — MM?0™ 4 kN ZEHET 5.
(4) FRBEHA I I My ZVEDE, B o ZA
F935.

(5) FRIRMODEL o ZUTONTHETES.

J
T3

g = J\JI(Q’LH-I)

o WEBERILCAET 3 LI TOHETHEIMDONS.

2M7+1

J(2M+1) (2MM] +2kN+1)
oM+ %2 _ Y
M MR
27z +1
g ]\’[2
e =M (mod N)

M1+l pg2Ma+1 T
My M7

7L, OB, T MSS BB L RIS, Nwia
fEDISTF 4 > TR ETRAvE—VIAEREANT S, B35V
BELARTHAVE Ay -V DAREEIE—ELTICHIET S,
EVSHEIC KOS T EMNTES.

5. FEBATIRER M ERFOELARNDRE

GHR 2413 JC2 B&A L LICAHHAARER 2N E 5 X - AR
CEXBTEHHES. KBTI ICIBLUTIC3BLELE
I, ERRTIRER MR FOBAARLZIEERTS.

5.1 JC1-FDH

AEITIR, JC1 BRIC/ Ny v 2R 2 AT S & T,
AR 2R OB AR JCL-FDH Z#i T 5.

JC1-FDH £%

[BERE AS 15T/ LT, k/2 bit DEE p, ¢ T, T
P BEVTp = 2 +1,g = 2¢d +1 REDLO%
SUHLICER. N =pg &b, ¢ € Ly BT VK
LIGERY, d = e~ mod ¢(N) BFIET 5. PK = (N,e),
SK = (¢(N),d) Z89. £fe, G% G:{0,1}* — Zy O Full
Domain Hash BI#t, H % H: {0,1}" — Zy O)vy ¥ a B
¢L, Ho %

H(x)+1 eH(z)DLZ
H.(z) =
{ H(x) ZThAD L E

L4%. H, ZHAD e REHRICES RV Ny Y 2 RTHS.

[BRER] A vhk—Y MICHLT o = G(M)He(d mod ¢()
mod N Z5tEL, o % M OEZL L LTRY.

[BRRIE] (M, 0) EXNLT o® = GM)¥?D mod N B
DT 1R, 23 ThRINE 0 ZERT.

JC1-FDH B4 0% 2tid, RSA WEO—Hrkx s R
W7V ALk, BREWMDHERNT VI ALCRES Y
BTETUTOXSICHHTES.

[FHE1] SYALATZIVEFIVDE LT, RSA B
(t1.€e1)-one-way TH5B & ¥, JCI-FDH BRARNE (tr,er)-
BETHD. 12720

1

1— 1

€F = €] " {sig - (
1+dsig

~ €1 - guig - exp(l)

)1+‘Img
tr=t; — (qsig + 9c +qu + 1) - Ok

GEFT) ATOME1 K EbicBhng. o
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(W 1) G HZRZVHLB#ERET 2L, JC1-FDH B4
% (tr,er) THE% Forger F D EET 5 &%, FEZAWVWTRSA
D —HIAME (1. €1, sig, 96, qu) THESD Inverter I Z#%
RTES. ziZL

€F 1
1+ gsig

.
Gsig - exp(1)

1+¢sig oy

€] =
Gsig

tr = tr + (gsig + g +qu + 1) - O(k%)

GEB) AHELT, FED (Nye,z) (R Ler e Zy) B
KU g, qus gsig (212U g6, qu, qsig RFNFNG AT
I\, He AU, BEASIIADT 7L RERK) %
B, 29 =2 mod N %HHT % Inverter I % LU FI#m
T5.
I DiER
1. i—0&795.
2. FIZ NZEAS.
3. GAIINYIal—rayicBWVl, FHAM”Z%Z
HwEbd e :
ie—i+1l, Mi—M&T3. Biasy DA >
i BRYS, HEy Tei 0 WHWE1I-7T
¢ —1&LT,
0, =070 Ki € Zy B0 RLGEY,
G(M;) « k' %2R
eci=1%5 K; € Zy 25> F LGEY,
G(M;) — k'™ Zi1RT.
4 H ASIVYIal—oa icB0T, FHGM)
EROEDETEREE
e, =075 € 25 % e DIEELUADS
G RLSEY, H (G(M;)) — r; 3BT,
eci=1%5r € Zy 2T XLIGEY,
HAG(M:) — 1+ 1% ZIET
5 BEASINIIal—varvicBWT, FHAM D
B o ZRVEDETERLE
ec; =075 0, — k' mod N ZiRY.
e =174%0E1ETS.
6. FMN(M,o)ZHHLzLE
eci =0%bELETS.

o =17%5
= (kiz)1T = kIFOLT (mad N)
Ehi
W = (mod N)

EHETL o4 BRES.
I DRIFER ¢; &
er =727 (1—7)-er

o PRABEEZOR ) — 1 - e OEET, ZOMHR

1+qsig
! 1 1+ 1 [Fa
€ = (1 = ——")'Tova . B A —
1+ Gsig Gsig eXP(U * Gsig

FATHER ¢ 1T

tp=1tr+ (qe + qu +gsig — 1 +2) - O(ka)
=tr + (g + qu =+ gsig + 1) - O(K")

TH5. ]

5.2 JC3-FDH

AHITIE, JC3BLIC N\ ¥ 2 BE0E 2 AT AI LT,
FLPATTRERZ @M% FrDBR 5 JC3-FDH Z#KT 5.

JC3-FDH €%

(RN A1 15 IS LT, k/2 bit DFESLp, ¢ T, iy ¢
ZRAVWTp=20+1,q=2¢ +1 LRE¥BZBELDETVHL
ICER. N=pgkl, PK =N, SK = ¢(N) ZRT. &
Jz, G7% G:{0,1}" — Z} @ Full Domain Hash B4k, H %
H:{0,1}" — Zx Oy v o BlRe 95,

[BELER) Avb—Y MICH LT o = GM)HON ™ mod o(3)
mod N 23EL, o % M OB E UTEY.

[BLRIE] (M, o) LT oFPD = G(M) mod N B D
T 1%, 75 TR 0 2iRY.

JC3-FDH BH DR 2MIE, 3 RSA MEZ R RN 7 IV
dY X%, BLEWDHRAT V) ALCRESERT L
TUTOXSICEHTES.

[EH 2] G%2I2 XL, H 7% Division-intractable 77V

o ERET B L, 8 RSA BED (41, €r)-one-way TH

L%, JC3-FDH BELARE (tr,er, - BETHB. L
1

1
(Ol =

€F = €] " {sig *

V¥ asig € - Gsig - exp(1)

tr =t — (qe + qu) - tr(k) ~ (g +1) - O(K®)

T T Ttp(k) i3 k bit OFRFEERT 5 OICHERRITRE L
T5.
(GEEE) LITOM@E2 XokEbic@hns. o
[f6R 2] G %25 > X LB¥, H % Division-intractable 7%
Ny BB EIRET S L, JCI-FDH BA% (tr,er) TH
% Forger F BWEET 2L ¥, FREWVTH RSA fiE%
(t1.€1.Gsig, qc, qu) THEL Inverter I Z#MTE 3. =L
€EF 1
1+ gsig

_ 1+4sig €F
€7 = PN S
Gsig ) @sig - exp(1)

tr = tr + (qe + qu) - t; (k) + (go + 1) - O(K%)

T T T tp(k) 1& k bit DFRBEERT 2 DICHEREITRR L
5.

(BERE) ANEUTHED (N.s) (2L s € Zy) BXU
96, g, Gsig (22U g, qm, gsig FFNTFN G Z ST,
HASIN, BEASIVADOT 72 AR %ZIED,
2¢ = s mod N &7 T (r,e) ZHIT % Inverter I ZL{FiC
AT 5. IR0 RSA MIBEZ 8RS T ZHRT B LV IR
i3 GHR BEOLZR2WH L AR, g6 + qu BOZEE R
W5 L THBEZIT> TV 3.

I DR
1. i—0, E—1k95%.
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2. go+qu D kbit OFER e, eqq. f1,  fon &
ET 5.
3. BiasyDIaA > ¢ (=1, ,q¢) ZRIF, R4 T
¢j—0E—E- ¢ WElI-yTc¢—1£75%.
4. FIZ (N.y) ZANT 3.
5. GAIZIVYIal—varieBnl, FHMZEH
WEbETERLE !
ie—i+1l, Mi—ME&ELT,
ec; =075b w € Zy BTV RALIGRT,
G(M;) — w{’ mod N Zi&Y.
o i =175 G(M;) «— s/ mod N %KY
6. HASVLYIal—vavieB0T, FHGM)
ZENEHLETELLE, H(G(M)) — e ZIRY.
7. BEASINY I al—valBVT, FAM D
BY o BVEDETELLE
e =075 0 — w KT
o ci =1%BEETS.
8. FW (Myo)ZHhLiLE:
ec, =0%bELETS. -
ec;i=1%5a-e,+b fi=1%MT ab%
Euclid DEREZ BV THEL,
r+«—o’s®mod N,e —e; £ LT (r,e) ZHT
T5.
1 = (0¥ = gtrbses
=ybs% = sPPTI% =5 (mod N)
Lixh (re) 338 RSA HEORTHS.
I DEYIFER ¢; 13 JC1-FDH OFE L FARRIC

er =719 (L—v)-€r

e BEKEZRLEBDE v =1~ 42— DL ET, TOME

1+g.ig
1 1+ 1 €F
€ = (1 — —0 )IHdsig .
r={ 1+ Qsig) Gsig T Geig - exp(1)

FATRER ¢ X
tr = tr + (qe + qu) - tr(k) + (ge + 1) - O(K")
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