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ORIV ZERIN. UOLFa2TF—kyra s TE
NENBERINT, BHEBHETIE. [¥H T Enigma &
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& Y “Facts and Myths of Enigma: Breaking Stereotypes”
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2. 7u s A
2.1. Cryptanalysis I (chair: Serge Vaudenay)

Cryptanalysis of the EMD Mode of Operation

(Antoine Joux)

A3 T 2002 42 Rogaway IC Xk o TIREINT
disc-sector = 5 X EMD (Encrypt-Mask-Decrypt)® %
IOV THERONTWE,EMDEnEy b7y
JEEEFAMALT mm vy F Ty B (TR
DR 7 FYARITHE) COBSETIFSHMAT
— KL R B Z & MNTE ,CRYPTO2002 T Liskov, Rivest,
Wagner (= & ¥ $# 8 & 11 7= tweakable block cipher D # &
BHHAEN TV, KRLTIZ.EMD OB &R 2R L,
%24 7¢ tweakable block cipher TR\ Z & BRI,
EMD * ABIZREBENZAUFILTERAA— DV a v
EME & RBRICHKEAETH D, EMD 2EEELLT A
= J X AhlE CRYPTO2003 THERIN S,

On the Optimality of Linear, Differential and
Sequential Distinguishers (Pascal Junod)

¥ 2+ 49 K 3t 1R I (statistical hypothesis testing) > B3R
Ll AR, BERBIESKBIIBITIRHEETD
linear distinguisher, differential distinguisher > #iiT # 72
MFICEA L, BEFCLERESNTEXHRLBRE
#Dbound KB LK, T4, BEFEIRNO TRy Y
B 5 O 3 B9 AR AT 12 Davis-Murphy ® DES W#IZ# 2
L, FORBETHOLN TV A A% sequential
distinguisher ¢ LTER{LL ., TOHEEMHERL L,

A Toolbox for Cryptanalysis: Linear and Affine
Equivalence Algorithms (Alex Biryukov, Christophe De

Canniere, An Braeken, Bart Preneel)

Tuy R EORTE T REEESESBERE.
BBERRST 74 VEBRZL O TRELBEEEZFAT S
IR H B, KRXTEHEERED 2 DD permutation
(S-box)BIRE(T 7 4 V)EMMPHET DHEROL VT
NFY XLERLE, BEMIZIEZ. 22D nXna-bit
permutation O & li % (linear equivalence)% O(n’2")
DHEBTHETHITAITY XL E, 77 4 0% itk
(affine equivalence)% O’ 2D BB CTHETH TV
DY) XA ERLE, Zi#E B W T Rijndael, DES,
Camellia, Misty, Kasumi 2 O EOEMEHR & Lo
FTnd,

2.2. Secure Multi-Party Computation I

(chair: Berry Schoenmakers)

Two-Threshold Broadcast and Detectable Multi-Party

Computation (Matthias Fitzi, Martin Hirt, Thomas

‘Holenstein, Jurg Wullschleger)

Eurocrypt’02 T 3 £ X /= Fitzi & @ Detectable
Broadcast # ¥ L, 2> DH{#E % &> Broadcast &
Multiparty Computation DM EEZR LTS, 2250
BE: TUsSDE, BEBEOHZRAHEOK FIZX LT,
() 0=Sf<t DHFEITEHE O Security BERZ W= T
Broadcast # X (% Multiparty Computation 2 EH T& %
25, (2) t£f<T O AL, Broadcast 2% Validity 7>
Consistency D W Fhhr—FDOHEmicd. 0D
Broadcast 2 VW T, 2 TO 7 LA ¥ —RELWVWHA
T B, EEN—FIZ Abort TE 5 L 5 72 Detectable
Multiparty Computation 3R TE B Z & B RENT
W5,

Fair Secure Two-Party Computation (Benny Pinkas)

%% 51, CRYPT02000 T ¥ # & #17- Boneh-Naor O
Timed-Commitment {Z%-3 %, commitment 2> 5 f % %
RODZDOIZETEHREN, bV FERBRTIELLEY
\Z 72 % Gradual Release Timed-Commitment R L,
% BWTEED Secure Two-Party Computation %
Fair 72 Secure Two-Party Computation (2 #3 % =2 > %
AT DOBREEZRLTWVWD. BEFEIE, Multiparty
Computation [ZHTAHE & HABEOETEMS N DD,
Multiparty Computation DR & ML TH v, Gate B%)
EHRW.

On the Limitations of Universally Composablie
Two-Party Computation without Set-up Assumptions
(Ran Canetti, Eyal Kushilevitz, Yehuda Lindell)

W72 B Set-up assumption (common reference string
DHEEE)LRE LR WVEMEOT T, Two-party
Computation 2% Universal Composability % i 7= 370
I, BRICRDENBRECOVTHERTHD. EFH
LITBEKERENLEALERENLRBE ST, £
NENORBLEBE+D &G+ EHEFTL TS,

2.3. Invited Talk I (chair: Andy Clark)

Facts and Myths of Enigma: Breaking Stereotypes
(Arkadiusz Orlowski, Kris Gaj)



Arkadiusz Orlowski 7% Enigma DB ERLZ D L < #,
W E—F v R A¥EEE D Enigma DETICEEL
7277, # LT Enigma @FH 6/ 5 & HINZ >V T
i S 7=, Enigma 7% Alan Turing B85 EEF — A1
rFoTRFEENLILEHLTHIN . E2RERK
BRATIC AR —F o B A #H Marian Rejewski RS T
W ERONERRE P72 WD, HET, B
F it Enigma E# BB REN, EHERVICHENLE
7=

2.4. Zero-Knowledge Protocols
(chair: Yevgeniy Dodis)

Resettable Zero-Knowledge in the Weak Public-Key
Model (Yunlei Zhao, Xiaotie Deng, C. H. Lee, Hong Zhu)

Canetti, Killian, Petrank, Rosen HiZ & » TRE SN
7~ BPK (Bare Public-Key) £ F MIZE W T, ZK
(resettable Zero Knowledge) %% concurrent soundness %
WRETZEBSLTLHRIESAZRY. BPK OflF %8
# 7= Micali, Reyzin © {Z & % UPK (upper-bounded
public-key)lZ 38\ T rZK 2% concurrent soundness &
W B BRETES. HEEDHIE, BPK & UPK OF
RIICALB$ % WPK (Weak Public-Key)®EF LV EREL,
WPK & F M2 T rZK @ concurrent soundness 73
RIEEIND EEREL TS,

Simulatable Commitments and Efficient Concurrent

Zero-Knowledge (Daniele Micciancio, Erez Petrank)

# 3% & 13 Public coin honest verifier ZKP & #-2 & 5 72
W BEENO L, NIEA verifier # # 7 concurrent
ZKP 7 k=L PKI % % {RFE L 722 V> standard model
DTFTTHRTEDLZILEERLTVS. BEDOKEIZ
simulatable commitment £ \V9 7V I35 4 72 HAT
HILTHRPEEY, EX2UT A RNTA—HF n il
%t L T round complexity & computational complexity %,
D ZKP DEHE LM, ThEho(log )T
X265,

Simulation in Quasi-polynomial Time, and its
Application to Protocol Composition (Rafael Pass)

E# 53 Simulator O EITHEH O LR % £ EH AR
»b proUos M- 2 4~ % = L T, concurrent EITBREL D
TTO ZKP O&E&MEFEH % plain model T (common
reference string 2 LIZ)5E 2 5N D L ERL TV D,

Strengthening Zero-Knowledge Protocols Using -
Signatures (Juan Garay, Phil MacKenzie, Ke Yang)

EUF-ACMA B4 & common reference string €7 /L' %
K3 i, VA 72 B honest Verifier ZKP & concurrent,
unbounded simulation sound, non-malleable 7>
universally composable 72 ZKP O F CEBRTE 5 & Lk

LTWwWab.

2.5. Foundations and Complexity Theoretic
Security (chair: Nigel Smart)

Nearly One-Sided Tests and the Goldreich-Levin
Predicate (Gustav Hast)

Goldreich-Levin /~— R a7 2y b % 1/2+¢ DFERT
FH T B adversary 4 BEETDH L, BLHEOA
Adcock-Cleve ® F ik TlifEe® THEKERD L
5. 2F 5120, 1l OHALRY RS Y, HETE 2L
BHIWC Lo A LT Nearly One-sided Test & & 2. 2%
C, etlp DHEETHERALL EBEHERDOND EER
LTWA, 22 Tpid Test N0 1 AT HHET
HH. 20 LEMBLIREDIROHL
Blum-Micali SM AL AERBRER TEL I EBRE
nTtuns.

Efficient and Non-Malleable Proofs of Plaintext
Knowledge and Applications (Jonathan Katz)

Aumann-Rabin 7% 2000 EIZRELIm~v=a2 A7 U
kTR X 7172 Proof of Plaintext Knowledge (I 5 312
SETAIEXOMBEEY) CHTIERTHD. F
HL, BEOBRBRUEEELBL L THELRD,
non-malleability # 7= L, FEALABRIEFCH L THE
£ T, concurrent composition DEHE F CHEZ &M DFE
B RARER A X —LEBRTED LERL TV,

2.6. Public Key Encryption
(chair: David Pointcheval)

A Public Key Encryption Scheme Based on the
Polynomial Reconstruction Problem (Daniel Augot,

Matthieu Finiasz)

Polynomial Reconstruction problem (PR) &, n, k £ (x;
y) =15 Z bhiz& &, deg p(X) <k T, 222,
Wl bt BT p)=y, BNEE Y M2 X 9 7 £ HK p(X)
EHATHMEETH B, PRIZ 1999 FiTH LV THE



R ELTRAEATER, ZRIZESI VD
PO TY T 0 TNRE SN TE R, ] 21 Naor
& Pinkas {Z & ¥ oblivious polynomial evaluation O ## i
A &N 7=V | Kiayias & Yung (2 & D semantically
secure ZIEBEESIIEAINTE TS, ARXT
HIOMBEORERICKE S MH TOLARERESHFR
NIBENTA., rump session TN EREFRT D Fik
M Coron & Kiayias-Yung 7S MR ENT,

A Simpler Construction of CCA2-Secure Public-Key
Encryption under General Assumptions (Yehuda
Lindell)

trapdoor permutation O £ £ & (R & L 7= CCA2
(adaptive chosen ciphertext security)% R T 5 4B #
MEAX—LDOLVBERERENTIN, RO
Sahai % De Santis b D ARBE RS X% —LICHATE
DU TNIRERRA Y P TH D, ZORILOEN
REBRITY 7 /N7 one-time simulation-sound NIZK
(Non-Interactive Zero-Knowledge proof)% # A L 72 & T
Hd,

A Forward-Secure Public-Key Encryption Scheme (Ran
Canetti, Shai Halevi, Jonathan Katz)

BEAEILELELTLLERTRVT AR
TEFENBZLEBHY, TIHOBRBEIRPNDL T &
ZERA D HOBRENLBIE TH D, forward-secure A F —
2T, REBRPEHHCZEHFIL, F—E1&0NT
LEDOHALVATOBRIILECBREZNLDIFXNTH S,
I ETEL D forward-secure BT 4 VX NVEL . B
THT o o, HEREEEIAF—LARREIRATY
AN, KRXTRESNZOE., B ¥ D non-interactive
forward-secure A B EHEF X ¥ — AL TH D . BTE
(Binary Tree Encryption): W H LW T U I 7 4 7 %
HEoTHRINTWD, B2£EIZH> T standard
model TR EHJ bilinear Diffie-Hellman Fi 8 o A 8% %
RELTEARZINTWD,

Certificate-Based Encryption and the Certificate
Revocation Problem (Craig Gentry)

A3 T A BE B EE B & (certificate) X — R B B H R
BREISKT, ZOEFALTIE, AHBFEHEES)
BABEITEHEL LToREZ TR, EEREL
THtET D, DA v E—VHESTHEDICERE
BREEFOAMBEAZNLELARD, ZOFRTHE
NEBEAEENLICHE S TEAET D third-party

query R TIENRTEBD, HERILV b=
ARDAY T T THEDLOPKIOEENARE 2D,

2.7. New Primitives (chair: Helena Handschuh)

CAPTCHA: Using Hard Al Problems for Security (Luis
von Ahn, Manuel Blum, Nicholas Hopper, John Langford)

CAPTCHA X, ANBA LM HEICHET LM, BED=
VEa—FTHELVCVEEEERL CRAT288
By LTHD, i, M2IRT LI RYRAL
XERZ, AAARLFEDLIN, BEDa L Pa—F TR
LW, KRXTIE., 20 HEL2ME 2&tx=Y
FARHBTAFERBHNIEALTNS,

beds

B 2 : CAPTCHA (http:/www.captcha.netd: ¥ )

Concealment and its Applications to Authenticated
Encryption (Yevgeniy Dodis and Jee Hea An)

A BT TIE concealment L WIHIH LWKETY I 7
4 TEBRL., A vk — VR 5 {L(Authenticated
Encryption)~®IEHEZR/REBL T 5,

2.8. Cryptanalysis II (chair: Lars Knudsen)

Predicting the Shrinking Generator with Fixed
Connections (Patrik Ekdahl, Willi Meier, Thomas

Johansson)

Shrinking Generator (SG)I% 1993 £E{Z Coppersmith,
Krawczyk, Mansour {2 & V 2R S n - B LIEL & AR S
T 5, AeHIL TIXSGIZxtd 2 EH B 72 distinguishing
attack BEEEN TS, ZOKBEIT LFSR 24K T
2 feedback polynomial DEEH CE AR EWHEIZEH
AT, a2 ey bolhrsb, B 4, KE
10000 b N HERELFA L SG £#®ANT 52 L8 T
&5,

Algebraic Attacks on Stream Ciphers with Linear
Feedback (Nicolas 1. Courtois, Willi Meier)

AES HIIHEA SN TV EIEHFL ORKB L RIEL
stream B B IZIGA Lz b 0, T D REF ICISC 0212 T
BOCREEN, ARETHAESFM =2 b
CRYPTREC IZ#& &N C\w/- TOYOCRYPT (Z# f &



. 2°2CPU clock THFETE A ENRENTVE,
AL TIT & 51 overdefined BT R#EFHFEX L
< HgxITFRL, 2 CPU clock T 20K /XA hDO#EX b
U—AWBHEBETESEL 51k, ZOKFIEIRX EU
WS FEfE 7 oY =~ b NESSIE ICHBEEN TV
LILI-128 iz @ & 21, 2°7 CPU clock THEFHICKD L
TW5,

2.9. Elliptic Curves Cryptography
(chair: Luis Granboulan)

Counting Points on Elliptic Curves over Finite Fields
of Small Characteristic in Quasi Quadratic Time
(Reynald Lercier, David Lubicz)

ARXTEENHR EORBELROBERE O HD
HEBTHI YL T BTATY RABRENT, D
#+ % &1 Gaussian Normal Basis # b > HREDH AT
EREND, LW —#RHIZIT Vercauteren DT A T T %
Auhid, FREHER LT on* flogn)t vy FEEOD
BEHERL O YD AR— R CHAETESZTAAY
Rhbkd, £, ZOTNATY ZALFERT LY
AAEDLEBEOBANLLAES THAI LEREN
TW5,

The GHS Attack Revisited (Florian Hess)

GHS  (Gaudry-Hess-Smart) X ¥ @ Weil descent

construction % f£ & @ Artin-Schreier extension (2 —#%{k
L, 0 ZlodBRcERAEL L, XD GHS
ETHRETWRELHBROKITIIE2REARY  F, EO
MBOBER S LI Rok, £/, GHSEOHO
extension *° variation I DWW T H R SN TV H A, &
LRAUBRELZI THELOFERTHD, B,

IORBEF, LodBiICE@EATERY,

Improved Algorithms for Efficient Arithmetic on
Elliptic Curves Using Fast Endomorphisms (Mathieu
Ciet, Tanja Lange, Francesco Sica, Jean-Jacques

Quisquater)

ZLOEAWMBEOT AT XAZBNTHELIHHE
REVLBLTOONRANT —fEOFHETH L, FiaX
TiX, CRYPTO’97 TH £ S h /- Solinas D7 7 u—F
CEBREOHRETCAAN T —(FOFAEEZETTEL LI,
Koblitz curve D r#EEBH A&, SHRCHETE I HCH
HEGRe R LOEFLOEHBIZERT L FHECONT
FLTCW5D, BEEMIZIE, Solinas @ Joint Sparse Form

2k » T, pHERBE O Fl A & Joint Sparse Form (Z X
HEMER2HEHE L D6 - Joint Sparse Form # & A L 72,

2.10. Digital Signatures (chair: Shiho Moriai)

A Signature Scheme as Secure as the Diffie-Hellman
Problem (Eu-Jin Goh, Stanislaw Jarecki)

MEDENBVELTHE, BAOBEOREx %
O BREICR DT, BRI 5MEOY A e K
XL THLENDHD. flxiE Pointcheval & Stern @
Forking Lemma % Fi )72 3L Tk Schnorr B4 H o B
B EBE~OREDRIT 2 RICEHFT S0, 2!
BREORES MBS HMNECRE-EILERDD.
EHEOIL, CDHICESE, SUFLFTFTINETALD
TTCREDEIBRELBELAFRNERBELCWS. AL
ZEMEEEO T CIXBEHFNXIL Schnorr A LV FHE
MR,

Aggregate and Verifiably Encrypted Signatures from
Bilinear Maps (Dan Boneh, Craig Gentry, Ben Lynn,
Hovav Shacham)

%% 5 & o T CRYPTO2001 THEEK Sz GDH T
ESCEBAFRERBES Y, Bilinearv vy ¥ 72 AL
7= Aggregate signature & Verifiably Encrypted Signature
ERELTVS.

Hypercubic Lattice Reduction and Analysis of GGH
and NTRU Signatures (Michael Szydlo)

GGH & NTRUSign iZ>W\WTix, HTEOEL % T
BMolrBiCHMERE KD DM E, Gram Matrix
Factorization Problem & % i TH 5 & LT, EHFELIEZ
OBEN S L\ & & 2 &5 Lattice Distinguish
Problem [ZZAXKBIZRETE D72, Bh 2 EE
RN EERL TS,

2.11. Invited Talk II (chair: Moti Yung)
Why Provable Security Matters? (Jacques Stern)

AL T HEZR £ (provable security) [ HF 5 BT
G2 =FTAORTREIAET20FELE-> THBRS
NTEEN, BE, ZOFEIFLOEEHEMEEL
BETS ETEERARBEZREL TS, ZAICED,
BESFEFTT TRLSBBOABICET, EHATER
EHIZIVEONERAEFMEERICTLEIVIE
aEFEoontnIELERI ST TS, £72, FE



B AT g4 &M O FERH 2 public discussion % i@ L CHRE
ENBITIHEBB NS LN BEIESRBEINT
ERER DD, TOMEETIE, OAEP & ESIGN ® 2 5
D —ARETF 4 &b LI, EHATRETSEER IV
S CHERR A BB > S &7z, Jacques Stern
MR L 7z “Provable security in five steps” (XL T D@ Y,

1. Define goal of adversary

2. Define security model

3. Provide a proof by reduction

4. Check proof

5. Interpret proof

2.12. Cryptanalysis III (chair: Josef Pieprzyk)

On the Security of RDSA (Pierre-Alain Fouque,
Guillaume Poupard)

RDSA i3 Bichl iz & W #E & iz Schnorr F4 O
variant T&b 5, &# 3 Tk RDSA 2 i 72 BE a0 e F 1
#% (known-message attack) CHEBEFETHD Z L 2R L
oo BRI, EFERZORVWHERT, BA0 Ay
VIRt S 10 BREDELDOELABREHT S
e mRULE,E-.RDSADEERE . A L < Schnorr
F 4 DOH O variant TH 5D GPS ZLLB L, GPS BT &
NEDT T r—2a Y iZBWTEMTH L L ER
LTWwW5, 728, GPS % NESSIE Portfolio IZEAH &1
TWwWd,

Cryptanalysis of the Public-Key Encryption Based on
Braid Groups (Eonkyung Lee, Je Hong Park)

CRYPTO2000 T braid Bl £ -5 < AB# RS BPKE
NI|-BEEIN T2, KR X T Burau RH & W95 braid #
DHEOLVREEFHALTBPKEDEBE Lo T
HEEEML PEER LE, ZOFREIZID, WD
MDOINT A—=BZONT, BETEXRLVWERT, BE
MR CTARE» O BERYE TR Z ENRINT,
Z OB ASIACRYPT2001 TSR &#17- BPKE O B
FRCLBEATES, £, ZOREIHLTHEEZ D
DRHDRIT AR BT IEREHELRENT,

A Theoretical Treatment of Related-Key Attacks:
RKA-PRPs, RKA-PRFs, and Applications (Mihir
Bellare, Tadayoshi Kohno)

FRLTHE, 7oy /B0 %#HERT I LT
B, BEHEIE (related-key attack, RKA) (Z %4
HZEEMERUIT-OOBEBNTFEZREL TS,

FT.RKAKK L TEEREBUT V¥ Bl &L Z
VELEEOBEEEEL, FAkTuy /R LD
DEIRKBEIIH L TEREEERERNEVIEEDN
RERL RKADH D7 T AH L TIIESMEPFER
TERELEVWHIEENRBREZTR LI, £, tweakable
Tuy siEEeY, BEBERE KRR T oy
BOWRECEEEER LI,

2.13. Key Exchange (chair: Matt Robshaw)

Provably Secure Threshold Password-Authenticated
Key Exchange (Mario Di Raimondo, Rosario Gennaro)

AKX TR ENT
Exchange (PAKE) {%. standard model (£ &M DFEMHIZ
random oracle # 2 \) TEEMLZHHTEZ 20D
TOHFKTHDH, ZOEFTATIE, RAT—Fix1o
DB —NZRFENTHEOTERZL, n(>30)8
DY —N"THEFESIN TR, adversary iX t+1 ED ¥ —
NEBRBLRENWERRAT - FREARVLEIICR-T
Wb, ZOFREFH -5 47 MEORY LD
ABE/MNITHREZDIC, =2 A OS5 E e HIFRIEH Y
HRLTBY, BELESTHD,

Password-Authenticated Key

A Framework for Password-Based Authenticated Key
Exchange (Rosario Gennaro and Yehuda Lindell)

A7 3C Ti% common reference string model (2813 2
Password-Authenticated Key Exchange (PAKE)?® — %k
TV —AU—IRRENT, EELOT v hanid
Katz HbOEXHB 7o b2 L ORI TH Y . Cramer
& Shoup {2 & ¥ # A X 17~ smooth projective hashing @
BMECESVNTWVWE, ZO7L—AU—2F, 320
MBEOBEVHEY —LTREREINEZEV 22—V T
barThy, REHTEAREY 22— VEMN T T
NZlpofeleh, BEREOIZBERLP TS Kol i
FEDO—~2TH 5,

2.14. Information Theoretic Cryptography

(chair: Jean-Jacques Quisquater)

The Security of Many-Round Luby-Rackoff
Pseudo-Random Permutations (Ue/i Maurer, Krzysztof
Pietrzak)

PRF (Pseudo-Random Function)# r EX @ Feistel #3812
#8 #23A A C PRP (Pseudo-Random Permutation) % # i ¥
% Luby-Rackoff JEIZ D\ T, B#l r B K E WO HEHE



Bhatx=UF 2R LTV, SFERMICERRL
adversary #% URP (Uniform random permutation) & PRP
FHMT A DICKLER query Bl E&H %~ 0QME L
I, c<a B LEREEZDE, BErlalda=
OO BRICH D EBREN, B rOBME &
LICHBAR LR THDa=1 IZES ZENFTENT
W5,

New Bounds in Secret-Key Agreement: The Gap
between Formation and Secrecy Extraction
(Renato Renner, Stefan Wolf)

Alice & Bob & Eve B Z N EFNWEFEH L LTX ¥ Z
PEOTWVARENLAZ—FL, TXTOA Yy E—
T Eve WEIEE N TWB R T T, Alice & Bob 23T
By FO#% Eve ICH LN TICHAF TE D A (Secret
Key Rate)% £ % 5. Maurer93 i3 Z DL — B X, ¥, ZIZ
X » T % % Intrinsic Information &\ 5 BT ERMB &
26 B & Lin, FF 5L Reduced Intrinsic
Information £ WO BT, LW &AM LRV EZLR
BLELTWD. ZD&EIT Alice & Bob 371 b
BUTHEBRZERTI2RNOBACERL TS,

2.15. Secure Multi-Party Computation II
(chair: Yvo Desmedt)

Round Efficiency of Multi-Party Computation with a
Dishonest Majority (Jonathan Katz, Rafail Ostrovsky,
Adam Smith)

Plain & F /L D F T, static 7>~ passive 2 + A (<n)
OREMBAEZECZFLTEHT YV PO LF =T
SHEIEBRTXDAZILENRENATVD. EFLHOD
H AR Coin flipping (2 & » CRS (Common Reference
String) £ T 5 7 =— X &, Canetti H O STOC’02
DiERE AT CRS EFADF T AT =T 13
BEREFTTL7=—R G, REFIBE % static
D3> passive ICFBET D Z & T coin-flipping & < /v F
NR=F 4 HEEHE TV FTREAL TV S,

Efficient Multi-Party Computation over Rings (Ronald
Cramer, Serge Fehr, Yuval Ishai, Eyal Kushilevitz)

BLECOTALF =T 4 FEOERIEICOVTH
CTWa. BAMHS>HEEIR, LKL RFHBE
Wi, DEPBLIRDIEDELEEBEL TS, EH
Sy RO T8 —F 3 H & LT Ishai-Kushilevit
@ Randomized Polynomials % Branching Program O 5 iR

ERERRL, BlE LT max MEOIHREHRISENT
EHEBAENTND.

2.16. Group Signatures (chair: Henry Gilbert)

Foundations of Group Signatures: Formal Definitions,
Simplified Requirements, and a Construction Based on
General Assumptions (Mihir Bellare, Daniele Micciancio,

Bogdan Warinschi)

IN—TBHEIOVTRREZ DN T tRA R
B {3, Full Anonymity & Full Traceability ® 2 22/
#HENABHIZ L &AL, trapdoor permutation 721 & RE
FTHRIZ2ODBEHEZMI-T IV TBENERTED
ENFEIRNTVS.

Extracting Group Signatures from Traitor Tracing

Schemes (Aggelos Kiayias, Moti Yung)

7 N— 7B & Public Key Traitor Tracing O R ® X
X% % $5 7% L, Public Key Traitor Tracing 2* 5 7 v — 7
ELICEBRTES L EERL TV DS, Boneh-Franklin %
EHWTICTNITBELY A XB TN —T A NEIKTF
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2.17. Rump Session (chair: Stanislaw Jarecki)
* Cryptanalysis and Other Daring Attacks

Cryptanalysis of Augot and Finiasz Cryptosystem of
Eurocrypt 2003 (Jean-Sebastien Coron, Gemplus, France)

Cryptanalysis of the General Approach of the
Polynomial-Reconstruction Based Public Key System
(Moti Yung, Columbia University, joint work with Aggelas
Kiayias) ’

Cryptanalysis of the Alleged SecureID Hash Function
(Alex Biryukov, KU Leuven, Belgium, joint work with
Joseph Lano, Bart Preneel)

On the Lenstra-Verheul Guidelines for Selecting Key
Sizes (Alain P. Hiltgen, UBS, Switzerland)

A Linear Distinguishing Attack on Scream (4/exander
Maximov, joint work with Thomas Johansson, Lund Univ,

Sweden)



Cryptanalysis of the Solitaire cipher (Marina Pudovkina,
MPEI Russia)

(1) Chemical Combinatorial Attacks; and (2) PKZIP RSA

(David Naccache, Gemplus, France)
* Public-Key Crypto

Lower Bounds on the Efficiency of Encryption and
Digital Signatures (Rosario Gennaro, IBM, USA, joint

work with Yael Gertner, Jonathan Katz)

How to Fool an Unbounded Adversary with a Short Key
Even Better (Adam Smith, USA, joint work with Yevgeniy
Dodis)

Public Key with Single Key per User with Escrow-
Encryption and Non-Escrow Signing (Moti Yung,
Columbia University, USA, joint work with Homin K. Lee)

Sequential Aggregate Signatures form Trapdoor
Homomorphic Permutations (Hovav Shacham, Stanford,
USA4)

Parallel Signcryption from any trapdoor permutation
(Yevgeniy Dodis, USA, joint work with Michael Freedman,
Shabsi Walfish)

Subgroup Signatures and Constant Size Ring Signatures
(Yevgeniy Dodis, USA, joint work with Aggelos Kiayias,

Antonio Nicolosi, Victor Shoup)

* Announcements about Standards, Standard Groups,

Conferences, and Plagues

New European Schemes for Signatures, Integrity, and

Encryption (Bart Preneel, KU Leuven, Belgium)

2nd International Security in Storage Workshop (James
Hughs)

IEEE Security in Storage Standard Group (James Hughs)
RusCrypto (Anatoly Lebedev, LANCrypto, Moscow)

ASIACRYPT 2003 (Chi-Sung Laih, Taiwan)

* Exotic, Quantum, and Multi-Party Stuff

Secure Multiplication of Shared Secrets in the Exponent
(Rosario Gennaro, IBM, USA, joint work with Mario Di
Raimondo, U. of Catania, [taly)

Graphs in cryptography, protocol for new optics (Kamil
Kulesza, Polish Academiy of Science, joint work with
Zbigniew Kotulski)

Geometry of Compact Manifolds in Cryptography (Laszlo

Csimras, Hungary)

On the Power of Quantum Memory (Renato Renner, joint
work with Robert Konig, Ueli Maurer)

Cryptography, CS, and Quantum Computing Research
Program Testing (Steve Meyer, USA)

Honey, I shrunk the Bank Notes (Marc Joye, France, joint

work with David Naccache)
* Ciphers

Twirl Twiddles Too (Arjen Lenstra, joint work with Hughs,
Leyland, Dodson)

On the Additive Differential Probability of Exclusive-Or
(Johan Wallen, Finland, joint work with Philippe Dumas,
Helger Lipmaa)

The unicity distance of GI stream ciphers (Marina
Pudovkina, MPEI, Russia)

Rabbit: A New High-Performance Stream Cipher (Ove
Scavenius, Cryptico, Denmark, joint work with Martin
Boesgaad, Mette Vesterager, Thomas Pedersen, Jesper

Christiansen)

On Designing Fast Ciphers Based on Data-Dependent
Operations (Nick A. Moldovyan)

Now that FAGCI is dismissed, what follows? (4natoly
Lebedev, LANCrypto, Russia)



