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Abstract As more services are provided digitally and digital service providers collect more information about
users, potential privacy problems are on the increase. This is particularly true when users have to present some
form of electronic token in exchange for a digital service. One way to address privacy problems is to provide digital
services anonymously. The problem with many previous anonymous token services is that once a token is issued,
for a particular value, it cannot be modified in any way other than to decrease the amount of credit associated
with the token as it is spent. In this paper we propose a system for "refreshing” tokens anonymously, which allows
the holder of a token to request that the issuing organization reissues a modified token in an anonymous way. The
new (refreshed) token includes the same embedded user identification as the original token. Unlike most previous
schemes, this allows anonymous tokens to be used for applications such as foreign exchange, where tokens may need
to be exchanged for refreshed tokens issued in a different monetary value. This scheme also allows anybody to check
the validity of the token (not just the token issuer). We also demonstrate how refreshable tokens can be optionally
linked, without compromising the anonymity of the owner.

Key words Electronic cash, Privacy Protection, Anonymous Authentication

—359—


研究会Temp
テキストボックス


1. Introduction

More and more consideration has been shown to privacy
problems as the use of digitized information and services has
become more and more of the part of our everyday life [6] [7].
To address this problem, each user (customer) should be per-
mitted to control the accumulation of digital records relat-
ing to their digital activities. While legislation and privacy
policies go a long way towards providing a sympathetic in-
frastructure, they can only discourage service providers from
accumulating personal data. One way of actually prevent-
ing service providers from being able to keep records of user
services is to enable service to be provided anonymously.
Anonymous authentication has thus received a lot of re-
cent attention in the form of various anonymous credential
schemes.

Most credential schemes are based on users obtaining
signed credentials from organizations and then later demon-
strating possession of these credentials in exchange for ser-
vices. Such systems are said anonymous when the organiza-
tion verifying the credential cannot determine the identity of
the presenter of the credential. Some authors have consider a
fuller notion of anonymity to mean that transactions carried
out by the same user cannot be related [2] [3] [4].

In many credential schemes an organization needs to check
whether a user has got the right to be provided a service by
the organization only once, at the beginning of the transac-
tion. Such tokens are essentially ”one-purpose” tokens that
do not change in any way during their period of validity. This
type of token is enough for many situations, such as a token
granting access to an event (such as an online film presen-
tation) or demonstrating the validity of an attribute (such
as student status). In other situations, however, this type of
token is not sufficient. There are many situations where it
might be desirable to be able to "refresh” a previously issued
token:

¢ Renewable credit: In certain applications a spent
token is automatically renewable. For example, in a loan
service such as an electronic library it may be the case that
once a book has been returned the token used to borrow it
should be renewed. In this type of application a user might
want to use digital tokens to anonymously borrow books,
while the library may want to restrict the number of books
out on loan (and hence tokens issued) without compromising
the anonymity of the user.

e Exchangeable value: A user may wish to anony-
mously change the representation of value contained in some
digital tokens. A foreign exchange service, for example, may
take digital tokens issued in one monetary system and con-

vert them into digital tokens in another enumeration. This

type of application might also arise with prepaid money to-
kens and store loyalty points.

e Anonymous change: A special case of the above
example is when an organization receives an excess of tokens
in one "currency” from a user who is paying for a service. If
the organization wishes to refund the user then they could
return the excess tokens, however this would result in the
possibility that the organization could note the token details
and link the current service provision to a future payment
by the same user using the returned tokens.

e Change of token details: Values relating to an is-
sued token may be subject to change. For example a token
may have an expiry date that, under certain conditions, can
be extended. In such cases a user will need to literally "re-
fresh” the token by submitting it to the issuing body and
having the current token renewed.

¢ Anonymous termination of service: By requiring
periodic refreshing of tokens, it becomes possible for a server
to terminate the provision of service to a user anonymously,
without revealing the user’s identity, simply be refusing to
refresh tokens to users who have acted maliciously.

Note that several of the above situations can be addressed
simply be issuing new tokens to users. The problem with
this solution is of course that most credential schemes can
only issue new tokens to identified users. The applications
that we have in mind are those where users wish to user
the service anonymously, and hence be able to refresh tokens
without revealing their identity.

1.0.1 Our Contribution

In this paper we propose a new refreshable token scheme,
where each token contains an embedding of the user’s iden-
tification. This embedded identity is not revealed to anyone
(including the issuer) when the token is verified. Further,
such tokens can be refreshed anonymously. It is thus possi-
ble for an organization to receive a token from an anonymous
user and refresh that token in such a way that the user’s
identification remains embedded in the refreshed token even
though the organization does not know who the identity of
the user. Any application using this refreshable anonymous
token scheme operates broadly as follows:

(1) When a user wants to be provided a service from an
organization, the organization issues a token to the user.

(2) The user immediately refreshes the token in such a
way that the issuing organization can no longer identify the
user from the token.

(3) When the user requests an anonymous service from
the organization, the user pays for the service by submitting
the token to the organization anonymously.

(4) If the user wishes to "refresh” the token for any rea-

son (for any of the reasons discussed previously) then the
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user is able to do so anonymously.

(5) If the same token is used twice then the user’s identi-
fication can be revealed, even if the token has been refreshed.

Our scheme also has the following optional extension.
From a privacy perspective, unlinkability of electronic tokens
prevents a service provider from linking transactions by the
same user and conducting profiling of user data. However
it is possible that certain users might choose to allow token
spending to be linked, possibly in exchange for discounted
service. Our scheme can be modified in such a way that
users can optionally choose to make their refreshable tokens
linkable, in the sense that the service provider will be able
to tell that a refreshed token is related to a previous token,
even though they will still not be able to identify which user
these tokens are associated with. For this reason we refer to
this extension property as optional linkability.

We have already suggested “Refreshable” in some papers
[13][14] [12]). This paper show the new definition of “Refre-
shable” and the balance of “Full Anonymity” and “Optional
Linkability”.

2. Preliminaries

In this section we define the Vector-DDH Problem [11],
which is equivalent to the well-known Decision Diffie-
Hellman (DDH) problem. The Vector-DDH problem is a
multiple term extension of the DDH problem. This result is
extensively used in this paper to blind a vector of elements
in a multiplicative group with large prime order.

The Vector-DDH Problem has already explained in [14]
[13]. Then, we will show the definition of the proposition
which is the most important point of “refresh”.
[Proposition 1] (ZKP-EQDH: Zero-knowledge proof
of the equality of DH exponent) Let G =< g >
be a cyclic group generated by g of prime order g. Given
(g%, ¢° g“l.gbl) as the common inputs to a prover and a ver-
ifier, there exists an efficient protocol such that a prover with
witness a, b,a’, b’ can prove to a polynomially bounded veri-

fier that g°® = ¢g*’* without revealing a,b,a’, b or g°°.
3. Informal Definition

Now, we will explain informal definition of our scheme.

Refreshable Tokens Scheme is a token scheme which is an
expansion of electronic cash scheme and the two-party pro-
tocol, the user and the organization.

“Refreshable Token Scheme” RT = (RTkcyGeneration-
RTrssue, RTR freshy RTverify. RTPrecents RTTrace) consists
of six polynomial-time algorithms. We will explain about
these algorithms informally. RTk yGen ration is a key genera-
tion algorithm for the organization. RT7,... is a registration

algorithm for the organization and one user. that does not

have to do with all users for this protocol. Thus, the organi-
zation could issue the user’s ID each time when the user or
the organization promises this user can be a member of this
protocol. Also, after RT7ssue. the user gets a pseudo tokens
to, which is not anonymous(,and then should do RTRefresh
for getting anonymous token). RTRefresh algorithm is on in-
put a token t; which is for getting to be provided the service
by the organization, and on output a next token t;. If t; = o,
and then the organization might not be provided the service
because to is not anonymous so a privacy information of the
service is unveiled. Thus, this is depends on a contract be-
tween the organization and the user’s. t; and t; are elements
of T which is a set of all tokens and no linkability. Also,
another outputs of RTRefresh, Which is t;, is transcript for
double-use traceability. RTpresent algorithm is that the user
finishes the service provided by the organization on outputs
transcript. RTrqce is for tracing algorithm, if the user used
same token twice, then the organization gets two transcripts.
RTverify is a verification algorithm that check the token is
valid or not on input ¢t and on outputs 0 for valid and 1 for
invalid.

We will explain about the difference between RTrefresn
and RTpresent- That is RTRefresh to continue to provide
the service, and RTpresent to finish providing the service.

3.1 Requirements

We will show the security requirements of our scheme in
the following:

e Full Anonymity: Let be t;,t; € T tokens controlled by
the service provider Bob, then it is computational infeasible
for the adversary Bob Ad to decide without the user Alice’s
help weather t;,t; are related by same person Alice.

e Double-Use Traceability: Let be t € T a token, it is
efficient unveiled the adversary’s name i € [n] to use same t
twice: © = RTTracc(t, transcripto, transctipt,) even if some
adversaries without Bob colludes and correct their all tokens.

We will discuss about the difference between previous
scheme and our scheme.

All previous schemes are able to check whether the user
has got the right to be provided the service by the organiza-
tion only at the beginning of transaction. This property is
not suitable for some situations. We have already discussed
some application for our procedure in section 1. Thus, we
will show how this property is possible from technical view.

Our scheme properties are Full Anonimity and Double-use
Traceability, then as same as most previous anonymous cre-
dential schemes such as electronic cash scheme [1] [5][8] [9]
[10], multi-show credential scheme (2] [3][4]. The difference
is that our main point is the token is able to refresh holding
with double-use traceability, however, the token holder, that

is the user, does not have to show the user’s identification
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when refreshing the token. In off-line electronic cash scheme,
when the bank, that means the organization in our scheme,
issues the new coin, the user has to show the user’s identifi-
cation. That is because the bank has to check that the coin
is included the user’s identification to the coin for double-use
traceability. In our scheme, the organization, who is called
Bob, could issue new token with the same hidden privacy
information as the previous token, hence, the user, who is
called Alice, can get the new token related to previous with
Bob’s help anonymously. However, Bob cannot know the

previous token and the new token are related, unlinkability.
4. Definition

In this section, we will notate and define our scheme: “Full-
Anonymity”, and “Double Use Traceability”.

If k € N then 1¥ denotes the string of k ones. If n is an
integer then [n] = 1,...,n. If Ad is a randomized algorithm
then [Ad(z,y,...)] denotes the set of all points having posi-
tive probability of being output by Ad on inputs z,y, ... and
by z « Ad(z,u,...) the result of running Ad on the same
inputs with freshly generated coins.

Also, we will define a function f : N — N which is
polynomially bounded and polynomial-time computable. If
f: Az X By — C; x Dy, then f is a function that A denotes
z’s a set of input, B denotes y’s a set of input, C denotes z’s
a set of output, and D denotes y’s a set of output.

“Refreshable Token Scheme” is in its basic from two-party
protocol between a user, Alice, and an organization, Bob.

4.1 Security Definition

Let Y be a set of public key, S be a set of secret key, T' be
a set of possible tokens that is message and signature pairs,
W be a set of witnesses, and TR be a set or transcripts.

“Refreshable Token Scheme” RT = (RTkeyGeneration,
RTisoue, RTRefresh, RTverify, RTPresent, RTTrace) consists
of six polynomial-time algorithms:

[Definition 1] (Refreshable Tokens Scheme)

RTKeyGeneration: 1k - {¥,S,[n]}Bob On input a security
parameter 1%, this probabilistic polynomial-time algorithm
outputs the initial public key Y (including all system param-
eters), the secret key S for Bob, and the number of members.

RTr1ssue:{Y,S [n]}Bob — {(3, T, W)}atice,Bob A protocol,
on input ), S, [n]. Alice’s outputs are T which is a set of
Tokens, and W which is a set of witness for T

RTrefresh:{Y, (T, W)} atice X{¥, 8} Bob = {T', W'} atice X
{TR}go» A probabilistic polynomial-time algorithm that
takes T which is a set of tokens, and W which is a set of
witness for T[i,k], Y and , S which is known by only Bob,
and outputs (7", W) for a set of new tokens, and T'R for Bob
which is a set of transcripts of T'.

RTverify:{Y.t € T} — {0,1} A probabilistic polynomial-

time algorithm that on inputs Y, t € T and outputs valid or
invalid.

RTpresent{V, (T, W)} atice X {¥}Bob — {TR}Bob A prob-
abilistic polynomial-time algorithm that on inputs T'[i. k],
Wi, k] and outputs TR[i] for Alice which is a set of tran-
scripts for T'[i, k].

RTrrace:{t € T,transctipto, transcript; € TR} — i € [n]
A polynomial time algorithm that on inputs (¢ € T'[i]) and
(transcripto, transcript; € TR[i]) and outputs 1.

In using RTRefresh algorithm, inputing data t € T
and outputting data t' € T are related the same Alice’s
witness W, on the other hand, Bob cannot see witness
information W. These token data t,t' are constructed
(msg, sig), (msg’, sig’) pairs, which msg is a message and
stg is a signature for msg. Also, This sig should be blinded
because t and t' are unlinkable. Thus, Alice creates by her-
self msg’ using her witness, then Bob signs for msg’ blinded.
However, before being signed by Bob, Bob has to check
whether msg and msg’ has been including same witness W.
This is because Alice could cheat to Bob that msg’ has the
witness. Then, after Bob sign msg blindly, Alice gets the
new token ¢'.

This concludes Zero-knowledge proof of the equality of DH
exponentl and Blind signature such as Schnorr signature [1].

We will show the new property for optional linkability in
section 6..

4.2 Requirements

We say that ¢t
RTRefresh (Y, S, t, w). Wesay that t € T is a valid token with
respect to Y if RTverigy(Y,t) = 1. However, after RT7ssye,

Alice has got a set of tokens which has no anonymity be-

is a true token such that t =

cause only Bob creates by himself the token. Thus Alice has
to do RTRefresh procedure to get a new token which has
anonymity. Then Alice’s anonymity is protected.

The scheme must satisfy the following correctness require-
ments: For all k € N, all (¥ € [RTkeyGeneration(1¥)]), all
n €N, all i € [n], and all t € [RTIcsue(V, S, 1))

RTverify (Y, RTRefresn(Y, S, 1)) =1
and,
RTrrace(RTRefresh(Y, S, ), RTRefresn(Y, S, 1)) =1

. (If RTRefresn is substitute for RTPrcsent, RTTrace returns
i)

We will discuss about “Full Anonymity” and “Double Use
Traceability”. Informally, in our protocol, “Full Anonymity”
is that it is computationally infeasible for a probabilistic-
time adversary to find Alice’'s identification from any to-
ken even if the token has done polynomial-times RTgefresh

oracle. On the other hand. “Double Use Traceability” is
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B )

(S.9) — RTKeyGeneration(1¥)

(St, to. witnesso, t1. witnessy) «— AdRTR:fresn(Y2) (choose. Y, S)
((transcripty), (to, witnessy)) «— RTRefrccn((S). (to. witnesso))

((transcript), (t;. witness])) «— RTRcfresn((S). (t1. witness1))

d — AdRTrs sh (quess, St. transcripty, transcript}, t,)

If Ad did not query its oracle with t in the guess stage then return d EndIf

Return 0

Fig. 1

Experiments: to define Full Anonymity of Refreshable Tokens Scheme RT =

(RTkeyGeneration: RT1ssue- RTRe fresh, RTv crifys RTPresents RTTrace)-

that a probabilistic-time adversary is efficiently unveiled by
a double-used token even if the token has done polynomial-
times RTRecfresh oracle.

4.3 Full Anonymity

In our protocol, Full Anonymity is it is computationally
infeasible for an adversary Bob who choose two tokens and
transcripts to decide whether t engaged b using RTRefresh
oracle.

4.3.1 Anonymity Experiments

To use Refreshable Tokens Scheme RT = (RTkeyGeneration,
RTissue, RTRefresh, RTverify, RTPresent, RTrrace), ad-

versary Ad and a bit b we associate the first experiments

anony—b
Ezppr da

takes as input public key ) and Bob’s secret key S. During

(k) given in Figure 1. In the choose stage, Ad

this stage, it can also query RTRefresh Oracle on a token of
Ad’s choice, and it is required that at the end of the stage
Ad outputs two valid tokens and witness (to, witnesso) and
(t1, witness1), to.t1 € T and witnesso. witness; € W. In
the next stage. Ad gets next token and witness to, witnessy
from to, witnesso and t),witness; from ti,witness;. The
goal is to guess ty or t; which of previous token to or t; has
refreshed RTRefresh-
That means:
o (8,)) are sellected by RTk.yGeneration according to
its internal coin flip.
e An Adversary Ad chooses two tokens to and t; and
their witnesses wo and w; interacting with RT oracles.
e Two tokens to. and t; are refreshed RTR.frcsh-
e Ad guess d after seeing to and t1 by Ad.
We denote by

AdvETaa = PrlEzpintss' (V) = 1]- Pr(Expiy g (V) = 1]

the advantage of adversary Ad in breaking the Full
Anonymity of RT.

4.4 Double Use Traceability

Double-Use Traceable is it is efficiency unveiled to use same
t twice even if some adversary without Bob colludes and cor-
rect their all tokens.

4.5 Traceability Experiments

We will define Full Traceability using Traceable Experi-
ments of Figure 2. Here, Ad On input ) which is a public
key, Ad starts its attack by adaptively corrupting a set C of
members. The tokens of the members that are corrupted and
their number is entirely up to it. At the end of the choose
stage, the set C contains the identities of the corrupted mem-
bers. St contains all tokens of C. In the guess stage, the
adversary attempts to produce (¢, w), and we say it wins, if
t is a valid token, but RTrrqce algorithm return some valid
user identity ¢ such that ¢ ¢ C . Otherwise, the experiment
return 0.

That means:

e (8.Y) are sellected by RTkeyGeneration according to
its internal coin flip.

e Let C be a set of Ad’s members, then adding new
member j to C for joining polynomial-time numbers of Ad-
versary.

e Let K be a set of tokens by j, then adding K to St as
many adversarys as possible.

e An Adversary Ad chooses new token (t',w’) interact-
ing with RT oracles.

® RTrrace is impossible to truely return Ad’s name using
wrong (t', w').

We define the advantage of adversary Ad in defeating Dou-
ble Use Traceability of the RT by:

Advitiaa(k) = Pr(EzpRriaa(k) = 1]

and say that RT is Double Use Traceable if for any
polynomial-time adversary Ad, the two-argument function

Adv£%a(. ) is negligible.
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trace

Exprraa(k)
(S.¥) = RTkeyGeneration(1)
St — (¥);C «— 0: K «— €;Cont « true;
While(Cont = true)do
(Cont, St, j.1) — AdRTResresn(¥:5:) (choose, St. K)
If Cont = true then
((t,w). () « RT1s5uc((5),S)
C—CuUj
K « (', w)EndIf
EndWhile
(t',w') — AdRTResresh(Y:5:) (guess, St)
IfRTy erify(Y,t) = Othen return 0;
(), (¢transcrypto)) = RTregresn((S), (t',w"))
((.), (transcrypt1)) = RTRefresh ((S), (¢, w"))

If there existsi € [n]such that the following are true then return 1 else return 0 :

1. RTr,qce(ttranscripto, transcript;) =1 ¢ C

2. (t!')was not queried by Ad to its oracle

Fig. 2 Experiments: to define Double Use Traceability of Refreshable Tokens Scheme
RT = (RTKeyGeneration: RTTssues RTRefresh, RTVerify, RTPresent: RTTrace)-

5. Main Construction

‘We will show the main points of construction of our pro-
tocol because we have already showed detail construction
in [14] [13].

RTkeyGeneration

9,7 g —<1F>
Choose x using q
[n] :=<p>
z2—<g,T>
Y:=<g,p,q,2>
S:=<z>

return(Y, S, [n])

RTssue
i—[n]
Parse (g9,p,q.2) as Y
Y, S — parameter(1¥)
return(i, Tz, 0], W[z, 0])

RTv.rify

Parse(g,p.q,2) as Y
Parse(msg, o) as t
Verify(0,1) « (msg,0,g,2)

return(0 or 1)

RTRefresh

Parse(g,p, ¢, 2) as Y

I£(1 — RTverisy(T, W, TR))) then
TR — (T, W)
LW =< W >
msg+—T,9,p.q.2,%
Check (msg, T) has same 1
Parse z as S
g «— msg,S
T’ « (msg, o)
W' — (msg, o)
TR — (T.W)

returm(7T", W', TR')

RTpyesent

Parse(g,p.q,2) as Y
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I£(1 — RTve,i7y(T. W, TR))) then
TR — (T.W)
return(TR)

RTrrace

i + (transcripto. transcripty , t)

return(z)

6. Optional Linkability

In this section we briefly describe an extension to our ba-
sic refreshable token scheme that allows a user to optionally
surrender the unlinkability of their token spending.

Service providers collect usage record so that they can pro-
file the user needs and monitor the service that they pro-
vide. There are many applications where users are happy
to surrender some degree of anonymity in order to gain a
perceived enhancement of service. One obvious example is
points schemes based on store loyalty cards, where users
agree to allow their profile to be developed through linked
transactions in order to qualify for discounts and access to
special offers.

The following enhancement to our refreshable token
scheme allows a user to choose to permit linking of trans-
actions, while maintaining a degree of anonymity (meaning
in this case that the organization can link token spends with-
out knowing the identity of the user whose token spends are
being linked). This property can be achieved while contin-
uing to offer double spending traceability. As this property
is "opt in” from a user perspective, we refer to it as optional
linkability and informally define it as follows:

e Optional-Linkability: If ¢t;,t; € T are tokens that are
embedded with the same user identity then it is efficient for
Bob to establish that these tokens ontain the same user iden-
tity, but Bob is unable to decide the identity of the user em-
bedded in the two tokens. Further, if Alice agrees to link
her tokens, then Alice is unable to refresh tokens that are
unlinkable without Bob’s agreement.

6.1 Solution for this protocol

Optional linkability is easily introduced into the protocol
RT,cfresn in the following way:

e If Alice and Bob decides “linked”. then Bob creates
one-time secret key and public key pair (z,z = g*) and shows
z to Alice.

e When Alice creates her token t, she has to use z.

e Bob is able to check Alice using z, and sign to t.

If Alice’s transaction to. that is the same meaning of using

RTopRefresh

Parse(g,p, q)asy
If(1 — RTyerisy(T, W, TR))) then
22 =g" « Y
Sz
TR — (T.W)
LW =< W >
msg — T,g,p,q,2',i
Check (msg, T') hassame 1
Parse 2’ as S
o — msg,S
T’ « (msg,0)
W' — (msg,o)
TR « (T,W)
returm(T’, W', TR’)

Fig. 3 Construction: Optional Linkability

to token, and t; are linked, then Bob create key pair: secret
key and public key at the beggining of the transaction. That
means, before RTRefresh, Bob creates zo and zo = ¢*° and
Bob and Alice do RTrefresh using zo, zo.

When Bob needs to check which tokens are linked, Bob is
able to search using (o, 20), . . ..

We will discuss the balance between Full Anonymity and
Optional Linkability.

Full Anonymity is that let be t;,t; € T tokens which are
related by same user, then it is computertional infeasible
for the adversary Bob Ad to decide without the user Alice’s
help. Therefore, in the definition of Full Anonymity, if Alice
help Bob for link of two tokens by Alice’s transaction, it is
possible to link Alice’s tokens. Then, “Optional Linkability”
means that if Alice decides to show the linkable to Bob, that
means Alice help the linkable to Bob, then Bob can link these

tokens.
7. Conclusion

In this paper, we suggested the definition of “Refresh-
able Tokens” and showed one construction for this definition.
Nowadays, the service provider needs more consideration of
understanding of consumer’s tastes for providing the service
because of diversity in individual value. However, to collect
and acumulate the consumer’s tastes are threaten to invade
the provacy of consumer. These ballance have got a lot of
problems. Our solution is just one solution so we needs more

another solution depends on situations.
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