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Efficient Traceback Method for Detecting DDoS Attacks
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Abstract The amount of damage by illegal access is increasing with the spread of the Internet.
Especially the DoS (Denial of Service) and DDoS (Distributed DoS) attacks cause system down and
often have serious impacts on the society. Various attacker detection techniques have been proposed
until now, of which characteristics in performance and easiness of implementation are discussed in
this paper. Based on the discussion, we propose hybrid traceback method that solves the drawbacks of

the exiting techniques. Advantages of this proposed scheme to the exiting ones are clarified by some
numerical models and experiment.
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