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A Method of Effective Policy Construction for
Context-Aware Authorization

Kensuke Shibata’  Yoshihito Oshima'  Yosuke Aragane’  Atsushi Kanaif
1 NTT Information Sharing Platform Laboratories, NTT Corporation

Abstract In recent years access control system becomes more important to protect the valuable informa-
tion. Authorization is the core component of access control. Along with the multiplicity of environment for
the information usage, the context would become the important factor for authorization. So we develop
context-aware authorization platform which enables dynamic access control. In this paper, we propose
a method of policy construction for context-aware authorization platform. Context-aware authorization
needs continuity during information usage because of the variability of context. Since our platform gener-
ates the policy for continuous authorization automatically, this method saves the policy description cost.
Our method also reduces the load of authorization system because it cuts down the number of conditions
in the policy for continuous authorization.

Keywords Authorization Access Control, Context Awareness, Authorization Policy, Information Us-
age Control
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