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A Packet Filtering Rules Analysis by Decomposing into Matrixes
- Removable and Revisable Rules Detection -

Katsushi MATSUDA
Internet Systems Research Laboratories, NEC Corp.

Abstract

Packet filters are essential for organizations that are connected to the Internet. However, it is difficult
for even security experts to manage the filters, because their configurations consist of a large number of
rules.

In this paper, we describe a novel analysis method using matrixes. The matrixes are the smallest hyper
cubes into which a hyper space including a rule set is decomposed at all boundary derived from every
beginning and end value of each attribute of the all rule. Mapping these matrixes to the rules enables to
find unnecessary rules. We have had an experiment of elapse time of analyzing. The result shows that the
system produces results within practical time up to about five hundreds rules. And also we have detected
44 unnecessary rules from an actual rule set consisted of 525 rules.
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R_ a%uF 20Y 7 - FWMatrixexe
!

application start -- -
execut ion command is FilMat rix.exe J

start time is 2005-11-04 18:57:55
> |d sample¥pol icy.xm!
(4) Loaded sample¥policy.xml.
18 rules found.
> cl

. [Jrraeararnnaaaaaamaaaney >1100%
R’ Mat rix G()eneratmg (2005-11-04 18:58:09) = sxxpxpckopooceoooooeex (2005-11-04
18:58:09
/( C1 Ana\y%ing (2005-11-04 18:58:09) = soxooomckoovorbooonooce (2005-11-04
18:58:09
2k Removed rulel04 because of rulel1B.
Removed rulel08 because of rulel01.

Removed rulel07 because of rulel01.
Removed rulell8 because of rulel01.
Removed rulelld because of rulel01.
Removed rulelld because of rulel01 and rule005 and rulel0D.
Removed rulell7 because of rulel01 and rule005 and rulelld.

5 o [ —— >1100%

:Agt_gégﬁ?neratmg (2005-11-04 18:58:11) = kxeppppkorrprpbboroesiees. (2005-11-04
3 02 el veing (2005-11-04 18:58:11) = xxworenesxoncrrsone (2005-11-04

18:58:12)
Revized rule00] because of rule0].

4 Revized rulel08 because of rulel01 and rulel04 and rule000.
Revised rulell8 because of rulel05.
Remowved rulel05 because of rule000.
> =

Microsoft Windows Xp 4 1
Microsoft Visual C++ 6.0 cl
c2
c2
cl
SCCML[8] 3 018
3 rule000
Cisco 10S cl ”Removed rule004
because of rule016”
rule016 rule004
Verbose
Concealed

rule015  Verbose Concealed

c2 cl
! policy
001 deny ip 10.33.109.0 0.0.0.255 10.26.192.0 0.0.0.255 Cl
002 permit tcp 10.33.138.0 0.0.0.255 host 10.26.195.172 range 20 23
003 permit tcp 10.33.138.0 0.0.0.255 host 10.26.195.172 eq www ruIeOOS
004 permit tcp 10.99.3.0 0.0.0.255 host 10.26.192.3 range 20 21
005 permit ip 10.33.138.0 0.0.0.255 10.26.192.0 0.0.0.255
006 | deny ip 10.33.109.0 0.0.0.255 host 10.26.192.10 range 0 19
007 deny ip 10.33.109.0 0.0.0.255 host 10.26.192.10 range 24 65535
008 permit ip 10.33.109.0 0.0.0.255 host 10.26.192.10
009 permit ip 10.33.109.0 0.0.0.255 10.26.192.0 0.0.0.255 3
010 deny ip 10.26.224.0 0.0.224.255 host 10.26.192.10
011 | permit tcp 10.26.0.0 0.0.255.255 host 10.26.192.9 eq ssh 18 10
012 | permittcp 10.26.0.0 0.0.255.255 host 10.26.192.9 eq telnet
013 | deny ip any host 10.26.192.5
014 permit tcp 10.26.0.0 0.0.255.255 host 10.26.192.10 range 20 21
015 | deny tcp any gt 1023 host 10.26.192.192 eq www
016 permit ip 10.0.0.0 0.255.255.255 10.26.192.0 0.0.0.248 It 1024
017 permit tcp any gt 1023 host 10.26.192.192 eq www
018 | deny ip any any
6
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