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Keyboard input timing analysis using self-organization maps

Atsushi Murakami, Hiroshi Douzono

Computer systems are used for almost all the fields of our life now. The secret data are facing the
dangerous to be stolen, thus the security technologie becomes an important problem now. The password
mechanism is used as the main method of the user authentication of the computer systems, however, the
the passwords may be hacked by irregular users moreover, it can share intentionally in a group, so safety
of the password is inadequate. Then, to take the place of the password mechanism, a biometric
authentication is used. In this research, the personal authentication method which uses the timing of
keyboard input as a biometric authentication is proposed and the timing is analyzed using self

organizing maps.
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BN L7z, ZZ CERLULEHEEZANTERZITY, @&
SERSEE I OW TR D,

2. MM~y

H Ot~ ~ 7 (SOM:Self Organizing Maps) [2] %,
19814F{ZKohonen|Z & » THEE SN -#liliZe LEi & 8%
Za—INVFxy NI—=TTHY, ZRITVBIRDLT—H
DTV BN D, HOFIZIZEL OFRRHY, *
DIEFDOBHTEIT 5 Z LI LV IHFRBFORERZ RS
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3. ¥—F—FAHF¥A IV ITBHEFE

F—R—RNKANDOH A IV THERGTH-DI12F
ARV —T 4 T VATLRTA VR AT AT
LRl 2 DFEEHVDYEND D, AL T
WindowsXP FTHEER#1T - 7=,

F9, FAREICHWS F—R— FAhZEST5 7
a7 7 AEMEKLEZ, F—K— FKADEHRIZ
GetAsyncKeyState %% HWCHUfS L7z,

GetAsyncKeyState BI%xi%, F—AR— KDARHE % FE R
BIIZHUS 3 B Windows APIC, #EDF— (1-2) MNBIE
ENTWED, ENTWARVWREREVEE L TEL
TL b, ZOBEBERANTETFEHETF—BLOV 7 b
F—DAX Y BTV, F—ANERG L, T,
RDISCHii A Ty AT A7 uay 22 BB+ 5H52LT
WindowsXP Gl & RI RE 72 /N D BANL TR OWTE 24T - 7=,

F—R—FNANERETLI 7 a7 F 803K 1DOLY 7
ETT7 7 ANV EITV, ZRENOT —F OEKRIEK

20X 9T B,

13 0.08443 0.08798 0.09755 ..... 0.04580 sagadai
15 0.10785 0.21153 0.10802 ..... 0.08984 0.14006 0.07667 arigatou
15 0.08712 0.02276 0.12870 ..... 0.08134 0.05537 0.07166 kangaeru

X 1: 774 VHDEN

13 0.08443 0.08798 0.09755 ..... 0.04580 sagadai
t T t tf

s push a push ipush Charactar

s release (13th)  string
Number of data
15 0.10785 0.21153 0.10802 ..... 0.08984 0.14008 0.07667 arigatou
4 ' 1 !

a push r push o push u push Charactar

a release o release (15th) string
Number of data

X 2: 774 VOEK
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% 98 . “sdfghjkl’ , ’SdFgHjKl’ , ’sagauniv’ ,
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—PIBEL Ty Z22ENTHDHEEEAT, Rifhk ’ . s
RS T L B TE AT, R 1 .
9 9 8 7 5 6
9 5
t 5 4 6
2 7 5 5 5 10
4 6
e N e e T TR e 7 7 7 1 8 1 1
6 7
e s 10 3 1 9
5 Lk L . A 10 3 8
: . 9 4 4 4
I SR S FITURNI 1 R T ST ] [ S P S 3 10
3 3 10 4 4 3 9
L i La L L L 10
e e dnie Sl e Ll e 2 2 2 8 8 6
e gt Sy Llesendlie Sipde ity

s R VRS X 3: datafile Dz2—H¥F<= v 7 (1)

1 & Fl ol 1 [ SN I PP PR
< 3 H : J - 2 2 1 1 8 8 8 2 2 1 2 2 8 8 6 6
e 2 9 2 9 8 8 7 8 2 1 5 1 8 6 6 6
a e e [ e il e s e o 9 9 9 9 8 8 7T 2 5 5 5 5 8 6 6 6
- 9 9 3 9 9 5 8 2 5 4 5 5 6 6 6 6
i 10 2 2 9 5 5 5 5 5 5 4 1 6 6 6 10
— 10 2 2 1 7 5 5 5 5 5 4 2 6 6 10 10
K3 ZURDANT =D~y T D—H 0 2 2177118111866 110
6 6 6 7 7 7 1 1 8 1 1 3 6 1 1 1
. 6 6 6 7 7 1 1 7 1 3 1 1 9 1 11
kirakira 1 6 610101010 1 3 1 3 9 9 9 9 8
kangaeru kangaeru 8 9 9 9101010 1 4 3 3 3 4 9 8 8
kirakira 9 9 9 91010 10 4 4 4 4 4 4 4 8 8
kousatsu 9 3 3 311010 2 4 4 4 4 4 3 9 9
kirakira 3 3 3 31010 10 10 4 4 4 4 3 3 3 9
kangaeru 9 9 31010 1010 2 2 4 2 2 8 3 9 9
kirakira arigatou 9 2 2 210 8 2 2 2 2 2 8 8 B 6 6
kangaeru kangaeru
arigatou : datafile —Fey
igato X 4 : datafile Dz —¥ < v 7(2)
kirakira
arigatou
kousatsu kirakira 5 4 4 4 5 4 1 7 7 7 2 2 8 8 8 5
arigatou arigatou 5 5 4 8 4 4 4 7 7 7 7 2 8 8 5 §
5 5 8 8 4 4 4 7 7 7 1 9 9 3 3 5
arigatou Kousatsu 1 11 8 4 4 55 1 1 9 9 9 2 2 3
kirakira arigatou 1 11 4 4 4 5 1 1 1 8 9 210 10 10
denatsu 1 11 9 4 2 5 1 1 8 8 8 10 10 10 10
1 9 9 9 9 2 210 10 10 8 9 9 10 10 10
arigatou denatsu 6 6 6 9 9 2 8 810 10 9 9 3 10 10 10
kousatsu 9 6 6 8 8 9 8 8 10 10 10 3 3 3 10 9
kousatsu kangaeru 9 6 6 8 8 8 8 3 610 6 6 3 3 3 9
9 6 6 8 2 2 7 3 6 6 6 6 6 3 3 3
kousatsu kangaeru denatsu
denatsu sagadai sagadai 4 498 2 2377 7 76666686
4 9 9 2 210 3 5 7 7 7 8 6 6 6 6
3 9 9 2 510 5 5 5 7 9 1 6 6 7 7
: 5 2 2 5 5 5 15 9 9 111 7 77
sagadai 5 5 4 4 51117 77118175
kousatsu kousatsu denatsu
denatsu sagadai sagadai ~
¢ ¢ K 7 : Ht%n&MkA D2 —HF< v 7
denatsu sagadai sagadai
kangaeru kirakira sagadai denatsu FE L LTI, AHLTHD o7 CFl73, iz
FETH-oTH, HBAEVENL TWRWILTFHNE 7cicd
W2, 20X RERICR sTeo TRV EEDR D,
M4 : hAEADEEy S LTOHTH Y7 bEMTXTIOLEE, 7 Fr—%
LR OEF—R— FANTDHEND RO PEHIC
P bND,

F 77, T HEY%nY&MkA' O K 9T/ VAT — R{ZiEiE L Ty
HLEWMLTWVWDEEDLNTWEREENIRL > 7= XFHD
A, RBiREEEb2n X —FR—RFE R TADL%E
LTS LI THEL TWIEMICIESSENHT, &
DI DFFTFER D~ v TNT T 2AF — (L& TV &
HERl T 5,
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EHTRTR, B BNR U272 THTH D LA
AETEE LW E b o T2,

HARANDEE, £ O —FIXHREANICE—~TF
FRHWTEBY, 7=, V—7 0 TOXEMERNDS, WEB
T@*ﬁ+if EIZK EE AT HHESITIERITZ N,

Z T, ’arigatou’, ’denatsu’, ’kangaeru’,
"kousatsu’, ' sagadai’ D/XH — O THENT G S A i

b, ANNETGT HEIXEARGE (OLR7%) Toik
L ANEITOI R —~FORBFIEEFRR L T2—HFIZ
ADLTEbotz, ¥, ZOEREB 2o -G
X 10 AThH D203, AiEOHERE & 2EMRE T TIERY
(Rl —=F%2HoHDb N TEhahrolclzd) , £
7= AENTERGEERICEDWVWDHZ E8E 2T 1 ADHTE
D 8EITHOANERBI/7>THbHoT,

At O ERR & FREICHEEZ L~y T EER L, &b
BWHEROLAE L, OEBEWLEEORRZXKE LK 9 I
TnEhord, BRERLEXS, K9 Lbiz, K6 &
gL Chba—¥F T Lic, k7 7Rx&{bEhTEY,
RARAERITH/DL Z ENTET,

TOHRTANNFENERIFAET D, denatsu’,
"kangaeru’, ’kousatsu’ @ 3 /XZ—10%, ANIZXK o TiX
EBEDODANNFIEE R D200, 77 A2 T
N —HFH iz,

Ikt L C, "arigatou’, 'kirakira', ' sagadai’ ®
3 RE =, B~ FOANTTFENR 1 RE— ULIF
ELRNZ L L, ANPERTH D720, —Boa—3
ZRWTEx—AR— RANIDNLZE L TR IS R0 E
bhizEEBEXBND, 272, :l/t”n~5®1§*§)ﬂﬁfﬁiﬁ
B F—R— FASIREFRa—Y (FlzxiFa—H%5)
27 Z AR LENI2hho T,
BEOERT, HbRIFRT—# L LTIE K8OXF
$ kirakira’ OfER & Bbh, 77 AZ{LORLEHE 2
e, RUXTFHNERANTHXF—R—RNASIOX A I
XY, EAERGET D Z EITARETIERV N EE 2

LD, INDOERERE X TLLTF O AFEIEERZ
177

6 8 3 3 3 3 4 4 4777 71077
113 3 3 3 3 41010101010 7 7 7
1113 3 3 3 31011 21010 7 7
1 11 8% 38 6 81010 10 10 2 10 10 10 7
6 6 3 6 6 6 31010110 2 2 2 7 6
6 6 6 6 6 6101010 8 810 210 6 &
6 6 6 6 6 61010 2 2 8 8 8 8 6 6
6 0 6 6 68 6 22228811686
9 0 6 6§66 22226268 1111
106 06 6 2 2 2 2888 3 3 11
1 9 9 9 55 2 2 888 8 3 3 11
1 0 0 0 665668 8888 38 3 1 1
1 0 9 9888 4438 81 3 111
1 3 0 4 4 4 4 4 4 477 7771
6 86 86 4 4 4 4 4 477777717
6 6 6 3 4 4 4 4 477777 T7A1

¥ 8:kirakira Dax—HF<=v 7

"kirakira’,

31 33 3 3 6 477 7110 710 2
315 113 9 487 7101 9 2 2
35111198 88 7110 2 4 3
5 55 11156 88 9 9 2 4 48
8 55 11156 66 9 2 2 4 48
9 9551556 66 2 2 26 409
9 5 55 5 5 5 3 36 2 2 26 4 4
4 4 4 8 8 8 3 3 33 2 2 26 4 4
4 458 8 310 3 3 6 6 9 3 8 8 4
4 4 58 31 210 4 6 6 9 3 4 8 6
6 7 7 6 3101010 4 6 6 4 2 4 8 8
7 7 7 6 6 3 3 4 4 41 3 3 5 5 6
6 7 7 6101 6 6 410 7 7 2 3 510
0 7 7 710 6 6 7101010 2 2 2 10 10
10 7 7 310 6 6 7101010 2 2 7 10 10
2 1 3 3 3 36 4 71101 7 7 710
X 9 : denatsu D —¥<o 7

5. {EARIEEBR

Yk 1@)\muuﬂ£3§€ﬁ@%¢%% /\%)o H'JEDT@@F*}T—
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Eﬁhéﬁ\ HE D= ZF OO EZEIC DWW T HERG
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F7-, A CIERE LT — 4222 THW T v
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wm%ﬁﬂ\fﬂw\ BAEA OT —Z 2 —FiL\ 2=
v MZTZ U S —YFEEN, AN LTz=2—
PEELWE XSO E LT,

iﬁx\ %?‘B Ey l/fx_y%ﬁuux uEF(szU@i?ﬁ
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"Ht%n&MKA” &, &b Bvo 72 datafile’ O NFBFEE 1T
ST, FhERFE L, R2IT7-T, £1TIEIARAZ
ARNL00%ICRDANELT 0%DANE->
77o 212787 datafile’ IZARANZAZEAN 100 %D
AR 24380, SOMTOMPFERNPKBESNTND EHE X
5D,

WIZ, B—<FOHFEIZONT, SOMDMEATFERD . i
L) 572" denatsu’ &, b Lo 72 kirakira OfE A
HBILEIToTo, TNENFK S, K4IRT, F1, £2
LR, RAZARE ERY XY RWERIZR->TWD,
72l RAWKZBOTEH, RAZAEDI100%E 725 TV
HHDIFE2 ANTHY ., RAZAENTIENOZ—FIZB LT
W 2BIANLTH S ZIEREEATRETIIRW N EEZ BN
5o AZAEHEARANZ AEN GO —F TIENLA T &

FMEL 7o TS, 2D LD RfERICIR ST HK OO
Lo LTERFEREZOND, SRIOFERTIE, 4
TOHGEZIEFRICETANTDIZ &%SEﬁUﬂLTT
— 2 BB/ LN, BBIPHEREICR-72 X ThH
BAIOE TR E TLEW, HEDHI i]\ﬁﬁ‘iﬂhfé
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= 1 : Ht%n&MkA %8 A\FERFEICH WK R

FAF AR | F AT W% | A F A
Lsari 88.7 333 00
Lsar2 0.0 100.0 222
Usard 00 100.0 167
Lsard peiche) 68.7 36
Usars peichc) 68.7 222
Lsarg peiche) 68.7 333
Usar? 0.0 100.0 56
Lsard 00 100.0 167
Usars 0.0 100.0 00
Usarid 0.0 100.0 16.7

# 2 :datafile Z R AGRIEICA W /SR

FAEAE | FAETEE | A E AN
Lisart 0.0 100.0 00
Usar2 0.0 100.0 44.4
Lisard 0.0 100.0 16.7
Lisard 333 857 58
Usars 0.0 100.0 00
Lsans 857 333 00
LUsar? 100.0 0.0 00
Lsars 333 66.7 3.3
Usarg 0.0 100.0 56
Usario| 1000 0.0 00

# 3 : denatsu ZEARIEICHAWVWERER

FAF A | EAET S | A A8
Lsar1 100.0 0.0 00
Lsar2 25.0 =0 238
Usard 00 100.0 8.5
Usard 0.0 0.0 4.8
Usars 25.0 a0 8.5
Lsarg 0.0 100.0 8.5
Lsary =0.0 =0.0 14.3
Lsarg 0.0 0.0 9.5
Lsarg 25.0 2.0 48
Usarid 75.0 25.0 8.5

# 4 : kirakira ZEAFRFEICAWERER

FAEAR | TAET RO | BAE AR
Lsari 50.0 50.0 00
Usars 100.0 0.0 4.8
Usard 250 75.0 15.0
Lisard 100.0 0.0 4.8
Usars 0.0 100.0 4.8
Lisars 750 5.0 4.8
Lsar? 750 25.0 95
Lisard 750 25.0 95
Lsarg 75.0 25.0 4.8
LsariQ 75.0 25.0 4.8

HBICEHT-ICHBRE 1 04D u /(LA BFRESH,
BBRF 1 0 ANRBIC8EITOANLTH b o/eT —
5 5 I CRAEER AT o - fE A% 5 105

& 5 HFBOARIEEARIEICAVWEER

FAE A | TAET R | A F AN
Lisari 100.0 0o 00
Uisara 100.0 0o 00
Lisara 100.0 0o 2.8
Lisard 750 25.0 28
Lisars 750 5.0 111
Lisars 50,0 50.0 2.8
Lisar? 100.0 00 58
Lisars 100.0 00 58
Lisarg 0.0 100.0 58
Lsarig 50,0 50.0 111

— ANEBRIFIZEARANZAZEILS 0% &8z, A A
RBHEL, F—FR—RFNANOZA I 7 & HNT{A
ANBBREF RN TE A AREMEEZ R T Z N TEZLEF
25, Fl=. SEIOERTIISOMZ AV CREAEFEER
EBIRoTND, BTCOANT—FRENILOL=
v MIFBIND LT 95 R T, £k, SOMAEIEFE
FEIZIEMWTWS Ry N =7 TIERnE Nz 5,
DD, SOMDFEFERN HEEHENSR S — 2 L3
EATZ DRRZOFM L ABMICIE L, FRREV AT
LEBERTOIMLERNDHD EEZBND,

6. £L®

KX TlE, ¥—A—FAIIOZA I TE2HNE
EAGBRES U AR E1TV, A U355 4% A
WTHF—FR—RFANOXA I TIZEY, AL
WFECE D AREME A R LT, S E LT, FREDHk
BIDF EOTWVHFER Y, SBIZT—FENEL,
T2 Z EMBFET NG, £, F—AHK— NI
IR —7e EEE TS A %< 95
TeEN, SBOMETH D,

BE IR

1) http://www. biometrics. org/

2) T.adkxry’ HOMBIL~ > 7 (SELF-ORGANIZING
MAPS) 7, (1996)
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