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Abstract Recently, the sender domain authentication protocol DKIM (DomainKeys Identified Mail) attracts much
attention, in which the sender domain adds a signature header generated from headers and body of the original
email, and the sender domain authentication is achieved by a verification of the signature. Since DKIM does not
require PKI, and it can be used as a SPAM protection different from previous content-based methods, DKIM is
actively being standarized by Yahoo! and Cisco. However, it is pointed out that a verification will fail when head-
ers are chaged before it is reached to the receiver, and carefull treatments are reuiqgred when DKIM is applied to
mailing-lists. In fact, it is strongly recommended in the standarization that a mailing-list domain should add the
signature to the revised email. This article proposes to combine DKIM and PIAT, the partial integrity assurance
technology proposed by Yoshioka and Takenaka, so that the original sender domain authentication will be successfull
even when headers are changed by a mailing-list domain but a signature is not generated to the revised email.

Key words E-document, sender domain authentication, SPAM, DKIM, partial integrity assurance technology,
PIAT
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1. FL®HIC

A a—3y MR, BT A A IVEHT LWEESER (1
V73) kroTw3. BFASLOBROHRL LT, BRE
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BORRT R LTV AL, HIZOFMASRENT &, R
EHBETERNT LHE, HLWHEARNAZNTNS.
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ARBER AL Y) BAVBARDENRENTVS. FIRE
SIDF (Sender ID Framework) {& Microsoft ic & - TR
e P 7 RLAR—ZADMEIERHTH 5 5 [5), ROt
Bilc & o TEEMBNIT &%, MEAANVRELSBETE
BOr—ANBBETERENS, IS HRTBRIRESTVE
v, {ti5C DKIM (DomainKeys Identified Mail) (358 F
4 Y _R—ADBEAKTSH D (1), Yahoo! HESMERL TV
DomainKeys & Cisco % ZHMRER L T\ /2 Internet Identified
Mail (IIM) 2H& LHificH 3 (772 URHEMICE DKIM
i DomainKeys {55 LT\5). DKIM Tid, BFAANLOD
EEEQ ALY BEERALY) BASNVOANY X LRT A
ADBERER L, FOMEE DKIM-Signature: Ny HEL
TR 5. SEBRTOBLERET ST L TFASVRE
EFSU, Ok EHEFHOLMBIIRE KA D DNS
Y S BIRT B 72, PKIICHARTRAT 3 b OMES
BV EAFENTVS. TOk®, Yahoo!, Cisco, Sendmail,
PGP DEWic k- T, F{L (RFC {k) PRFICEDHOHNT
b‘%‘m}.
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4 U FY R FOBARERICREEhTED, FXEANY
YHYR PO K AL VCHWTRE KA Y OBIERT, 2
T LB, ACYYTYA BT BH LAY >4
iUz L CBLRER L, B DKIM-Signature: Y ¥
Bind AT LEHRLTWVS.

D& 5 DKIM @Bina—FHBaeL - RiEds L
S ERI ORI TR IR R RN B2, i, R8T —
PHBREER - RIELEVBS, TR IERITT ST LA
e, HIRIE DKIM ALY T U A RNERAT 85,
|EALNVORE RAL U HBRRERT IOED, AV
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Proposed Standard D7 1—RXicHsd.
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AR EHM - BRI & o TRREE WS 2R RESIE
PIAT [6] ® DKIM NOBEAICDWTRE « #8RE{T5. PIAT
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DAY TFIVORBLFLENY XL LTRIFT S LT, ML
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Iy AORIEETEL T 5.

2. DKIM
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2.1 DKIM OREHE
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DKIM-Signature: v=1; a=rsa-sha266; s=brisbane;
de=example.com; c=simple/simple; q=dns/txt;
i=joe@football.axample.com;
h=Received: From: To: Subject: Date: Message-ID;
bh=2jUSOHINhtVGCQWNTOBrIAPreKQj06Sn7XIkfJIVO2vE=;
b=AuUoFE£DxTDkH1LXSZEpZj79LICEps6eda7W3deTVFOkdy

AUoqDB4nujc7YopdGSdWLSdANg6xNAZpOPr+kHxt1IrE+Na
hM6L/LbvaHutKVdkLLkpVaVVQPzeRDIO09S02I16Lu?rDN
H6mZckBdrIxCorEtZV4bmp/YzhwvcubUd=;

1 DKIM-Signature: "\ X Off|
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(ML FXA2) GETREAND DKIM BIERITS. BF
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DKIM-Signature: N\ ZHNFEEThTWid->/b), DKIM
BILCRT 2BEICE, ZTOREAANVERETS. DKIM
BHEICED LI, ALY ) A MCET 385/ LAYy
HRBIMUT ETHAZERL, BH DKIM-Signature: N\
HxiEm - B89 5.

TO&IEBMA—Y (EEFRAA, ML KAL) BB
RER  REET 3 L5 HEEIRIKG T, DKIM Z2AAL Y~
FYAMCERALUTHREIRETCRY. UHL, DKIM B5HE
AT THRVERRD S, Bina—YH DKIM 2#RT
SEENLRRABTL T Hicis, — 01— 8a%
R RELEWGBELHRTRETHS. TDLE, DKIM
ZEALTOAEWI—F IO LFAL TV 32— YBE T EE
ENBRETHAIND, BERASVHBREERT B0IC,
ML RAAUHBEEERETICAY TEBERI PR
BIBIEMNEELL. TOESIE, Ny FDF Y IFILAS
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3 REHFAOEE

(Partial Integrity Assuarance Technology) &, XHBABHE
BFENEHrLHEATN TV BEICENT, EEMEZOABD
BN, BHEH LRI HE5HTHS [6). BBV S#
BB P& Nz TN U, PIAT 3EEBAXBON\y 2
{l%RD, ThoNY ¥ 2 lOMECNT 2HL2E24LVIFL
BRELTERTS. XBOHBHIEREENPE, TEER
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REBHOTA & LTERT 5. RITLHIZ 2 DOFRORIE
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2 DDy Y2 HOWEEIERT D C LT, LOMITTENE
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5 L7 LT, DKIM L RFIECBIREhieny XT38
2RERM L, PIAT-Signature: v XRICHFT 3. T TR
RENBAY TR BORDPTHEWASNHEDL TS, &
TOBIRE e~y XORAEL PIAT-Originel-»x: Ny &L
THREETNS. HIXE PIAT i &> T Subject: Ny XHNHE
RENEDE, CONYTICHTIBEPERSNLT, 7
DPZAEH PIAT-Original-Subject: "w X L LTHREE N3,
ZLTREBRAAVICBWT, PIAT-Original-s«: N\ i
PIAT-Signature: "y #FiCL-> TRIEEhAT Lichk5.

PIAT-Signature: N\w& i, FVU I FNONyTHAI
NETIELUEERELTVS. i ML RS UHEE
% DKIM Y H—+ LEWRE, Db FRZERETIC
Subject: "V X EMERIBPE, COLERFFASY
iZ & % DKIM-Signature: DRIENKWT ZOICHL, Ly
U PIAT-Signature: N\ ¥IC X% PIAT-Original-Subject:
ANy HOREETL T, BEBE RAA I LRBENLERRT
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B LROWRIE TR, MHD/H, PIAT-Signature: I\
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