FEFEN SR
IPSJ SIG Technical Report

W

LAY 7TOXREFRALIzA 2 —Fy bF—RREFH Y FRYy IR

Ak #& WEAS Rk 1L £ T

BRERRAE BT HHTFH
E-mail: {ayumu,tima,hanayuki} @sslab.ics.keio.ac.jp, kono@ics.keio.ac.jp

P—SAOREKEORE L LT, SHEER~O7 72 XA 2HBLAZTRETHS, ¥V FRy 7 22AWVWEFEk
BREENTWS., U FRy 7 ALTH—NZEMESRIZLICLY, FEXBIZLIBEORSEHEZRET S
ERTED. LEL, BEOVY FRy 7 ATRYV— BT VA TAEUEOHD 7 74 MR L TIIHIRENNT bh
RN, NMARZA—PARLICLBRERT 7EAZFLTLEIBENARDH S, KRIXTIE, H—"DETITH
BRI 7ANMIV—NOEITRBIE L TEDLSEZ LILFB L, $—"0FRTRBICKECTT 72 ATRR 7 7 AV E
BEICEETAFREERETS. LAY TOXRN LS —NORITREFZIEBL, V— OETREZE LTI 74V
~DT 7 e AHEESOICRYEXS. T/ AEREBICEIDEL A LIZXY, NRINIA—PAKBRREICX
HHEOREE LV ANELHIRTZZ L ATEL RS, AFES POP3, HTTP, FTP OF— NI oW CTHEART
BTHY, =~y Fb+aIThEn LR LE.
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A sandbox is one of the approaches for enhancing internet server security by restrict execution environment that
limits access to the computer resources. However, since the sandbox has to allow access the server to critical
data that it needs to access to operate normally, attackers can illegally obtain access to it. We focus on the
difference of kinds of files that the server needs to operate in each execution state and propose FlexBox, which
dynamically changes accessible files according to its execution state. FlexBox keeps the server’s execution state
leveraging Layer-7 contexts and changes access control policies according to the state. For this reason, FlexBox
can limit the damage due to malicious attacks such as path traversal attacks. We demonstrate that our system
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can apply POP3, HTTP and FTP servers and overhead incurred by our system is small enough.
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