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Current signature-based Network Intrusion Detection Systems (NIDSs) generate many false alarms for normal
messages. This is partly because an NIDS detects attacks to software not installed. We propose the system
that uses software information of the monitored server to decrease false alarms. Software information means
the name and version of the software installed on the monitored server. Our system uses a package manager to
obtain software information. When NIDS detects attack messages, our system refers to the software information
and generates an alert only when the target software is installed on the monitored machine. We conducted an

experiment using the packet data from our laboratory’s DMZ and the results suggest that our system decreases
289 false alarms, 49% of all.
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