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A Study of VPN Protocol for Mobile Computing
Tatsuo TAKAHASHI, Atsushi TAKESHITA!, and Katsumi SEKIGUCHI!

Virtual Private Network (VPN) over Internet is paid much attention in recent years. It is expected that
VPN will be more popular on mobile computing, therefore many people will use VPN over the mobile
communication network. There are several standardized VPN protocols, however no one is-designed for use
on the mobile communication network. In this situation, we made experiments on establishing VPN over
mobile communication network, using IPSec (IP Security), one of the major standard VPN protocol. We
found two problems from the results of these experiments, deterioration of communication quality due to
keep-alive packets, and load of Internet key exchange protocol. In this paper, we describe these problems
and propose a session management algorithm without keep-alive packets and a lightweight key-
exchanging algorithm, that is the solution of these problems.
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