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Secure and efficient acknowledgment for multi-hop tree structures
in sensor networks

' Shigeru Fukunaga'

Taketsugu Yao!' Yasutaka Kawamoto! Yasuko Matsumura
Abstract

In wireless multi-hop networks, there are two problems for the nodes to acknowledge the receipt of the broadcast
message from the server; (i) high traffic overhead, and (ii) unreliable acknowledgements. In this paper, we propose a
secure and efficient acknowledgment for multi-hop tree structures in sensor networks. In this method, the nodes
generate MACs to acknowledge the receipt of the message, and each parent node aggregates and hashes the
acknowledgements generated by its child nodes. Therefore, the traffic overhead of the acknowledgements is reduced
and it is difficult for a malicious node to fabricate the acknowledgments. We showed an example of the tree structure
network model, and evaluated the number of the communications of the acknowledgements a node. Consequently, our
method could reduce about 70 % of the number of the communications compared with the case where the parent node
relayed the acknowledgement from each child node.
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