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Abstract Owing to the development of the Internet, digital content has become easier to access. In order to stop illegal
content copy, some methods have been proposed, and digital watermarking is one of them. Digital watermarking is a
technology that embeds a short message (a watermark) in the image without affecting the usability but that can be detected
using dedicated analysis software. To apply to video protection, digital watermarking needs to become an object-based method,
because the objects, not the whole image are usually attacked. One of the biggest weaknesses of such methods is that they are
sensitive to geometrical distortions. In this paper, by using the combination of a hiding method and object matching, we
propose an object-based watermarking that is invariant to geometrical distortions.
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1. Introduction

Owing to the development of the Internet, digital
imaging has seen tremendous growth over the last decade.
We now can easily find and download a large number of
images within few seconds. Despite the fact that the
digital media has become easier to copy, manipulate or
convert without any control, the authors can not stop
showing their work in public. In order to protect and
preserve the owner’s right, a number of copyright
protection methods have been proposed.

Digital watermarking is a technology used for copy
control and media identification and tracing. In digital
watermarking, they embed a short message (a watermark)

in an image without affecting the usability but that can be
detected using dedicated analysis software. But like other
security problems, new protection methods always come
along with new attacks. Geometrical distortion is one of
the most difficult attacks to solve.

In video editing and transmission, it is the object of
interest, not the whole video, which needs to be processed
[5]. To protect videos against object-based attacks, the
watermarking needs to become an object-based method.
And how to make the object-based watermarking able to
resist geometrical distortions is one of the most important
jobs for watermarking researchers these days. In this
paper, we propose an object-based watermarking that is
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Figure 1: Method demonstration.

Figure 2: Scale space and DoG images [1].

invariant to geometrical distortions by using the

combination of a robust hiding method and object

matching. The general idea of this method is shown in Fig.

1. The watermarked object “akiyo” in Fig. 1 is attacked
by being mixed with another object and then geometrical
transformed. To detect the hidden information in the
object, we firstly detect the object region by using the
And by
parameters, we can geometrically recover the object, and

feature matching. calculating the affine
can easily read the hidden message. In our method, we
employed the SIFT algorithm [1] for the object matching
job.

The experiment results demonstrate that our proposed
method can resist to very strong attacks such as 0.4x
scaling, 180° rotation, 30° shearing, JPEG 20% or the

combination of both of them.

2. Scale-Invariant Feature Transform

Scale-Invariant Feature Transform (SIFT) [1] is an
algorithm for extracting distinctive features from images.
The algorithm has been used for matching different views
of an object or scene and object recognition. The features
(called “SIFT features™) are invariant to the image scale,
rotation, and partially invariant to changing viewpoints,
and changing in illumination.

The first stage of the computation searches for extrema
over all scales and image locations. It is implemented
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Figure 3: Keypoint descriptor [1].

Figure 4: Object matching from
keypoint pair matching.

efficiently by using a difference-of-Gaussian (DoG)
function (Fig. 2) to identify potential interest points that
are invariant to scale and orientation.

Next, keypoints are selected from the candidates based
on measures of their stability. Finally, a keypoint
descriptor is created by computing the gradient magnitude
and orientation at each image sample point in a region
around the keypoint location (Fig. 3).

As shown in the Fig. 4, two objects are matched by
searching the nearest keypoint pairs from the two objects.
The nearest keypoint is defined as the keypoint with
minimum Euclidean distance for the invariant descriptor

vector.

3. Watermarking Scheme
3.1. Embedding Scheme

This scheme (Fig. 5) describes how to embed hidden
messages and register information for the detecting
scheme. There are three steps in the scheme:

-Step 1: In this step, we select the object region from
the original work (common name for digital contents,
such as image, video) to embed a hidden message. The
object shape can be arbitral — the bounding rectangle or
the segmentation results of the object. In our experiment,
we choose the bounding rectangle as the region to be the
message (Fig. 6).

-Step 2: A hidden message is embedded in the selected
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Figure 5: Embedding scheme.

Attacked Extract | SIFT Matching Geometrical
Watermarked Work ' | Feature Recovery
SIFT Detect
o o [ Detect

1
Register

File

Figure 8: Detecting scheme.

Figure 6: Bounding rectangle of the object.

Figure 7: 1082 SIFT feature points are extracted.

region. The detailed explanation of the embedding method
is described in section 3.3.

-Step 3: In this final step, we extract SIFT features
from the object region (Fig. 7) and register them for the
object matching in the detection procedure. The position
of the selected region is also registered.

3.2. Detecting Scheme

This scheme (Fig. 8) describes how to detect the
embedded message from the object that was attacked. We
divide the detecting scheme in three steps:

-Step 1: We extract the SIFT features from the attacked
watermarked work. Then the extracted features will be
matched with the registered features (step 3 in section
3.1).

-Step 2: Based on the matching results, we calculate the

Figure 9: Generated random blocks.

(b) s=10.17
Figure 10: Watermarking strength.

of the
the
parameters for the perspective transformation). In our

parameters geometrical transformation (six

parameters for affine transformation, or nine
experiment, we only deal with the affine transformation.
The perspective transformation will be solved in the
future work.

-Step 3: We recover the attacked object region based on
the transformation parameters found in step 2. Then the
embedded message can be detected (section 3.3).

3.3. Embedding Method

We embed a bit array in the object by modifying the
Discrete Cosine Transform (DCT) coefficients of its
region. The geometrical distortion does not change the
waveform of the region, so that the embedded message is

preserved well even after the attacks.
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(a) Within a single frame

(b) In multiple frames

Figure 11: Repetitive Embedding.

i ¥

(a) Still image “LENA”

First, random 16x16 blocks are generated within the
‘object by the secret key K (Fig. 9). The message will be
embedded in these blocks. The reason for the random
block sampling is to prevent attackers from knowing
where to attack.

After that, two coefficient indices (x0, y0), (x1, yl)
are selected from each 16x16 block. One bit (mark) is
then embedded in both (xi, yi) (i =
DCT coefficients f(xi, yi), f(vi, xi)

(flxi, yi), fvi, xi) ) = (f'(xi, yi).f' (i, x1) )

When mark = 0: When mark = 1:

f(xl,y,);-f(y,,x,) _% )= f(x,,y,);f(y,,x,) 5

0, 1) by modifying

f'x.y)=

2
\ _ Syt fQux) s SOy +fOpx) _s
Sopx)= 2 2 2 2

S Opx)=

s is the watermarking strength.

In the detecting scheme, the embedded mark can be
detected by comparing X f(xi, yi) and Z f(¥i, xi):

if Zf(xi, yi)>Z f(yi, xi) — mark=1, else — mark=0.
(x0, ¥0), (x1, y1) can not be too small like (1, 1) or (1, 2),
because such coefficients have a big affection on the
image, changing their values will make big change on the
image. As a result, the 2 indices (x0, y0), (x1, yl1) are
selected from the 7 candidates (1,4), (2,3), (1,5), (2,4),
(1,6), (2,5), (3,4). It can be simply generated by the secret
key K. In our algorithm, (x0, y0), (x1, y1) are selected as
the 2 indices that have the smallest value of |f(xi, yi)-f(yi,

(b) Video clip “Spider Man” [7]
Figure 12: Experiment samples.

xi)| (so that the changes are small).

The strength s is selected by considering the human
vision system. As described in the Fig. 10, the high value
of s makes the watermarked image noticeable.

Based on the empirical study, we set the basis value of
s to 0.17. But it can not be a constant; it should be
changed to adapt the local region feature:
—in smooth regions (changes are easily noticeable) :
decrease s (by -0.05)
—in busy regions (changes are hardly hoticeable) :
increase s (by +0.05)
The smoothness of the 16x16 block is defined as the
smallest variance value of all the 12x12 sub-regions
included in it:

n-1 n-1

Variance(R,,) =Y. fa(i, )~ f2(0,0)

i=0 j=0
Smoothness(Ryg,s) = min, g (Variance(t;;,))

(fr(i, j) :DCT coefficient of R region)

3.4. Robustness- Repetitive Embedding

To attain higher detection rates, we apply the repetitive
embedding method in our research (Fig. 11). In case of
the video watermarking, a same bit (mark) is repetitively
embedded in continuous frames. In case of the still image
watermarking, a same bit is repetitively embedded in
different 16x16 blocks within the same object.
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Figure 13: Attack resistance evaluation.
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(a) Scaling attack (fixing rotation angle = 30°, shearing angle = 10°)

(b) Rotation attack (fixing scale ratio = 0.6, shearing angle = 10°)

(c) Shearing attack (fixing scale radio = 0.8, rotation angle = 30°)

(d) JPEG compression (fixing scale ratio = 0.6, rotation angle = 30°, shearing angle = 10°).
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Figure 14: Repetitively embedded frame number evaluation.
(a) Fixing scale ratio = 0.4, rotation angle = 30°

(b) Fixing scale ratio = 1/3, rotation angle = 45°, shearing angle = 20°.

4. Experimental Results

In this experiment, we considered some attacks
JPEG
compression. The still image watermarking is generally
the same as the video watermarking. The only difference
is that the repetitive embedding frequency for the video
watermarking is much higher than that of the still image
watermarking. Therefore, we used still images as samples
to evaluate the resistance of the method to the above

attacks. Then we evaluated the affection of the high

including affine transformations and the

repetitive  embedding  frequency in the video
watermarking.

The sample used in our experiments is “LENA” for the
still image and “Spider Man” for the video (Fig. 12). For
the image “LENA”, we generated 166 blocks within the
object, and embedded 83 bit into them (each bit was
repetitively embedded into 2 blocks). For the video
“Spider Man”, we selected 10 continuous frames, and
then generated 146 blocks within the object of each frame.

146 bits were embedded into these frames (each bit was
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repetitively embedded into different frames).
4.1. Resistance Evaluation

The resistance to scaling, rotation, shearing and JPEG
compression attacks are shown in Fig. 13. For example,
for evaluating the resistance to the scaling attack, we
changed the scale ratio while fixing the other parameters
and then calculated the detection rates. The other attacks
were considered in the same way.

In scaling attacks (Fig. 13(a)), the detection rate can
reach the value of 97% when the scale ratio = 0.4, and
100% when the ratio = 0.6.

In rotation attacks (Fig. 13(b)), the detection rate can
reach the value of 96% when the rotation angle = 180°,
and 100% when the angle < 45°.

In shearing attacks (Fig. 13(c)), the detection rate can
reach the value of 91% when the shearing angle = 35°,
and 100% when the angle < 20°.

In JPEG compression attacks (Fig. 13(d)), the detection
rate can reach the value of 81% when the JPEG quality =
10%, and 100% when the quality = 40%.

4.2. Repetitively Embedding Frequency

By increasing the repetitively embedding frequency, we
can attain higher detection rates. That can be proved by
the results shown in Fig. 14.

In the normal level of the geometrical attack (Fig. 14(a)
- scale ratio = 0.4, rotation angle = 30°), we need only 2
embedded frames to make the detection rate reach the
value of 99%.

In the high level (Fig.14 (b) - scale ratio = 1/3, rotation
angle = 45°, shearing angle = 20°), 10 frames are needed
for the acceptable detection rate (94%).

5. Conclusions
By using the combination of the object matching and
the robust watermarking scheme, we have developed a

robust geometrically invariant object-based watermarking.

The experimental results show that our proposed method
can resist to very strong attacks such as 0.4x scaling, 180°
rotation, 30° shearing, JPEG 20% or the combination of
both of them. By applying the repetitively embedding
robustness, we can get much better results for the video
watermarking.

Despite the fact that this method is a non-blind
watermarking, its robustness to a wide variety of attacks
is suitable for

many applications requiring high

watermarking reliability and capacity.
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