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APublic-Key Cryptosysten
based on the Difficulty of Solving
a System of Nonlinear Simultaneous Equations
Shigeo TSUJII'  Tsutomu MATSUMOTO = Kaoru KUROSAWA'  Toshiya ITOR  Atsushi FUJI10KA™

* Tokyo Institute of Technology #*% Yokohoma National University

This paper propose a new public-key cryptosystem based on the difficulty of a

system of non-linear equations. The proposed cryptosystem has the following features ;

1) The public-key is non-linear transform from plaintext to a ciphertext in the
form of rational functions.
2
2) The complexity of both encryption and decryption is 0(m ).

3) Digital signature is possible

The trap-door of the cryptosystem is that the public-key is composed of linear and
non-linear transforms from plaintext to ciphertext and the non-linear transform is

chosen to be solved easily by receivers.
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