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Fast encipherment algorithm of symmetric cryptosystem is developed to
secure the multi-media communications. In the algorithm, a substitution-
permutaion network is constructed only by using the fast basic operations of
32-bits machine to enable efficient software executions in main frame computers
and workstations. The encryption/decryption speed is about 270 kbps, sixty
five times as fast as DES, using the workstation Hitachi 2050/32. Safety in
view ol randomness is numericélly proved. Furthermore, a fast hush function,
the execution time is less than 0.04 seconds for 10K bits data, is presented as

an application of this algorithm.
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