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Abstract The target of Intelligent Network Management, as a hands off management
system, is outlined. An important and Necessary component of such a system is
the knowledge base that models the reasoning/judgment of the human operator.
A natural approach in the context is to start from the objects in the Management
Information Base(MIB), as the human manager looks at the network in terms
of these. The subjective view of the network manager is modelled into various
quantitative parameters, such as value, velocity, acceleration, long and short term
values, abnormality weights and fuzzy handling. The MIB related component
of the KB - the Management Information Knowledge Base (MIKB), is network
independent. The other component of the KB- the Network Knowledge Base
(NKB), comprises the network dependent part.
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1 Introduction

Any management basically involves gathering information
about the subject that needs to be managed. The gath-
ered information is then processed and analyzed using the
knowledge about the subject, to make judgements about
the status of the subject and to take decisions regarding
the future course of action.

The work done in the area of network management is
basically in two categories. The work done in the first
category (1234 has focussed on the information gather-
ing aspect. The network management systems ! basically
gather information about the network status and display
them in user friendly/attractive formats. Little or no man-
agement is carried out by these management systems. The
omnipresence and omniscience of the human network man-
ager is implicitly assumed. He/she knows what informa-
tion to look for and also knows what to make out of the
information. The management system is simply a tool
that aids the manager in obtaining the information. But
this is contrary to the growing requirements in the area,
where networks need to be running round the clock, are
being maintained on a temporary and voluntary basis by
researchers/students who have other primary occupations.
The issue of professional management is getting critical in
the field. Moreover, knowledgeable network managers tend
to use more involved, 'expert-friendly’ and direct means to
obtain network information, than offered by the network
management systems. Without any value added to the
raw information, there is no incentive for most managers
to use such systems.

Work in the second category (%678 has concentrated on
the development of expert systems for network manage-
ment. These systems have generally approached network
management from the problem point of view. Working
from the problem, the solution is sought and the necessary
interaction with the network, to detect, diagnose and solve
the problem, is carried out generally using proprietary/non-
standard protocols, data-structures and pieces of informa-
tion. Naturally systems following this second approach suf-
fer from the drawback of lack of interoperability, and are
generally too specific and do not cover the wide ranging
daily chores of the human network manager.

While in the first approach the focus is on making in-
formation available, the second approach focuses on using
information for management purposes. It does seem logical
that the second approach would build on the first, i.e., the
management would be carried out based on the informa-
tion available (extending the base if more information was
necessary). But unfortunately this has not been the case;
the two approaches have developed independently.

In this work we take the logical approach of adding value
to the raw information available from the system, in order
to build an intelligent network management system, which
takes care of at least the routine observation and decision
making activities. Naturally, an important and necessary
component of such a system as this is the knowledge base
that models the reasoning/judgment of the human opera-
tor. The Configuration Databasc (® contains information
about how a network or network element should be be-

1 For a survey of present network management systems refer ()

having. It is seen as a logical extension of the carefully
annotated network management maps that adorn the walls
of Network Operation Centers. The design and contents
of Configuration Database has been identified as a key
issue that needs to be addressed. Our approach, the MIB
approach, shows a natural way of developing the core com-
ponent of the knowledge base.

In section 2, we develop a model for intelligent network
management. In section 3 we examine some operational
aspects of network management, followed by a brief outline
of an implementation of the system in section 4. Finally,
in section 5, we summarize the current status and give our
course for the future.

2 A Model for Intelligent Network
Management
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Fig. 1 Network Manager’s View of the Network
and The Management Model

A lot of the work in Network Management, so far, has
been done in building the framework. Presently, there
is an agreed management framework. Agents residing in
network elements will provide the network manager ap-
plication with information about the network. Standards
have been fixed for representing (!>'%) and communicating
(17.18,19.20) management information between the manager
and the agent. The objects which need to be managed,
are listed up and described in terms of their properties in
MIB’s. In this framework, the human managers’ view of
the network is limited to objects in the Management Infor-
mation Base(MIB). Of course extensive research has been
carried out to develop these MIBs and the development
and refinement is an ongoing process. It seems natural
that MIB provides the core component in the KB design
and a viable starting point for knowledge acquisition. The
significance of various managed objects(MO) as seen by a
network manager needs to be acquired and represented in
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the KB.

The wildcard approach to building the knowledge base
wherein the network manager is interviewed and asked to
share their knowledge is tedious, inefficient and not always
productive. Such approaches of building knowledge bases
have been pursued by most Expert Network Management
System researchers and designers 1% Once input is ob-
tained from the network expert, mapping it to the network
management framework of MIBs is another complex pro-
cedure that has led to the trend of developing proprietary
systems.

In the MIB approach to building the knowledge base
we asked the network managers what the MO’s present
in the MIB signified to them. To further structure the
interview we studied some of the widely used MIBs(?®)
to arrive at the nature of the MOs and hypothesised
a model of the network management activity. In the
model the MO gives some information, from which
the Manager derives some information and then applies
some criteria to decide the significance of the derived
information ( good/bad ... ). Based on the perceived
significance the manager then proceeds to decide the
necessary action (no-action, some action, emergency ..)

(Fig.1).

2.1 Types of Managed Objects

An examination of the MIBs for TCP/IP based internets
shows that MOs are basically of the types shown in Fig.2.
Appendix A gives the break-up of the MO’s for each type.

These take values from an enumerated set
Counter objects | Monotonically increasing non-negative numbers
Gauge objects Non-negative numbers which may increase or
decrease but latch at a maximum value

A measure of the time in hundredths of seconds
since some epoch

Descriptive information - names, addresses,

Status objects

TimeTicks

Descriptive

routes,...
Sequences Combinations of some or all of above
‘Tables Array of sequences

Fig. 2 MO types in MIB
The information content of various types of objects from
the management point view is given below:

o Status : generally gives a direct indication of the state
of a system; for example whether the status of an in-
terface is "UP’, 'DOWN’ or 'TESTING’

Counters, Gauges : generally a measure of some quan-
tity (e.g. input packets, output errors, Q-lengths, ..)
that gives an indication of the performance and/or
status of the system. There are generally allow-
able/normal values and when the values go beyond
these thresholds, the situation calls for special inves-
tigation/action.For example, continued and rapid in-
crease of traffic is cause for alarm.

Descriptive objects, sequences, tables : Changes in
these objects generally indicate some change in the
network and may merit an investigation. For exam-
ple a change in the routing table is indicative of the
addition/deletion of some link somewhere. A dele-
tion of a link is in turn indicative of some faulty gate-
way/interface.

e TimeTicks :
curred.

measures the time since an event has oc-

2.2 Derived information:
tion & History

Velocity, Accelera-

The current value of a MO is a valuable piece of informa-
tion. It tells a knowledgeable person more than just the
figure, but only when read in the context of the history of
the object. The frequency at which the object representing
the operational status of an interface is changing gives the
operator an insight into the reliability/error proneness of
the interface. The same holds for counter and gauge type
objects. The information that some counter has a value z
does not signify much when judged in isolation. The sig-
nificance is seen by the manager by using the history of
the object to estimate the time development of the MO.
For example, it is crucial to know whether an error count is
constantly increasing, rapidly increasing, or only transient.
For a more quantitative analysis, it was clear that the ve-
locities and the accelerations would be effective measures
to capture time-development related derived information of
Counter and Gauge type MOs.

The history of MOs are described in terms of Means,
Medians, Modes, deviations, on a periodic basis
(hourly/daily/weekly .. ) and are retained in the Network
Information Base (NIB), described in detail in section 3.6.
These are indications of the patterns, if any, that the MOs
are having in space and time and provide valuable indica-
tors in determining the significance (normal/abnormal) of
the current states of MOs.

2.3 Criteria for evaluating status

Value

Fig. 3a The Step function
In the proposed model the network manager judges the sta-
tus of the network by judging the information available (in-
formation, derived information, history) on objects against
a status evaluation criteria which represents the managers’
knowledge concerning the MO. This knowledge, MIKB, can
be represented by the set { C; } where C; is the criterion
to judge whether an MO indicates any abnormality in the
network.

MIKB = { C; }
The abnormality a; due to an object i is given by the

criterion represented as a function as follows:

a; = Ci(zi, vi, ai, ;)
where z; is the value of the MIB variable, v; is the ve-
locity, a; is the acceleration and ¢; is the time interval in
which the variable z; is studied. The function C; is a step
function (Fig.3a) which assumes the high value if z;, v;, or



a; exceeds their respective thresholds ( for objects of type
counter/gauge).

This was our basic proposal; but on our first interaction
with the network manager we came across such statements
like: in the _short term two packets lost per second is
bad, and in the long term 60 packets lost per minute is
bad. This led us to refine our abnormality model to:

a; = Cg(zi, VS8, vl,-, as;, alg, ts,;, tl,‘)
where, vs;, as;, vl;, al; denote the velocity and accelera-
tion in the short term and long term respectively, and, ts;,
tl; define the time intervals for short term and long term
respectively. The step function C; assumes the high value
if z;, vs;, vl;, as; or al; exceed their respective thresholds
and is low otherwise.

The composite abnormality of the system is then given
by the composition of all the abnormalities:

A=a ®a; @ .. ® a,, where n parameters are
being observed.

This leads us to a very simple means of quantitatively
analysing the network status by ascribing thresholds to the
counter, gauge type MO’s and by ascribing status to the
state variables.

2.4 Degree of abnormality

The knowledge represented in the model so far indicates
whether the status of an MO is abnormal or not. There
are several possible abnormalities in a network and not all
of them are of the same degree of seriousness. An increase
in the number of error packets would not warrant sending
an alarm to the network manager to wake up that person in
the middle of the night. However, the change of the oper-
ational status of an important network interface from "up”
to "down", may warrant immediate alarm. Thus arose the
necessity of assigning weights to each of the abnormal con-
ditions. The weight represented the degree of seriousness
of the abnormality of an MO. The weights themselves were
functions of time. For example, if disk space is approaching
criticality during a working day, since assistance is available
at short notice, we can afford to wait longer. Whereas if
it is weekend, then appropriate time must be given to al-
low the operator to reach and rectify the situation, which
means that we cannot permit the critical situation to be
actually reached.

2.5 Fuzziness of decision-making

k-- NOK

NOKness

oK
Value Threshold

Fig. 3b The Fuzzy function
The other problem we faced with the abnormality was in
evaluating threshold conditions. In the discrete mode of

evaluation, if z; or v; is > th; + «, the sitution was deemed
abnormal, while if v; is j th; - o, the situation was deemed
normal for however small . This decision did not reflect
the actual situation, and it did not find favour with the
network managers, who preferred a more subjective deci-
sion like, if z; is equal to th; - o the situation is not "very”
good (Fig.3b).

Thus it was necessary to employ a fuzzy algorithm
to compute the membership function that measured the
NOKness of an MO, contrary to the step function C; in
section 2.3. The total weighted abnormality WA of the
system is then given by

WA =w; *a; hwy xaz & ... ®w, *a,
where w; is the weightage of the abnormality corresponding
to the ith MO. Of course for the status type objects the
traditional two/multi-valued logic is applied.

2.6 Inter-dependency of MO’s

In the model developed so far, MOs have been treated in-
dividually. However the inter-dependency of the MOs does
appear several times in the criteria for deciding the abnor-
mality of an object. For example, the time threshold be-
yond which if the QutQlen persists ( continues to be non
zero } the condition will be labelled abnormal, is depen-
dent on the speed of the interface as shown in the example
(Fig.4). Also, the Operational Status of an interface being
down will be considered abnormal only if the administrative
status of the interface is UP.

MO: Output Q length
if interface speed = 10Mbps (Ether)
then time_threshold for (OutputQlen > 0) = 1s
if interface speed = 1Mbps (ThinEther)
then time_threshold for (OutputQlen >0) = 10s
if ifSpeed = 64Kbps
then time_threshold for (OutputQlen >0) = 1min

MO: interface operational status
if interface AdminStatus = Up
if interface OperStatus = Down
then Status is abnormal

Fig. 4 Inter-dependency of MO’s

2.7 Network Knowledge Base

The focus of the network management knowledge base so
far has been the MIB, i.e. we have been concentrating on
that part of the knowledge which is not specific to a net-
work. However, in actual management several judgments,
decisions and actions are dependent on the local environ-
ment and configuration. Thus it may so happen that the
MIKB is indicating the likelihood of an abnormality but
the NKB on the basis of some local knowledge overrides it.
Also, the importance of an event may be further empha-
sized in the NKB. For example, all interfaces are important
and should be operationally UP but some interfaces may
be more important than the others. Actions are gener-
ally logging messages, sending e-mail, fax messages and in
the most critical cases ringing pocket-bells, etc. These of
course very much depend on the local circumstances and
are coded in the NKB, along with information about alter-



nate routes, special requirements etc. of the network. The
NKB is the interface through which the local administra-
tor can tailor the management system to suit their specific
requirements.
The KB is formed by the union of the rules in the MIKB
and the NKB, with the rules in the NKB taking precedence.
NMKB = { MIKB } U { NKB }

3 Operational issues and features of
the system

In this section we examine some of the operational issues
of network management systems in general and explain the
features built into the proposed system(® to tackle these
issues. The system targeted the management of TCP/IP
based networks. And, due to its simplicity, wide-spread
acceptance and market position the Simple Network Man-
agement Protocol (SNMP) was adopted.

3.1 Time labels

In the network management system the manager polls the
agents and obtains pieces of information about the network.
From the pieces of information obtained from the agents,
the manager reconstructs the overail picture of the net-
work status, performance, problems, etc. An indispensable
factor in this reconstruction is the time-labels of relevant
information.

In our management framework, the agents, when they
collect information about the network, affix a timestamp to
the information. This allows the manager to see the time
development of the MIB's of the agents. This is essential,
also for offline diagnosis of problems. Time labels are also
necessary for the manager to correlate various events to see
cause and effect. Also, for these time-labels to make sense
it is important that the time-labels refer to the same clock
i.e. that the clocks of the manager and the agents should
be synchronized.

3.2 Sampling time windows and transients

The image of the network, seen for management purposes,
depends very much on the polling interval employed. As
is seen in the case of traffic analysis on a certain network
segment (Fig.5) narrow windows are essential in studying
the load characteristics of a network especially when the
traffic is bursty. The burst observed with a sampling in-
terval of 10 minutes is missing in the graph taken at 20
minute intervals. Also, when observing the status of MOs,
large time windows (_ polling intervals ) are likely to even
out all the transients and present a misleading view of the
network.

Part of the log showing the operational status of an in-
terface of a machine is shown in (Fig.5). It is clear that
with polling intervals of 30 secs most of the events ( status
changing to down/up) would have been missed. However,
it is important that we do not add to the load in the net-
work by our management system by making the polling
interval arbitrarily small.

3.3 Limit on queries from Manager to Agent

In essence SNMP is a polling protocol. Polling protocols
impose a limit(*!) on the number of agents that a manager
can poll. This limit arises from the time taken in processing
the relevant packets at the respective hosts and the time
spent in traversing the intervening media. In a LAN envi-
ronment a single query may take 200ms approx. While in
a WAN environment a single management query may take
as much as 1.5 secs. This leads to a limit on the number
of network elements that can be managed (150 and 25 for
LANs and WANSs respectively, assuming a polling.cycle of
30 secs.)

ab-cd.abed.xx.yy:ifOperStatus.20 went dn at ‘Sun Jun 7 12:00:16 1992
ab-cd.abed.xx.yy:IfOperStatus.20 came up after 9 secs
ab-cd.abed.xx.yy:1fOperStatus.20 went dn at Sun Jun 7 13:42:11 1992
ab-cd.abed.xx.yy:ifOperStatus.20 came up after 7 secs
ab-cd.abed.xx.yy:HOperStatus.20 went dn at Sun Jun 7 15:37:29 1992
ab-ed.abed.xx.yy:[fOperStatus.20 came up after 7 secs
ab-cd.abed.xx.yy:IfOperStatus.20 went dn at Sun Jun 7 16:31:26 1992
ab-cd.abed.xx.yy:i{OperStatus.20 came up after 335 secs
ab-cd.abed.xx.yy:ifOperStatus.20 went dn at Sun Jun 7 16:52:31 1992
ab-cd.abed.xx.yy:lfOperStatus.20 came up after 7 secs

20 minute window

10 minute window

“10 - 11 12
TiMe —

Fig. 5 Effect of different time windows

3.4 Network load due to management traffic

The number of management packets generated is roughly
2 X (1/A) X N, where A = polling interval and N =
number of agents. As small time-windows are essential to
obtain a reasonably accurate description of the network A
is small and in a large network N is large. Consequently
the management traffic is significantly large. The burden
on the network and the communication software is heavy.

3.5 Composite time labelled objects

To introduce the concept of time management, to allow for
time labels, small time windows, and to keep the manage-
ment traffic low, it is necessary to introduce new Ma naged
Objects in the MIB. In these Managed Objects additional
time related attributes have been associated to the original
object of interest. To monitor a particular object starting
at a time T, n times, at intervals | , n Get value requests
would be sent and answers received. Using the Composite
Time labelled Objects the manager uses the SNMP set
primitive to set the StartTime, Interval and NoOfRead-
ings attributes of that object to T,n and i respectively. The
intelligent time synchronized agents maintain the objects
accordingly and on a Get StringofValues request from the



manager send the complete list of readings in one shot,
thereby significantly reducing the traffic load generated by
management systems.

3.6 Network Information Base

The history of the network system is maintained in the
Network Information Base (NIB). In the NIB all events and
short/medium/long term statistical charactersistics of the
MOs are recorded. This allows the Network Manager ap-
plication to make intelligent decisions, by looking at the
current status of an MO in the perspective of the history
of the MO and that of the network. The NIB is main-
tained in a DB form and is accessible for offfine diagnosis
and maintenance purposes too.

3.7 Intelligent polling

Polling intervals for MOs can be chosen and set by the lo-
cal manager/operator. There is a default moderate polling
interval for all objects. However the polling interval is a
very critical parameter in the syetem. It has been shown in
3.2 that polling intervals need to be short to capture the
correct picture of the network including the transients. It
has also been shown in 3.4 that the management traffic
increases directly with the polling frequency. To alleviate
this impasse intelligent polling strategies have been em-
ployed wherever possible, based on the experts knowledge
of the system. For example, in the case of the operational
status of an interface if there is no change noticed using
the moderate polling interval but the lastChange MO for
the interface indicates that there has been a change then
the polling frequency is increased. On the other hand, if
the interface is found relatively steady for a long time, the
polling frequency is lowered till it reaches the moderate
value.

4 Prototype System Design and Oper-
ation

[ Naivor Manageniont

- Knoviletige Bass

| MANAGEMENT PROTOCOL (SNMP) ]

Network
Manager

Fig. 6 Implementation of the system
The design of the management system is shown in Fig.6.
The marager polls the agents for network information. On
the agent’s side, the .Sml‘t"'l'inw', [nterval etc., viz., the

time-related attributes of the composite time-labelled ob-
jects are watched and corresponding network-related at-
tributes are maintained accordingly.

The manager and the agent have synchronized clocks.
The clock synchronization is carried out using the Internet
time synchronization protocol NTP (Network Time Pro-
tocol). It is possible to analyze traffic in very small time
windows (500 milliseconds). The status of the network as
seen by the network manager application is contained in
the Network Information Base(NIB). The management is
carried out by using the information in this NIB, in con-
junction with the knowledge in the Network Management
Knowledge Base.

4.1 NMKB prototyping

The Knowledge obtained from the network manager is in
the form of rules. These set of rules required several cy-
cles of modification, refinement and enhancement with the
cooperation of Network Experts before the rules could be
used for a pilot system. At this stage the rules were de-
scribed in a higher level language CESP (Common Ex-
tended Self-contained Prolog)('® and the corresponding
interpreter aided in the prototyping and in identifying the
inadequacies and anomalies of the rulebase. Once the rule
base was reasonably stable -the thresholds, values, weights
and other definite details fixed, it was translated into a ta-
ble which drove the pilot network management application
written in C.

4.2 The Human Computer Interface

Fig. 7 The Human Computer Interface
The Manager application is provided with a point-and-
select graphical user interface. Management functions like
data and event reporting, configuration changes (setting
MIB variables) and viewing the reported data and events
are supported by the interface. The interface is based on
the X window system and is portable to any system hav-
ing an X platform. An interface with pocket bell / fax /
telephone and similar communication equipment is imple-
mented to ensure swift action in case of any mishap. The
intelligence in the Human Computer Interface automati-
cally selects the most appropriate person, after considering



several factors like availability, experience etc. to tackle a
particular type of emergency.

The netmanager application shows the network admin-
istrator the overall network configuration. By a series of
mouse-clicks and pull-down menus the administrator can
delve deeper and deeper down the network for lower levels
of information. A click on the leaf element ailows the oper-
ator to see the system performance figures like CPU, Disk,
Memory/Network interface utilization etc. A Mgmtinfos-
etup (Fig.7) utility aids the Administrator in selecting MIB
objects for monitoring. The monitor utility interfaces with
the expert system. The network operator may also directly
access the Expert system for advice/help in an interactive
manner at any stage by a mouse click on the related ob-
Ject. When there is a problem the Expert system guides
the operator to the trouble spot, suggests diagnostics, and
possible remedies using a check-and-see step-by-step inter-
active mechanism.

4.3 An example operation

Though there are several online displays of network be-
haviour, the system does not envisage a routine usage of
these features. In a network the running system will be
polling the agents obtaining information on the MOs and
using the MIKB to check if there is a likelihood of some
abnormality. There will be small icons on the manager's
display screen to indicate the overall status of a network
element. If there is a likelihood of some abnormality, then
depending on the severerity the icon corresponding to that
agent darkens. For example if an increase is detected in the
count of ICMP destination unreachable packets, the system
considers it to be an indication of possible abnormality and
carries out further investigation. The manager application
requests more details from the agent - in this case the
packet dump routine analyses the source and destination
and checks for similar occurences. If it has occurred be-
fore, the corresponding occurence counter is incremented,
else the indication is sent to the manager. If several similar
occurences are detected - it indicates that there is a like-
lihood of some interface failure - and the severity level is
incremented. When the severity level goes beyond a spec-
ified threshold the operator is summoned - by means of a
pocket bell or whatever option is specified in the NKB. The
operator can always see the abnormalities in the network,
if any, by clicking in the corresponding icon, whence the
details of the abnormal objetcs, their history and present
behaviou are displayed.

5 Conclusion

In this paper, we have presented an outline of an intelli-
gent management, which targets ‘hands off management’.
The system takes care of the routine observation and deci-
sion making activity. The knowledge about 'what to look
for' and 'what to make out from what is seen’ is gath-
ered from Network Experts, and put into the system. A
simple and effective approach to the task of designing the
Knowledge base and the subsequent acquisition of knowl-
edge has been proposed and demonstrated. Taking the
cue from the fact that in the existing network management

framework the human managers’ view of the network is lim-
ited to objects in the Management Information Base(MIB),
the MIB is fixed as the core component in the KB design
and as a viable starting point for knowledge acquisition.
The significance of various managed objects(MO) as seen
by a network manager was acquired and represented in
the KB. The subjective view of the network manager is
modelled in terms of the time development of MOs. In
the model the judgment process takes the form of esti-
mating the (ab}normality of an object by considering the
value and/or time development of the object with some
known (ab)normal state or threshold. To accomodate for
the different levels of significance of abnormalities in dif-
ferent objects the concept of an abnormality weight was
introduced. Also, the time development is considered in
a long term and a short term perspective. In the course
of building the KB it was found that discrete thresholding
did not provide an accurate picture of the system. Thus
the concept of fuzzy handling of thresholds was introduced.
The MIB related component of the KB - the MIKB, was
network independent. The other component of the KB-
the NKB, comprised the network dependent part. The pi-
lot system(?9) is currently operational - it covers the SNMP
MIB Il and some enterprise-specific MIBs. The Knowledge
base currently contains around 200 rules. Though the ex-
amples are given with reference to TCP/IP protocol suite,
the same approach may be followed for other protocolsuites
using the corresponding MIBs.

The development and maintenance of the Network Man-
agement Knowledge Base is a continual process. Currently,
examination of the logbooks at the local network operation
centres, brainstorming sessions of computer network pro-
fessionals, and interviews with veteran computer network
operators is being pursued for this purpose.

Work is also progressing in the area of configuration
management(®® For effective Configuration Management
another orthogonal component of the knowledge base is
required. It basically consists of a network map, containing
all the relevant details. The map could be local or of a wider
area depending on the intended reach. This will lead to an
enhanced model of the knowledge base NMKB = MIKB
U NKB U NCDB. The Network Configuration DataBase
(NCDB) is a distributed database containing details of the
network components (lines, nodes,... their names and prop-
erties). The preliminary pilot implementation is based on
the X.500 directory services.
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Appendix A Basic defined object types ?

Status objects 4 (MIB type INTEGER)

Counter objects | 70 (MIB types Counter, two from INTEGER)
Gauge objects 3

TimeTicks 2
Descriptive 35 (MIB types OBIECT IDENTIFIER,
DisplayString, Networkaddress & INTEGER)

2source: RFC 1213: MIB 11



