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Secure Broadcast Communication Protocol
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In distributed applications like groupware, group communication among multiple entities is re-
quired. The local area networks (LANs) and radio networks provide broadcast communication -
at the media access control (MAC) layer. The group communication among multiple entities-
can be easily realized by these networks. One problem in the broadcast network is how to pro-
vide secure communication for the group. In this paper, we discuss how to provide the secure
group communication based on the distzributed scheme by using less-secure broadcast networks.
A group of entities is named a cluster. In the protocol, only and all the entities in the cluster
agree on a same secret key by exchanging the nonce enciphered by the public key. Sometime,
a subset of the cluster may require such secure communication that the other entities in the
cluster cannot join the communication. In this paper, we discuss how to establish the secure

subcluster communication in the cluster.
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1 Introduction

In distributed applications like tele-conferencing
and cooperative work [6], group communication
[1,11,12, 13, 16, 17] among multiple communica-
tion entities is required. These applications may
require secure group communication. In this pa-
per, we would like to discuss how to support the
secure group communication.

Since various kinds of communication networks
have been widely used on the basis of the open
systems architecture 7, 8], various kinds of com-
puter systems can be easily connected by the
communication networks. One problem in these
systems is how to protect the system from attacks
of malicious entities. Malicious entities can easily
send and receive data units by using the broad-
cast networks. One solution is to encipher the
data units by using a secret key and then trans-
mit it to the destination entities which know the
key. Public key systems [3] are familiar to real-
ize the secure communication among two entities.
If the secret key is neither hidden nor inferred,
secrecy and authenticity of secure communication
are held. [14, 15] discuss how to distribute the
secret key to only entities which would like to
have secure communication by using the public
key system and one-to-one communication.

In networks like local area networks (LANs),
broadcast communication is supported by the me-
dia access control (MAC) layer {7]. In the group
communication, data units are delivered to mul-
tiple entities in the group. A group of entities is
named a cluster in this paper. In the group com-
munication protocols [11, 12, 13, 16, 17], prop-
erties of broadcast communication, i.e. receipt
atomicity and receipt ordering of data units in
the cluster are discussed. In this paper, we dis-
cuss how to provide the secure broadcast commu-
nication for a cluster of multiple entities by using
a less-secure broadcast network., We present a
protocol to make agreement of the common se-
cure key among only and all the entities in the
cluster.

In the teleconferencing, only some members
may like to have secure communication in order to
have the private talk among them. A subcluster
is a subset of the cluster. Thus, it is important
to provide such secure subcluster communication
that some entities other than ones in the subclus-
ter can neither listen to the communication nor
send PDUs to the entities in the subcluster. We
discuss how to establish a secure subcluster in the

cluster.

In section 2, we present a communication
model. In section 3, a secure cluster concept is
defined. In section 4, a procedure to establish a
secure cluster is discussed. In section 5, we dis-
cuss how to make a secure subcluster in a cluster.

2 Communication Model

A communication system is composed of three
layers, i.e. application, system and network ones.
The system layer is composed of system entities
[Figure 1]. Each system entity E takes a network
service through a network service access point
(SAP) NS with which F is attached. NS has a
unique network address NA. Let Address(E) de-
note NA. The system layer provides some service
for application entities through system SAPs. E
supports the system service for application entity
A through a system SAP, SS, whose address is
SA. Here, let Name(FE) denote SA.

A; A; A,
Apphcatt}n Prarocol T
Application layer System Cluster
SAn  system address
it 5D~ system SAP
System layer E T’ E; j" E,
S_ystemg’ro{ocol
VA NA i network address

______ (tD-——( - -Q‘_,D—— network SAP
Network layer

Figure 1: System model

A system cluster C is a tuple of system SAPs
(884, ...,S8n)(n > 2). Each §5; is supported by
E;, ie. Na.me( i) =S4;(j=1,..,n). Cis
written as (Ey, ..., Ep). A data unit sent at S.5;
in C by each A; is surely delivered to all the sys-
tem SAPsin C [11, 12, 13]. A group {44, ..., 4n}
can communicate through C where each A; takes
the service at S5 (7 = 1, ..., n). C is referred to
as supported by Ei, ...,E,, and support A, ...,
An. Ei, ..., E, are referred to as included in C.
We assume that all the data units 'sent at each
NS, are delivered to all the network SAPs in the
sending order without any loss and duplicate. In
this paper, we would like to discuss how the sys-
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tem layer provides secure cluster communication
for the application layer by using a reliable but
less-secure broadcast communication network.

A data unit exchanged among system entities is
named a system protocol data unit (PDU). Each
PDU p sent by E; to establish a cluster C = (F1,
..+, En) includes the following attributes.

p.SRC = system address of S5;, i.e.
Name(E;).

p.ADDR = network address of NSj, i.e.
Address(E;).

p.DEST = {Name(E;)| E; is the destination
ofp(i=1,..,n)}

p.DATA = data.

p is broadcast to all the network SAPs by using
the network service. On receipt of p, each E;
accepts p if Name(E;) € p.DEST. We make the
following assumptions.

[Assumptions] Let p be a system PDU which is
sent by E;.

1. p is delivered to all the network SAPs.
2, p.SRC and p.DEST can be written by E;.
3. E; cannot write p. ADDR. O

The first assumption means that the network ser-
vice provides reliable broadcast communication
[11, 12, 183, 16, 17]. That is, some system entity
E (k # j) can receive p although Ej is not the
destination of p. Secrecy may be violated. The
second means that the source network address is
attached automatically to p at the network layer
and system entities cannot change p.ADDR. On
receipt of p, every Ej understands at which net-
work SAP pis transmitted. The third means that
every E; can write p. DEST and p.SRC when E;
broadcasts p. That is, some E,, (m # j) can pre-
tend to be E; by sending p and using Name(E;)
in p.SRC. Authenticity may be violated. Accord-
ing to the second assumption, when E; receives
P, although E; is not sure whether p is broadcast
by a system entity denoted by p.SRC, it is sure
that p is transmitted at p. ADDR.

If only and all the system entities Eq, ...,E, in
C use the same secret key K to encipher PDUs, C
can be secure. K is named a cluster key of C. In
this paper, we discuss how to distribute K to only
and all proper system entities by using the public
key system [3] and using the less-secure broadcast
service supported by the network layer.

3 Secure Cluster

For every PDU p, let p.IDATA denote data which
the source system entity intends to transmit to
the destinations. p.DATA may not be the same as
p.IDATAif p.IDATA is enciphered to p. DATA. A
system entity E; is referred to as securely receive
p iff E; receives p and E; can get p.JDATA from
p.DATA. Ounly system entities which know the
deciphering key can get IDATA. Let us consider
the secure communication in a system cluster C

= (B, ..., En).

[Definition] C is secret iff every PDU broadcast
is securely received by only entities in C. O

Any entity not in C cannot pretend to be a mem-
ber in C. Every PDU broadcast by some entity
in C is surely received by only entities in C.

[Definition] C is authentic iff PDUs broadcast
by only entities can be securely received by enti-
tiesin C. O

Any entity not in C cannot broadcast PDUs to
entities in C. Every PDTU received by each entity
in C is surely one broadcast by some entity in C.

[Definition] C is secure iff C' is both secret and
authentic. O

A secure C can be established if only and all the
entities in C obtain a common cluster key K. An
algorithm by which C is securely established is
a secure cluster establishment (SCE) procedure.
After C is securely established, it is clear that C
is secure because PDUs in C are enciphered by
using K and only and all the entities in C' know
K. Problem is how to establish C among multi-
ple entities in the presence of malicious entities.
System entities are malicious if they are not in
C but pretend to be entities in C and listen to
communication in C.

Let EE be a set of all the system entities, SA be
a set of all the system addresses, and NA be a set
of all the network addresses in the system layer.
C is a subset of EE. For E in EE, PName(C, E)
gives a system address which E uses as its system
address in C. That is, when FE sends p, F writes
PName(C, E) in p.SRC. PName(C, E) is not
the same as Name(E) if E pretends to be another
entity in C.

[Definition] E is proper in C iff Name(E) =
PName(C, E). E is malicious in C iff E is not
proper in C. O
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If there exists a malicious entity M which pre-
tends to be a proper entity E; in C, E; is re-
ferred to as pretended by M. Note that Ej can
receive PDUs broadcast by M pretending E;, be-
cause the underlying network layer provides reli-
able broadcast communication. Let Dom(C) =
{ E; | Name(C, E;) € C } be a domain of C,
which is a set of system entities which try to be
a member of C. There are two kinds of entities
in Dom(C), i.e. active and passive ones. Active
entities require entities to establish C. Passive
ones wait for the establishment request from the
active ones. Let Active(C) and Passive(C) be
sets of active and passive entities in C, respec-
tively. Every entity is either passive or active in
C. A proper domain of C, PDom(C), is a set
of proper system entities in C, i.e. PDom(C) =
{ Ej | Name(E;) = PName(C, E;) }. Dom(C)
may include malicious entities but PDom(C) in-
cludes only proper entities.

[Definition] Dom(C) is secure iff Dom(C) =
PDom(C). Dom(C) is establishable iff Dom(C)
C PDom(C) and Active(C) N PDom(C) # ¢.
Dom(C) is unestablishable iff it is not establish-
able. O

[Definition] A secure cluster establishment
(SCE) procedure is complete iff it can establish
a secure cluster on only and all establishable do-
main. O

If there are all the proper entities in Dom(C) and
at least one proper entity is active, i.e. Active(C)
N PDom(C) # ¢, the complete secure cluster
establishment (SCE) procedure can securely es-
tablish C on Dom(C). If all the active entities are
malicious, some complete cluster establishment
procedure never establishes some secure cluster.
If some proper entity would not like to join C,
i.e. Dom(C) € PDom(C), C is not established.

4 Cluster Establishment

We present a complete secure cluster establish-
ment (SCE) procedure to establish a secure clus-
ter C = (B, ..., E,).

4.1 Basic procedure

We make the following assumptions on each sys-
tem entity E;.

[Assumptions]

1. E; has a secret key SK; and a public key
PKj [4] .

2. E; does not know the network address NAj
of every Ei, Address(Ey) (k # j).

3. E; can know a system address SA;, =
Name( Ey).

4. Ej; can know the public keys of all the system
entities.

5. E; is always operational. O

Here, for each system address SA, let PKg4 be
a public key of a system entity whose system ad-
dress is SA. Each entity E; does not know the
network addresses of the other entities. E; sends
a request r to system entities to join C' by using
their system addresses. In turn, on receipt of 7,
passive entities know the network address of E;.
Problem is that some malicious entity may use a
system address of another proper entity. Hence,
in the cluster establishment procedure, each en-
tity has to identify the network addresses of the
proper entities.

For every public or private key Y, we assume
that Y'((v1, ..., vn)) = (Y(w1), ..., Y(v,)). We
assume that every entity has a one-way function
F such that for some tuple ¢ of values, F(t) gives
some key K. Every E; has n variables ¢, ...,
t,, which are initially 0. A nonce, e.g. random
number of each E; which E; knows is stored in t;
(’i = l, ey n)

Figure 2: Basic procedure
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[Basic Procedure]

1. An active entity E; broadcasts an OPEN
PDU p where p. DATA = SK;({PK,(t;), ...,
K.(t;))), p.SRC = T}, and p.DEST = {T3,
+In} where T; = PName(C, E;) (z =1,

., ), and t; is a nonce of E;.

2. When an active or passive entity E receives
the OPEN p from E;, where p. DATA = (a,,
-y @n), if Name(EL) € p.DEST, then Ej
accepts p and t; = SKy(PK;(a;)). The
nonce of Ejy is stored in ?;. Ej broad-
casts a POPEN PDU p where p.DATA =
SKi((PK1(tk), ..., PKn(tk))). On receipt
of the POPEN from another entities, Ej ex-
ecutes this step.

3. On receipt of the OPEN or POPEN
PDUs from all the entities, E; broadcasts
an OPENED PDU p where p.DATA
SKi((PKy(t), ..., PKyu(t))) where ¢
(t1, .- tn).

4. On receipt of the OPENEDs from all the en-
tities, Ej obtains a cluster key K = F((ti,
. tn)). Here, C is securely established. O

At the step 4, every entity surely knows that ev-
ery entity in C' has the same tuple of the nonces
(t1,...,tn). However, each proper entity cannot
identify malicious ones. Hence, we need a more
complicated procedure to be presented in the fol-
lowing subsection.

4.2 Procedure in the presence of at-
tackers

Every system entity E; has the following vari-
ables.

1. tx = nonce of Ej which E; receives from Ej
(/C = 1, cey n).

2. RSA,‘ = set of tuples (N4, ¢, type) where NA
is a network address of Ej whose PName(C,
E4) is Name(Ey), t is the nonce of Ej, and
type is A(active) if Ej is active, otherwise
P(passive) (k =1, ..., n).

3. TYPE = Aif E; is active, otherwise P.
Let Rsa be a tuple (RSA1 Ceey RSA,,>~ Initially,

each ¢ is 0 and Rga, = ¢ (k =1, ..,n). Each
time when E; receives a nonce t from Ej which

uses Name(Ey), (Address(E4), t, A or P) is ap-
pended into Rgy,. For a tuple t = (vy, ..., v,),
let ¢[5] denote the j-th element v; of ¢.

A secure cluster establishment (SCE) pro-
cedure to establish a secure cluster C =
(E1, ..., En) is presented as follows. Each entity
has variables t; to store the nonces sent from the
entities E; (j = 1, ..., n), TYPE to store a type
of E;, i.e. passive or active, and R = {Rss | SA
= Name(Ej) N E; e C}.

[SCE Procedure]

1. Ej stores its nonce in tj, 0 in tx (k = 1,
.»y k # 7), and A in TYPE. E; broad-
casts an OPEN PDU p where p.DATA =
SK;j((PKi(t;), ..., PKn(t;))). E; waits for
OPENs or POPENSs.

2. [Passive Ex] TY PE = P. On receipt of the
OPEN p where p.SRC = SA;, Ey gets the
nonce u; = SK;(PKy(p.DATA)[j]). Rsa; =
Rsa; U{(p.ADDR, uj, A)}. E; broadcasts a
POPEN p where p. DATA = SKi((PK1(t:),

.» PKq(t))) and p.SRC = SA;.

3. [Passive or Active Ep] On receipt of the
OPEN or POPEN 'p where p.SRC =
SA;, if SA; # Name(ER), Ep gets uj =
SKh(PK_.,(p DATA)A]). RSA = RSA U]
{(p ADDR, uj, type)} where type =A 1fSA
is active, otherwise P. If SA; = Name(Eh)
then p is neglected.

4. [Ej receives all OPENs or POPENs] On re-
ceipt of OPENs or POPENs from all the
entities in C, Ej broadcasts an OPENED
p where p.DATA = SKir({PK:(Rsa),
PKn(Rs4))) after waiting for some time.

5. Ep, receives an OPENED p where p.SRC is
SA; and p.ADDR is NA;, and RRSA =
SKh(PKSA (p.DATAYR) (5 = 1. -.1m).

(1) ™ RRs4; does not include (Name(Ey),
tp, TY PE), Ej neglects p and re-
moves from RRs4,,...,RRsa, every
tuple whose system address is p. ADDR,
because the entity denoted by p. ADDR
is not proper.

(2) If Rsa; N Rsa; # ¢, p is neglected. For

every ¢, Rsa; = Rsa, [\ RRsa,. If some
Rs4, is empty, Fj, aborts C.

6. On receipt of all the OPENED PDUs, every
Rsa; is asingleton in By (5 = 1,...,n). If
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all the tuples in Rga are of passive type, Ep
aborts C. Otherwise, let K be F((t1, ...,
i,)) where t; is in RSA,- (GF=1,..,n).0

OPENED (-, {<4j, 4, 4>},
ol <Am, 5, P>, <4y, 7, P5), )

OPENED( .. ,{<A;, 4 45},
oo <A, 5, P> <A, 7, P5), )

<yt 70>

time

Figure 3: Passive attacker E,

4.3 Completeness

We show that the SCFE procedure is complete for
C. First, suppose that there is some malicious
passive entity E,, who pretends to be a proper
E;. Some active E,; broadcasts an OPEN PDU
p with the nonce 5. Since E; knows the secret
key SK;, E; can get t, from p. However, E,
cannot get it. FE; broadcasts t;, and E,, broad-
casts t,. Another proper Ej receives t; and tm
from E; and En, respectively. It cannot decide
which entity E; or E,, is proper. RRsy; includes
{{NA;j, t;, Passive), (N A, tm, Passive)}. After
receiving the OPEN or POPEN PDUs from all
the entities who have system addresses in C, ev-
ery entity broadcasts an OPENED PDU. Ej re-
ceives the OPEN PDU p from E,,. Since RRs4;
carried by p includes tx, Fj finds that E,, whose
system address is p. ADDR is malicious. Thus,
malicious passive entities can never join C.
Figure 3 shows an example of passive attack
by malicious entity E,, pretending to be E,. E;
broadcasts an OPEN PDU p with a nonce 4 in
order to establish a secure cluster C. The proper
entities in C can get the nonce 4 by deciphering p
by their secret keys. They broadcast a POPEN
with their nonces, e.g. E, sends the nonce 7.
E,, broadcasts a POPEN ¢ with some nonce on
receipt of p. Suppose that proper entities, e.g.
E; and E, get a nonce 9 from ¢. Since E; and
E. have two nonces 7 and 9 for Name(E,), they

broadcast OPENEDs with ((Am, 9, P}, (4., T,
P)). Since E,,, cannot get the nonce 4 for E;, En,
broadcasts an OPENED which has a different tu-
ple of nonces from the other entities, the proper
entities know that F,, is malicious and get the
same tuple of nonces (..,4, ..., 7,..). Then, only
and all the proper entities in C get the same clus-
ter key from the same tuple of nonces.

E,

OPENED (.., {<Am, 3, 4>,
A, 7, P, <hp 9, P, )

OPENED( .. {<Ap, 4, A>,
An, 7 P, {<hy 0 P

Figure 4: Active attacker £,

Next, suppose that there exists some active at-
tacker E,, which pretends to be a proper Eg.
First, E, broadcasts an OPEN p. Every E; re-
ceives p and obtains some nonce tt; by decipher-
ing p.DATA. Since E,, broadcasts an arbitrary
nonce, each entity may obtain different nonce for
Name(Eg). Since E,, does not know the secret
key of Ey, E,, does not know the nonce which
E; obtains from the PDU sent by E,. E; and
Ej broadcast t; and ti, respectively. Thus, E;
receives two nonces ttx and tx for E,, and Eg for
Name( Ey), respectively, on receipt of the OPEN
or POPEN PDUs from all the entities in C, every
entity broadcasts the OPENED. If E, broad-
casts an OPENED p, every E; finds that E,
is malicious because FE,, does not send back the
same nonce sent by E;. Every entity agrees that
Ey is proper. If E,, broadcasts no PDU, every
entity times out and finds that E,, is malicious.
In both cases, E,, cannot obtain the cluster key
K since E,, cannot know any nonce of the proper
entities. Thus, every proper E; (j =1,..., n)can
find which entity E,, or Ey is proper. Here, if all
the active entities are malicious, the cluster is not
established by the step 6 of the SCE procedure.
C cannot be established unless there is at least
one active proper entity. This means that C is
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never maliciously established where no entity in
the cluster want to join it.

In Figure 4, a malicious entity E,, pretends to
be E,. Ep broadcasts an OPEN PDU p with
some nonce t. On receipt of p, proper entities
get the nonce by deciphering p. Suppose that E;
gets 4 and E, gets 3 as the nonce of Name(E,).
Proper entities broadcast POPEN PDUs with
their nonces, e.g. E; and E, send the nonces
9 and 7, respectively. After broadcasting OPEN
and POPEN PDUs, E; broadcasts a tuple includ-
ing {(Am, 4, A), (4n, 7, P)}, and Ej, broadcasts
{{Am, 3, 4), {4n, 7, P)}. So, the proper entities
find that E,, is malicious. Since E,, is only one
active entity, the cluster is not opened.

As stated above, it is clear for the following
theorem to hold. ;

[Theorem] The SCE procedure is complete. 0

4.4 Performance

First, we consider the PDU complexity. In
the SCE procedure, every entity broadcasts two
PDUs, ie. either OPEN or POPEN, and
OPENED PDUs. Let n be the number of proper
entities in C, and m(< n) be the number of ma-
licious entities. The maximum number of PDUs
broadcast to establish Cis 2 X (n 4+ m), i.e. all
the malicious entities try to join C by pretending
to be some proper entities. On the other hand,
the minimum number is 2 X n i.e. there is no
malicious entity.

Next, let us consider the time complexity.
Here, we define a round to be a maximum delay
time to deliver a PDU from one network SAP to
all the network SAPs. In the best case, the clus-
ter can be established by 3 rounds when POPEN
and OPENED PDUs are broadcast in parallel.
At worst, it takes 2 X (n+m) rounds where at
most one PDU are broadcast simultaneously in
the network layer.

The length of the OPEN and POPEN PDU
is O(n). The length of the OPENED PDU is
O((n+m) x n).

5 Secure Subcluster

In the group communication like tele-conferenc-
ing [6], some members of a cluster C = (Eq, ...,
E,)would rather have more secure communjca-
tion while having secure cluster communication
in C. For example, it is usual that we would like

to have a private talk with our neighbors in a
meeting. Suppose that only B, , ..., B, (m <
n) in C would like to have secure private com-
munication. There are two ways to realize such
secure communication. One way is to establish a
secure cluster D for E,,, ..., E, _ independently
of C by using the SCE procedure. The other
way is to establish a secure subcluster Cj, for E,, ,
.., B, in C. In this case, Ej is established by
using the secure cluster communication provided
by C. Although every PDU p broadcast by some
E,; can be delivered to all the entities in C, p
can be understood by only entities E,,, ..., E,
in Cp. Cp, is securely established by exchanging
the nonces enciphered by the cluster key K in the
same procedure as the SCF procedure. In result,
only and all E,,, ..., E,  can obtain the common
secret key K} for Cy. If each E,; would like to
send a PDU p to only the members of Cy, E,;
enciphers p by Kj. In the former approach, the
cluster D for E,,, ..., E,_ has to be established
for all the system entities. On the other hand, in
the latter subcluster approach, the subcluster Cj,
is established for C. In this sense, the subcluster
approach has less possibility of having malicious
attacks and requires less PDUs to be broadcast
to establish Cp than the former one.

6 Concluding Remarks

In this paper, we have presented a protocol which
supports the secure group communication among
multiple entities by using a less-secure broad-
cast communication service like the Ethernet. In
the broadcast network, every entity can receive
PDUs broadcast by every entity. Malicious enti-
ties can receive. PDUs broadcast and can broad-
cast PDUs as another entity. In the presence of
these attacks, we have shown a complete secure
cluster establishment (SCE) procedure which can
establish a secure cluster for an establishable do-
main based on the public key system. In addi-
tion, we have discussed how to establish a se-
cure subcluster in the cluster. At present, we
are implementing the secure cluster on the top
of the reliable broadcast communication system
(11, 12, 13, 16, 17].
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