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Automatic Generation of Invariant Formula for

Communication Protocols Modeled as ECFSMs

Masahiro HIGUCHI, Junko TAMAI, Keigo HARA, and Mamoru FUJII

Department of Information and Computer Sciences
Osaka University

e-mail: higuchi@ics.es.osaka-u.ac.jp

Previously, we proposed a verification method via invariant for communication protocols
modeled as ECFSMs. In the proposed method, a human verifier describes an invariant of a
given protocol, and a verification system shows safety or liveness using the invariant. The
tedious work on describing invariant formula is a significant shortcoming of the proposed
method. This paper deal with a semiautomated derivation of invariant formula for commu-
nication protocols modeled as ECFSMs. In the method, formula holds on the states, which
is reachable by synchronous communication and sending transitions, are automatically de-
rived. We conducted an experiment on deriving disjuncts of invariant formula of a sample
protocol extracted from the OSI session protocol. Among 472 disjuncts of an invariant

formula, 445 disjuncts are automatically derived.
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